* x x N N «

INTRODUCTION RECONNAISSANCE
* & OSINT TO ANALYZING DATA x
BREACH

ST

Bayu Aji aka Suyab



Topic

d Introduction About Reconnaissance
dIntroduction About OSINT

 Attack Scenario

d Type Attack

 Study Case

1 Prevention

J Bonus Resources



What is Reconnaissance?




Type of OSINT?

J SOCMINT (Social Media Int)
J HUMINT (Humant Int)

A SIGINT (Signal Int)

1 GEOINT (Geospatial Int)

1 DARKINT (Darkweb Int)




Other Technique

Passive Footprinting Active Footprinting

Search information on internet, e.g dorking, Using tools, techniques and interaction to target, e.g
scrapping, web fingerpint, document, relation, whois, social e, scanning, injection, exploit and post

employee, email & phone number exploitation




Example Scenario
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Types Attack

A O Ly
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Social e and Spear Malware Credential Reuse CVE or Zero Day Exploit
Phishing
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KAl Data Breach
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KAl Data Breach
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COMPANY [ZONESOFT.PT] SIZE DIRECT LINK [TORRENT | “TOR™]

Data leak sensitive information exposure (Laravel
debug true)

Data breach employe

—= Credential reuse

Malware or backdoor C2C
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ter findRoute
work/src/I1luminate

or dlspatchToRoute HITP_SEC_cH_u o I indo [ Publishing your security team's efforts in dealing with and solving
such issues by suspending portals “https:f#pcrtalvpn...id.n"glubal—

ter dispatch
ork/src/I1

protect/login.esp” and expelling our members from your network
et and changing passwords was a good move, However, if this is your
e approach to problem-solving, we have a different opinion. We have
not been in your network for just one hour or something similar;
our members have been there for about a week, collecting all the
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Mandiri Data Breach
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rowser prevented this site from opening 3 pop-up windows. Preferences
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Mandiri Data Breach

Analysis Result

e o e Data leak emails

- » Data breach employe and platform third party

- . . . .« .
- * From data breach to social engineering (init access)
L]

Company: PDL Company: Linkedin

Company Domain: Campany Domain: linkedin.com

oy 100+
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Company: LinkedInScrape Company: Tokopedia
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Mandiri
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Prevention
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Edu employee Audit WAF, IPS & IDS or SIEM

Backup & Backup Encrypt document, email Takedown sensitive
message and sensitive stuff information on internet

Maintance credentials access Enable 2FA for credentials Monitoring data breach
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Free Resources & Book
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Free Resources & Book

OPEN SOURCE
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AUTHOR
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OSINT Handbook

Table of Content

* Intro about cyber threats intelligence
* Technique cyber threats intelligence
 Platform cyber threats intelligence
« Sample files and case study

* Prevent OSINT technique

» Real case and live target

* Prevent cyber threats

 Social engineering

* Intro about OSINT

* OSINT technique

* Spiderfoot tool

* Maltego tool

* Bonus

* Quiz







