Log Testing:

After testing with sign in with Miles Plus number, password, and two security questions none of
these secrets were found in the logs from logcat.

Memory Testing:

Frida server running on target android emulator:

generic_x86_bl:

generic_x86_64U:/ # ./data/local/tmp/frida-server-16.1.11-android-x86_6U

Pid for united airlines app:

3123 ited Airlines

After running fridump | opened strings.txt and found the following:

{"answeredSecurityQuestions™: [{"am\-tel‘r =l ["an;wer‘ID” 18, "answerKey 9VPEuKEVUI1IR4Lmonwk3wy 1UGEBg04VqUYjUqarskU\u@@3dT679dhmVwd5I3gqNNZh1q3A\u@a3d
\uB@3d", "answerTe> Action”,"questionID":@, queatmnkey C K \-flelSEBgOll\J'qUYjUqar‘ﬁkU‘.uE}%dOﬂ GfIRPNLNwgQWLs51UA\u@03d

\u@83d"}], "questionID":8, "questionKey" ZbhGFIRPNLN; Ls5iUAN\uB@3d\ud@3d", "questionText": "What is your
favorite type of movie?"”,"used":false},{"answers” H 9V -JleL:EBdeVqUYjUqar‘ﬂ’U\uEEi:!d %l.'lNyOUFOXEMFhllFDEeA
\uB@3d\ub@3d”, "answerText": lues” r "queatmnID <

\uB@3d"}], "questionID s " 6VUI1IR: gl \ A\ \ "l.ihat is your
favorite type of music?”,"used” :False}] 8 "has pr ”mileagePlLuNumber*" 5 "J1DL9135"‘ o r*enember*De e” ‘true, "sessionID” "F7
+g08YCuMmtZ39Gx4n9DHBqd jeFOnbofhRatBFabzmoaSR7NgvZBMyZaZ6 7w : M ceSecurityPath™:"ValidateTFASecurityQuestions™, "a: cessCode™ : "ACCESSCODE™, "applica
tion™:{"id":2,"isProduction” : i "major”:"4.1.182", "minor™ .1.182 37f80a72-39d0-42%e-

<576 ", "languageCode” n-US", "transactionId”:"37f80a72-39d0-429e-9b2 8dc5 E 54a8df@dd9a7"}

The answers for the security questions were found in plaintext.

The miles plus number used to sign in was also found in plaintext:

"isProduction™:fals

\ SBY9Y18QXYRQNBWE ™}, "bucket b S :[1,"isComplement™:false, "mileagePlusAc
37f80a7 2 39de- 4792 9b2 576 5", "languageCode™: "en-US", "pushToken™ "transactionId™:"37f80a72-39d0-429%e-9b2|
1d4e@45fa715"}

Fortunately no passwords were found in plaintext and are likely to be encrypted.



