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# SoundCloud (2024.01.23-release)



File Name:

Package Name:

Scan Date:

App Security Score:

Grade:

Trackers Detection:

soundcloud.apk
com.soundcloud.android

Feb. 5, 2024, 6:46 a.m.

38/100 (HIGH RISK)

C

117432



& FINDINGS SEVERITY

¢ HIGH

29

s FILE INFORMATION

File Name: soundcloud.apk

Size: 77.6MB

MD5: 2a24ce66045233982ba97e6085195036

SHA1: dfa15e0796953fdefc70cb50f934799d021a4f6b

SHA256: 374a8b76b8bc9d9c7cb332cebf3e2a0e5e4914d92a1262446c86820ab0a623ff

1 APP INFORMATION

App Name: SoundCloud

Package Name: com.soundcloud.android

Main Activity: com.soundcloud.android.launcher.LauncherActivity
Target SDK: 34

Min SDK: 26

Max SDK:

Android Version Name: 2024.01.23-release

Android Version Code: 225060

v/ SECURE

& HOTSPOT




== APP COMPONENTS

Activities: 58
Services: 24
Receivers: 32
Providers: 10
Exported Activities: 7
Exported Services: 3
Exported Receivers: 7
Exported Providers: 1

#% CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

v3 signature: True

v4 signature: False

X.509 Subject: CN=Jon Schmidt

Signature Algorithm: rsassa_pkcs1v15

Valid From: 2010-11-30 06:00:46+00:00

Valid To: 2035-11-24 06:00:46+00:00

Issuer: CN=Jon Schmidt

Serial Number: 0x4cf4930e

Hash Algorithm: sha1

md5: 9b4c7012b9adf3d9a33454560751843a

sha1: 13c9e5900d437089b72324b0260f3b5a0b4e027b

sha256: aff930d671fa0a57b8c41d1678cc2a8ea717075a74e346942a140afa441339d2
sha512: 10ba277eb58a5cec33cd39cedOce121b8cad9f355ccce03f428005b4d870782046c3e1f728e3286ae910e3b6585d19642521976691bcbdacbfddbea3ca6f59cfd
PublicKey Algorithm: rsa

Bit Size: 1024

Fingerprint: 35d1f3b25139036753ae70d409475ae8a9cfa0a5b88d954ab0bd55efe3095d4f
Found 1 unique certificates

:= APPLICATION PERMISSIONS



PERMISSION STATUS | INFO DESCRIPTION
enables regular apps to R
All I lication t
android.permission.FOREGROUND_SERVICE normal use OV,VS areguiar application to use
) Service.startForeground.
Service.startForeground.
enables foreground Allows a regular application to use
android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK normal services for media Service.startForeground with the type
playback. "mediaPlayback".
android.permission.WAKE_LOCK normal prevgnt phone from Allows a.n application to prevent the phone
sleeping from going to sleep.
android.permission.INTERNET normal full Internet access Allows an application to create network sockets.
Allows an application to view the information
android.permission.ACCESS_WIFI_STATE normal view Wi-Fi status PP .
about the status of Wi-Fi.
Allows an application to view the status of all
android.permission.ACCESS_NETWORK_STATE normal view network status PP
networks.
Allows the application to access the phone
features of the device. An application with this
. o read phone state and permission can determine the phone number
android.permission.READ_PHONE_STATE dangerous . . . .
identity and serial number of this phone, whether a call
is active, the number that call is connected to
and so on.
Allows access to the list of accounts in the
android.permission.GET_ACCOUNTS dangerous list accounts )
Accounts Service.
use the authentication Allows an application to request authentication
android.permission.USE_CREDENTIALS dangerous credentials of an tokens PP 9
account '
Allows an application to read the sync settings,
android.permission.READ_SYNC_SETTINGS normal read sync settings PP y &

such as whether sync is enabled for Contacts.




PERMISSION STATUS | INFO DESCRIPTION
Allows an application to modify the sync
android.permission.WRITE_SYNC_SETTINGS normal write sync settings settings, such as whether sync is enabled for
Contacts.
permits foreground Allows a regular application to use
android.permission.FOREGROUND_SERVICE_DATA_SYNC normal services for data Service.startForeground with the type
synchronization. "dataSync".
allows an app to post
android.permission.POST_NOTIFICATIONS dangerous W . pptop Allows an app to post notifications
notifications.
licati h Thi Google advertising ID and
com.google.android.gms.permission.AD_ID normal app |ca.1 1on SNOws 15 épp Hses oogte advertising f and can
advertisements possibly serve advertisements.
android.permission.VIBRATE normal control vibrator Allows the application to control the vibrator.
recieve push Allows an application to receive push
com.google.android.c2dm.permission.RECEIVE normal I, V Pu W ) ppiicat Ve pu
notifications notifications from cloud.
lication has in- All licati ke in- h
com.android.vending.BILLING normal application has in-app ows an application to make in-app purchases
purchases from Google Play.
com.soundcloud.android.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown Unknown permission Unknown permission from android reference
o L permission defined by o )
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE normal google A custom permission defined by Google.
This enables the app to retrieve information
L related to advertising attribution, which can be
allow applications to used for targeted advertising purposes. A
android.permission.ACCESS_ADSERVICES_ATTRIBUTION normal access advertising & § pUrposes. App

service attribution

can gather data about how users interact with
ads, such as clicks or impressions, to measure
the effectiveness of advertising campaigns.




PERMISSION

STATUS | INFO

DESCRIPTION

android.permission.ACCESS_ADSERVICES_AD_ID

allow app to access the

normal - .
device's advertising ID.

This ID is a unique, user-resettable identifier
provided by Google's advertising services,
allowing apps to track user behavior for
advertising purposes while maintaining user
privacy.

android.permission.WRITE_EXTERNAL_STORAGE

read/modify/delete
dangerous external storage
contents

Allows an application to write to external
storage.

read external storage

Allows an application to read from external

android.permission.READ_EXTERNAL_STORAGE dangerous
contents storage.
™ APKID ANALYSIS
FILE DETAILS
FINDINGS DETAILS
Build.FINGERPRINT check
Build.MODEL check
classes.dex Build. MANUFACTURER check

Build.PRODUCT check
network operator name check

Compiler

r8




FILE

DETAILS

classes2.dex

FINDINGS

DETAILS

Build.FINGERPRINT check
Build.MODEL check

Build. MANUFACTURER check
Build.PRODUCT check
Build.BOARD check

Build. TAGS check

SIM operator check

network operator name check
ro.kernel.gemu check

Compiler

r8 without marker (suspicious)

classes3.dex

FINDINGS

DETAILS

Build.FINGERPRINT check
Build.MODEL check

Build. MANUFACTURER check
Build.PRODUCT check
Build.TAGS check

network operator name check

Compiler

r8 without marker (suspicious)




FILE

DETAILS

classes4.dex

FINDINGS

DETAILS

Debug.isDebuggerConnected() check

Build.MODEL check

Build. MANUFACTURER check
Build.PRODUCT check
Build.HARDWARE check
Build.TAGS check

network operator name check
possible VM check

Compiler

r8 without marker (suspicious)

classes5.dex

FINDINGS

DETAILS

Build. MANUFACTURER check
Build.PRODUCT check
possible VM check

Compiler

r8 without marker (suspicious)




FILE DETAILS
FINDINGS DETAILS
classes6.dex Build.MANUFACTURER check
network operator name check
Compiler r8 without marker (suspicious)
FINDINGS DETAILS
Build.MANUFACTURER check
classes7.dex Compiler r8 without marker (suspicious)

(8 BROWSABLE ACTIVITIES

ACTIVITY

INTENT




ACTIVITY

INTENT

com.soundcloud.android.deeplinks.ResolveActivity

Schemes: http://, https://, soundcloud://,

Hosts: @string/host_name, @string/mobi_host_name, @string/firebase_host_name,
@string/on_soundcloud_host_name, *, links.announcements.soundcloud.com,
links.billing.soundcloud.com, links.confirmation.soundcloud.com, links.notifications.soundcloud.com,
links.notifications.soundcloudmail.com, links.soundcloudmail.com, links.account.soundcloud.com,
links.hello.soundcloud.com, links.login.soundcloud.com, links.transactions.soundcloud.com,
links.messages.soundcloud.com, links.warnings.soundcloud.com,

Path Patterns: /uni.*,

com.soundcloud.android.main.MainActivity

Schemes: soundcloud://,
Hosts: callback,
Mime Types: vnd.soundcloud/search_item,

com.soundcloud.android.onboarding.auth.AuthenticationActivity

Schemes: sc://,
Hosts: auth,

com.facebook.CustomTabActivity

Schemes: fbconnect://,
Hosts: cct.com.soundcloud.android,

com.google.android.gms.tagmanager.TagManagerPreviewActivity

Schemes: tagmanager.c.com.soundcloud.android://,

& NETWORK SECURITY

HIGH: 1 | 0 | INFO: 0 | SECURE: 1
NO SCOPE SEVERITY DESCRIPTION
1 * high Base config is insecurely configured to permit clear text traffic to all domains.

2 soundcloud.com secure Domain config is securely configured to disallow clear text traffic to these domains in scope.




B5 CERTIFICATE ANALYSIS

HIGH: 1 | 0 | INFO: 1
TITLE SEVERITY | DESCRIPTION
Signed Application info Application is signed with a code signing certificate
Certificate algorithm vulnerable to hash collision high Application is signed with SHATwithRSA. SHA1 hash algorithm is known to have collision issues.

Q, MANIFEST ANALYSIS

HIGH: 9 |

19 | INFO: 0 | SUPPRESSED: 0

NO

ISSUE

SEVERITY | DESCRIPTION

App can be installed on a vulnerable Android version
Android 8.0, minSdk=26]

This application can be installed on an older version of
android that has multiple vulnerabilities. Support an
Android version => 10, API 29 to receive reasonable
security updates.

Clear text traffic is Enabled For App
[android:usesCleartextTraffic=true]

The app intends to use cleartext network traffic, such
as cleartext HTTP, FTP stacks, DownloadManager, and
MediaPlayer. The default value for apps that target API
level 27 or lower is "true". Apps that target API level 28
high or higher default to "false". The key reason for avoiding
cleartext traffic is the lack of confidentiality,
authenticity, and protections against tampering; a
network attacker can eavesdrop on transmitted data
and also modify it without being detected.




NO

ISSUE

SEVERITY

DESCRIPTION

App has a Network Security Configuration
[android:networkSecurityConfig=@xml/network_security_config]

info

The Network Security Configuration feature lets apps
customize their network security settings in a safe,
declarative configuration file without modifying app
code. These settings can be configured for specific
domains and for a specific app.

Service (com.soundcloud.android.playback.players.MediaService) is not Protected.

[android:exported=true]

A Service is found to be shared with other apps on the
device therefore leaving it accessible to any other
application on the device.

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=http://@string/host_name]

high

App Link asset verification URL
(http://@string/host_name/.well-known/assetlinks.json)
not found or configured incorrectly. (Status Code:
None). App Links allow users to redirect from a web
URL/email to the mobile app. If this file is missing or
incorrectly configured for the App Link host/domain, a
malicious app can hijack such URLs. This may lead to
phishing attacks, leak sensitive data in the URI, such as
Pll, OAuth tokens, magic link/password reset tokens
and more. You must verify the App Link domain by
hosting the assetlinks.json file and enabling verification
via [android:autoVerify="true"] in the Activity intent-
filter.

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=https://@string/host_name]

high

App Link asset verification URL
(https://@string/host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.




NO

ISSUE

SEVERITY

DESCRIPTION

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=http://@string/mobi_host_name]

high

App Link asset verification URL
(http://@string/mobi_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=https://@string/mobi_host_name]

high

App Link asset verification URL
(https://@string/mobi_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.




NO

ISSUE

SEVERITY

DESCRIPTION

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=http://@string/firebase_host_name]

high

App Link asset verification URL
(http://@string/firebase_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.

10

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=https://@string/firebase_host_name]

high

App Link asset verification URL
(https://@string/firebase_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.




NO

ISSUE

SEVERITY

DESCRIPTION

11

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=http://@string/on_soundcloud_host_name]

high

App Link asset verification URL
(http://@string/on_soundcloud_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.

12

App Link assetlinks.json file not found
[android:name=com.soundcloud.android.deeplinks.ResolveActivity]
[android:host=https://@string/on_soundcloud_host_name]

high

App Link asset verification URL
(https://@string/on_soundcloud_host_name/.well-
known/assetlinks.json) not found or configured
incorrectly. (Status Code: None). App Links allow users
to redirect from a web URL/email to the mobile app. If
this file is missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack such
URLs. This may lead to phishing attacks, leak sensitive
data in the URI, such as PIl, OAuth tokens, magic
link/password reset tokens and more. You must verify
the App Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity intent-filter.

13

Activity (com.soundcloud.android.deeplinks.ResolveActivity) is not Protected.
[android:exported=true]

An Activity is found to be shared with other apps on
the device therefore leaving it accessible to any other
application on the device.

14

Broadcast Receiver (androidx.media.session.MediaButtonReceiver) is not Protected.

[android:exported=true]

A Broadcast Receiver is found to be shared with other
apps on the device therefore leaving it accessible to
any other application on the device.




NO

ISSUE

SEVERITY

DESCRIPTION

Broadcast Receiver (com.soundcloud.android.offline.MediaMountedReceiver) is not

A Broadcast Receiver is found to be shared with other

15 Protected. apps on the device therefore leaving it accessible to
[android:exported=true] any other application on the device.

An Activity is found to be shared with other apps on
Activity (com.soundcloud.android.main.MainActivity) is not Protected. . y L . PP

16 . the device therefore leaving it accessible to any other

[android:exported=true] o .
application on the device.
Activity (com.soundcloud.android.onboarding.auth.AuthenticationActivity) is not An Activity is found to be shared with other apps on

17 Protected. the device therefore leaving it accessible to any other
[android:exported=true] application on the device.

Broadcast Receiver (androidx.mediarouter.media.MediaTransferReceiver) is not A Broadcast Receiver is found to be shared with other

18 Protected. apps on the device therefore leaving it accessible to
[android:exported=true] any other application on the device.

Activity (com.soundcloud.android.creators.upload.UploadEditorActivity) is not Protected. An Activity is found to be shared with other apps on

19 [android:exported=true] the device therefore leaving it accessible to any other

application on the device.

Broadcast Receiver

) ) i ) ) ) A Broadcast Receiver is found to be shared with other
(com.soundcloud.android.playback.widget.service.PlayerAppWidgetProvider) is not . L )

20 Protected apps on the device therefore leaving it accessible to
o any other application on the device.

[android:exported=true] y PP
Content Provider

) ) L. ) L. ) A Content Provider is found to be shared with other
(com.soundcloud.android.playback.image.notification.MediaNotificationContentProvider) . L )

21 ) apps on the device therefore leaving it accessible to
's not Protected. any other application on the device
[android:exported=true] y PP '

- o . . . o o An Activity is found to be shared with other apps on
Activity (com.adswizz.interactivead.internal.action.PermissionActivity) is not Protected. ) o )
22 the device therefore leaving it accessible to any other

[android:exported=true]

application on the device.




NO | ISSUE SEVERITY | DESCRIPTION
An Activity is found to be shared with other apps on
Activity (com.facebook.CustomTabActivity) is not Protected. i y o ) bp
23 : the device therefore leaving it accessible to any other
[android:exported=true] o )
application on the device.
A Service is found to be shared with other apps on the
device therefore leaving it accessible to any other
application on the device. It is protected by a
Service (com.google.android.gms.auth.api.signin.RevocationBoundService) is Protected permission which is not defined in the analysed
by a permission, but the protection level of the permission should be checked. application. As a result, the protection level of the
24 Permission: permission should be checked where it is defined. If it
com.google.android.gms.auth.api.signin.permission.REVOCATION_NOTIFICATION is set to normal or dangerous, a malicious application
[android:exported=true] can request and obtain the permission and interact
with the component. If it is set to signature, only
applications signed with the same certificate can
obtain the permission.
A Broadcast Receiver is found to be shared with other
apps on the device therefore leaving it accessible to
any other application on the device. It is protected by a
) . N ) . permission which is not defined in the analysed
Broadcast Receiver (com.google.firebase.iid.FirebaselnstanceldReceiver) is Protected by a L )
o ) o application. As a result, the protection level of the
permission, but the protection level of the permission should be checked. o . ) .
25 o . o permission should be checked where it is defined. If it
Permission: com.google.android.c2dm.permission.SEND . - o
. is set to normal or dangerous, a malicious application
[android:exported=true] . . .
can request and obtain the permission and interact
with the component. If it is set to signature, only
applications signed with the same certificate can
obtain the permission.
Activity (com.google.android.gms.tagmanager.TagManagerPreviewActivity) is not An Activity is found to be shared with other apps on
26 Protected. the device therefore leaving it accessible to any other

[android:exported=true]

application on the device.




NO

ISSUE

SEVERITY

DESCRIPTION

27

Service (androidx.work.impl.background.systemjob.System]jobService) is Protected by a
permission, but the protection level of the permission should be checked.

Permission: android.permission.BIND_JOB_SERVICE

[android:exported=true]

A Service is found to be shared with other apps on the
device therefore leaving it accessible to any other
application on the device. It is protected by a
permission which is not defined in the analysed
application. As a result, the protection level of the
permission should be checked where it is defined. If it
is set to normal or dangerous, a malicious application
can request and obtain the permission and interact
with the component. If it is set to signature, only
applications signed with the same certificate can
obtain the permission.

28

Broadcast Receiver (androidx.work.impl.diagnostics.DiagnosticsReceiver) is Protected by
a permission, but the protection level of the permission should be checked.

Permission: android.permission.DUMP

[android:exported=true]

A Broadcast Receiver is found to be shared with other
apps on the device therefore leaving it accessible to
any other application on the device. It is protected by a
permission which is not defined in the analysed
application. As a result, the protection level of the
permission should be checked where it is defined. If it
is set to normal or dangerous, a malicious application
can request and obtain the permission and interact
with the component. If it is set to signature, only
applications signed with the same certificate can
obtain the permission.

29

Broadcast Receiver (androidx.profileinstaller.ProfilelnstallReceiver) is Protected by a
permission, but the protection level of the permission should be checked.
Permission: android.permission.DUMP

[android:exported=true]

A Broadcast Receiver is found to be shared with other
apps on the device therefore leaving it accessible to
any other application on the device. It is protected by a
permission which is not defined in the analysed
application. As a result, the protection level of the
permission should be checked where it is defined. If it
is set to normal or dangerous, a malicious application
can request and obtain the permission and interact
with the component. If it is set to signature, only
applications signed with the same certificate can
obtain the permission.




<[> CODE ANALYSIS

HIGH: 3 |

9 | INFO: 3 | SECURE: 2 | SUPPRESSED: 0

NO

ISSUE

SEVERITY

STANDARDS

FILES

The App uses the encryption mode CBC
with PKCS5/PKCS7 padding. This

configuration is vulnerable to padding
oracle attacks.

high

CWE: CWE-649: Reliance on Obfuscation or Encryption
of Security-Relevant Inputs without Integrity Checking
OWASP Top 10: M5: Insufficient Cryptography
OWASP MASVS: MSTG-CRYPTO-3

Ik/im.java
wij/uf.java
xh/a.java

ag0/k.java

ag/t0.java

b/a.java

bc0/a.java

bcO/c.java

bc0/l.java

bc0/0.java

bmO0/l.java

bo/app/ué.java

c70/b.java

cn0/c.java

cn0/m.java

coil/memory/MemoryCache.java
com/ad/core/adFetcher/AdRequestConnectio
n.java

com/adswizz/common/AdPlayer.java
com/adswizz/core/analytics/internal/model/
AWSPinpointTask.java
com/adswizz/core/zc/model/ZCAnalyticsCon
nector.java
com/adswizz/datacollector/internal/model/S
ensorModel.java

com/braze/Constants.java
com/braze/configuration/BrazeConfig.java
com/braze/enums/CardKey.java
com/braze/models/inappmessage/InAppMes
sageHtml.java
com/braze/models/outgoing/AttributionData.
java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4

NO

ISSUE

SEVERITY

STANDARDS

com/braze/push/BrazeNotificationUtils.java
FdbktGraze/push/BrazePushReceiver java
com/braze/support/StringUtils.java

com/braze/ui/contentcards/ContentCardsFra
gment.java
com/braze/ui/inappmessage/listeners/Defaul
tinAppMessageWebViewClientListener java
com/onetrust/otpublishers/headless/Public/
Keys/OTUXParamsKeys.java
com/snap/corekit/security/SecretKeyFactory.j
ava
com/soundcloud/android/data/core/FullUser
Entity.java
com/soundcloud/android/foundation/ads/Ad
VerificationResource.java
com/soundcloud/android/messages/storage/
push/MessageEntity.java
com/soundcloud/android/ui/components/bu
ttons/FollowActionButton.java
com/soundcloud/android/ui/components/bu
ttons/StandardFollowToggleButton.java
com/soundcloud/android/ui/components/bu
ttons/StandardMessageToggleButton.java
com/soundcloud/android/ui/components/ca
rds/PersonalizedPlaylist.java
com/soundcloud/android/ui/components/ca
rds/UserActionBar.java
com/soundcloud/android/ui/components/list
views/comment/CellComment.java
com/soundcloud/android/ui/components/list
views/message/CellConversation.java
com/soundcloud/android/ui/components/list
views/playlist/CellMicroPlaylist.java
com/soundcloud/android/ui/components/list
views/playlist/CellSlidePlaylist.java
com/soundcloud/android/ui/components/list
views/playlist/CellSmallPlaylist.java
com/soundcloud/android/ui/components/list
views/track/CellMicroTrack.java
com/soundcloud/android/ui/components/list
views/track/CellSlideTrack.java
com/soundcloud/android/ui/components/list
views/track/CellSmallTrack.java




com/soundcloud/android/ui/components/list

keys etc.

OWASP Top 10: M9: Reverse Engineering
OWASP MASVS: MSTG-STORAGE-14

NO | ISSUE SEVERITY | STANDARDS fiHus%user/CellMediumUser.java
com/soundcloud/android/ui/components/list
views/user/CellMicroUser.java
com/soundcloud/android/ui/components/list
views/user/CellSlideMicroUser.java
com/soundcloud/android/ui/components/list

. views/user/CellSlideUser.java
Files may contain hardcoded sensitive CWE: CW,E-31 2: Cleartext Storage of Sensitive com/soundcloud/android/ui/components/list
2 information like usernames, passwords, Information views/user/CellSlideUserWithAction.java

com/soundcloud/android/ui/components/list
views/user/CellSmallMessageUser.java
com/soundcloud/android/ui/components/list
views/user/CellSmallUser.java
com/soundcloud/android/ui/components/no
tification/NotificationLabel.java
com/statsig/androidsdk/Marker.java
com/statsig/androidsdk/StatsigClientKt.java
com/statsig/androidsdk/StatsigNetworkKt.jav
a
com/statsig/androidsdk/StatsigOptionsKt.jav
a

com/statsig/androidsdk/StoreKt.java

dt/i.java

dt/l.java

e/d.java

e40/a.java

en0/d.java

en0/j.java

en0/n.java

en0/p.java

f2/f2.java

f2/i1.java

gc0/b2.java

gv0/m2.java

h20/n.java

hg0/q0.java

hg0/w1.java

id/h.java

il0/c.java

jdo/f.java

ke/g.java

Ib0/b.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#checking-memory-for-sensitive-data-mstg-storage-10

NO

ISSUE

SEVERITY

STANDARDS

ld/d.java
fpESa

|d/x.java

Im0/a.java
ImO/c.java
In0/i.java
IsO/g.java
m/c.java
m80/v.java
ma0/e.java
mg0/a.java
mnO0/d.java
mo0/h.java
n80/d.java
nb0/f.java
080/h0.java
ohO/k.java
or0/b.java
pp0/c.java
r/m.java
r9/m.java
ru/d.java
sp/g.java
teO/j.java
ueO/m.java
ueO/n.java
ux/s.java
ux/u.java
v30/a.java
wb0/a.java
wd0/i.java
who/j.java
wkO0/a.java
wkO0/s.java
wp/a.java
x3/h.java
x3/t0.java
x80/j.java
xk0/d0.java
xq0/f.java
yo/b.java
yp/b.java
yp/r.java




NO

ISSUE

SEVERITY

STANDARDS

ze0/b.java
FHrk$ava

zo/e.java

zo/w.java
zp/f.java
zr0/b.java

The App uses an insecure Random
Number Generator.

CWE: CWE-330: Use of Insufficiently Random Values
OWASP Top 10: M5: Insufficient Cryptography
OWASP MASVS: MSTG-CRYPTO-6

aj/e.java

ar/d.java

bo/app/e1.java

bg/c0.java

co/datadome/sdk/b.java
com/adswizz/core/podcast/AdswizzAdPodcas
tManager.java
com/adswizz/core/streaming/AdswizzAdStre
amManager.java
com/appsflyer/internal/AFc1jSDK java
com/braze/support/IntentUtils.java
com/soundcloud/android/onboarding/auth/
ui/authentication/AuthLandingFragment.java
com/soundcloud/android/sync/BackgroundS
yncResultReceiver.java

fn/s.java

fx/i.java

gv0/c0.java

gv0/e0.java

gv0/z1.java

he/q.java

hv0/i.java

ik/r4.java

jx/k.java

jx/m.java

kj/a.java

kk/g2.java

Ik/tl.java

mwo0/a.java

mwO0/b.java

nk/f7.java

ns0/g.java

nv0/e.java

nv0/g.java

nwO0/a.java

pg/q1l.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-random-number-generators

NO

ISSUE

SEVERITY

STANDARDS

rh/y0.java
FlkESa

uh/b.java

uk/kc.java
wf/al.java
wf/b1.java
wf/c1.java
wf/d1.java
wf/e.java
wf/el.java
wf/z0.java
wj/bi4.java
wj/ha4.java
wij/jf.java
xe/w0.java
yb/a.java

ae0/a.java

aj/q.java

bb/j.java

be/i.java

cel/i.java
com/ad/core/adBaseManager/internal/AdDat
almpl.java
com/ad/core/adFetcher/AdRequestConnectio
n.java
com/ad/core/companion/AdCompanionView.
java
com/ad/core/streaming/AdManagerStreamin
gSettings.java
com/ad/core/utils/phone/Session.java
com/ad/core/video/AdVideoView.java
com/adswizz/common/CommonContext.java
com/adswizz/common/log/DefaultLogger.jav
a
com/adswizz/core/AdswizzCoreManagerSeco
ndProcess.java
com/adswizz/core/podcast/AdswizzAdPodcas
tManager.java
com/adswizz/core/podcast/a.java
com/adswizz/core/podcast/b.java
com/adswizz/core/podcast/c.java
com/adswizz/core/streaming/AdswizzAdStre




NO

ISSUE

SEVERITY

STANDARDS

amManager.java
kS swizz/core/zc/zCManager java
com/adswizz/interactivead/InteractivityMana

ger.java
com/adswizz/obfuscated/j0/e.java
com/adswizz/omsdk/plugin/OmsdkPlugin.jav
a
com/appsflyer/internal/AFb1tSDK.java
com/appsflyer/internal/AFc1kSDK.java
com/appsflyer/internal/AFd10SDK .java
com/appsflyer/internal/AFe1bSDK.java
com/appsflyer/internal/AFe1dSDK.java
com/appsflyer/internal/AFe1eSDK java
com/appsflyer/internal/AFe1jSDK.java
com/appsflyer/internal/AFe10SDK.java
com/appsflyer/internal/AFf1dSDK java
com/appsflyer/internal/AFf1rSDK.java
com/appsflyer/internal/AFf1tSDK.java
com/appsflyer/internal/AFf1uSDK.java
com/appsflyer/internal/AFf1vSDK.java
com/appsflyer/internal/AFg1ySDK.java
com/appsflyer/internal/AFg1zSDK java
com/appsflyer/internal/AFh1gSDK.java
com/bumptech/glide/Glide.java
com/onetrust/otpublishers/headless/Internal
/Log/OTLogger.java
com/yalantis/ucrop/util/lmageHeaderParser.]
ava

d1/a.java

dl/d2.java

dl/s0.java

di/t.java

dl/v.java

ec/a.java

ec/c.java

gc/b.java

ge/a.java

gg/a.java

h11/a.java

hb/b.java

hd/d.java

hd/e.java

i01/e.java




NO

ISSUE

SEVERITY

STANDARDS

ib/a.java
RitESva

ik/u3.java

The App logs information. Sensitive

information should never be logged.

info

CWE: CWE-532: Insertion of Sensitive Information into

Log File
OWASP MASVS: MSTG-STORAGE-3

ik/y.java
iu0/a.java
jd/b.java
jd/h.java
jd/ijava
k3/m0.java
k6/a.java
kd/c.java
kd/e.java
kj/b.java
kk/g1.java
l4/d.java
Ic/a.java
ld/h.java
Id/i.java
Id/k.java
Id/z.java
md/i.java
md/j.java
mj/a.java
mj/b.java
mj/h.java
mj/q.java
mj/u.java
mj/x.java
mk/v.java
mq/d.java
mq/d0.java
mag/k.java
mq/k0.java
maq/p0.java
maq/s0.java
maq/wO0.java
maq/x0.java
n4/o.java
nd/e.java
nd/i.java
05/00.java
od/a.java
pa/a.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#logs

NO

ISSUE

SEVERITY

STANDARDS

pd/c.java
FtldEBva

pd/g.java

pd/t.java
pd/u.java
pd/v.java
g4/f.java
ge/l.java
gm/s.java
rd/h.java
s5/l.java
sd/c.java
sd/d0.java
sd/f.java
sd/g0.java
sd/n.java
sd/p.java
sd/q.java
sd/u.java
sv0/b.java
uk/t4.java
uo/g.java
w0/m.java
wd/a.java
wd/c.java
wd/h.java
wj/ff0.java
wj/023.java
wj/oa.java
wk/a.java
wm/i.java
xa/d.java
xa/e.java
y4/o.java
yd/e.java
yd/n.java
yd/o.java
yk/a.java
zd/d.java
zk/a.java




NO | ISSUE SEVERITY | STANDARDS FILES
com/comscore/android/CommonUtils.java
com/comscore/android/util/jni/Android)niHe
Iper.java
kk/f6.

5 This App may have root detection cecure qm/cﬁ\\j:

capabilities. OWASP MASVS: MSTG-RESILIENCE-1 -
wj/d33.java
wm/w.java
xo/i.java
zj/I1.java
) . . hg/c.java
App creates temp file. Sensitive CWE: CWE-276: Incorrect Default Permissions K6/a.iava
6 information should never be written OWASP Top 10: M2: Insecure Data Storage 7/d'é iava
into a temp file. OWASP MASVS: MSTG-STORAGE-2 P '.J
vcO/u.java
ik/k0.java
ik/10.java
ik/o05.java
ik/p5.java
kg/m0.java
kg/t0.java
rg/d.java
rg/e.java
i/f.j
App uses SQLite Database and execute z:/l ;aa\\//:
raw SQL query. Untrusted user input in o . o
» 3 : > {=CHNWS CWE: CWE-89: Improper Neutralization of Special uk/n.java
raw SQL queries can cause SQL . L .

7 . . . Elements used in an SQL Command ('SQL Injection') uk/g4.java
Injection. Also sensitive information OWASP Top 10: M7: Client Code Qualit uk/s.iava
should be encrypted and written to the p AR M y ] i

uk/vc.java
database. .

uk/wb.java

w7/c.java

wj/ex1.java
wj/sy1.java
wj/zx1.java
Xp/03.java
xp/p2.java
xu/b.java
Xu/w.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04h-Testing-Code-Quality.md#injection-flaws-mstg-arch-2-and-mstg-platform-2

NO

ISSUE

SEVERITY

STANDARDS

FILES

App can write to App Directory.
Sensitive Information should be
encrypted.

info

CWE: CWE-276: Incorrect Default Permissions
OWASP MASVS: MSTG-STORAGE-14

bo/app/b0.java

bo/app/d6.java

bo/app/e.java

bo/app/f1.java

bo/app/g6.java

bo/app/h4.java

bo/app/10.java

bo/app/I1.java

bo/app/m.java

bo/app/mO0.java

bo/app/mé.java

bo/app/n0.java

bo/app/r3.java

bo/app/v5.java

bo/app/w4.java

bo/app/y0.java
com/braze/configuration/RuntimeAppConfig
urationProvider.java
com/braze/managers/BrazeGeofenceManage
r.java
com/statsig/androidsdk/StatsigClient.java
he/a.java

he/i.java

he/m0.java

he/o00.java

he/y0.java

hf/x.java

oe/j.java

ue/b.java

wu/f.java




NO

ISSUE

SEVERITY

STANDARDS

FILES

App can read/write to External Storage.
Any App can read data written to
External Storage.

CWE: CWE-276: Incorrect Default Permissions
OWASP Top 10: M2: Insecure Data Storage
OWASP MASVS: MSTG-STORAGE-2

at/b.java
com/mattprecious/telescope/TelescopelLayou
t.java

com/yalantis/ucrop/util/FileUtils.java

j5/i.java

nk/w2.java

wj/dm.java

wj/dqg.java

wij/dr.java

xe/w0.java

10

MDS5 is a weak hash known to have
hash collisions.

CWE: CWE-327: Use of a Broken or Risky Cryptographic
Algorithm

OWASP Top 10: M5: Insufficient Cryptography

OWASP MASVS: MSTG-CRYPTO-4

ag/m.java
com/adswizz/core/podcast/AdswizzAdPodcas
tManager.java
com/braze/support/StringUtils.java
com/comscore/android/id/IdHelperAndroid.j
ava
com/comscore/util/crashreport/CrashReport
Decorator.java

ie/d.java

ik/r3.java

Ik/Ik.java

ge/l.java

ssO/a.java

uk/kc.java

wj/be.java

wj/gk.java

wj/ye0.java

11

SHA-1 is a weak hash known to have
hash collisions.

CWE: CWE-327: Use of a Broken or Risky Cryptographic
Algorithm

OWASP Top 10: M5: Insufficient Cryptography

OWASP MASVS: MSTG-CRYPTO-4

com/comscore/util/crashreport/CrashReport
Decorator.java

gf/a.java

hg/b.java

Ik/n.java

m50/m.java

mq/b0.java



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#external-storage
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4

Writable. Any App can write to the file

OWASP MASVS: MSTG-STORAGE-2

NO | ISSUE SEVERITY | STANDARDS FILES
com/soundcloud/android/listeners/dev/Dev
This App copies data to clipboard. Drawe.rFragment.Java
o . de0/c.java
Sensitive data should not be copied to ) )
12 ) . info dv/c.java
clipboard as other applications can OWASP MASVS: MSTG-STORAGE-10 13/e java
access it. ’
po0/b.java
u/j0.java
h01/c.j
This App uses SSL certificate pinning to h01/;Jj2\\//Z
1 MITM ks i o
3 | detector prevent MITM attacks in secure OWASP MASVS: MSTG-NETWORK-4 ho1/ijava
secure communication channel. L
h01/j.java
The file or SharedPreference is World CWE: CWE-276: Incorrect Default Permissions com/appsflver/internal/AFb1tSDK iava
14 Readable. Any App can read from the high OWASP Top 10: M2: Insecure Data Storage com/sspmeynt/anal tics/a iava .
file OWASP MASVS: MSTG-STORAGE-2 & yticsial
co/datadome/sdk/CaptchaActivity.java
) ) CWE: CWE-749: Exposed Dangerous Method or com/soundcloud/android/insights/a.java
Insecure WebView Implementation. . ) .
) . Function com/soundcloud/android/onboarding/auth/c
15 Execution of user controlled code in )
WebView is a critical Security Hole OWASP Top 10: M1: Improper Platform Usage Jjava
- OWASP MASVS: MSTG-PLATFORM-7 wj/ml0.java
xa/e.java
CWE: CWE-200: Information Exposure
1 IP A iscl i’h.j
6 ddress disclosure OWASP MASVS: MSTG-CODE-2 ai/h.java
. ) CWE: CWE-276: Incorrect Default Permissions
The file or SharedPreference is World ) )
17 high OWASP Top 10: M2: Insecure Data Storage kk/s6.java

e SHARED LIBRARY BINARY ANALYSIS



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04b-Mobile-App-Security-Testing.md#clipboard
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05g-Testing-Network-Communication.md#testing-custom-certificate-stores-and-certificate-pinning-mstg-network-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#testing-local-storage-for-sensitive-data-mstg-storage-1-and-mstg-storage-2
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05h-Testing-Platform-Interaction.md#testing-javascript-execution-in-webviews-mstg-platform-5
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#testing-local-storage-for-sensitive-data-mstg-storage-1-and-mstg-storage-2

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
1 x86/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
2 x86/libkiss-fft-lib.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
3 x86/libcrasher.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
) ) This allows overflows
4 x86/libcrashlytics.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
5 x86/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
6 x86/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




return.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
7 x86/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search '_strchr_chk!,
executable so that it GOT (.got path or '_vsnprintf_chk’,
making will be and .got.plt RPATH '_memmove_chk']
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
, ) This allows overflows
8 x86/libcrashlytics-common.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__strcat_chk',
memory added to RELRO run-time set. '_vsnprintf_chk’,
page non- the stack ensures search ' FD_SET chk!,
executable so that it that the path or '_strchr_chk!,
making will be GOT RPATH '"_strlen_chk’,
attacker overwritten cannot be set. '_vsprintf_chk’,
injected by a stack overwritten '_memcpy_chk’,
shellcode buffer that in ' FD_CLR_chk!,
9 x86/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable ' _FD_ISSET _chk']
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
10 arm64-v8a/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
11 arm64-v8a/libkiss-fft-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a full RELRO does not have functions. Fortified
marks a stack enabled. have RUNPATH functions provides
memory canary RELRO run-time set. buffer overflow
page non- value ensures search checks against glibc's
executable added to that the path or commons insecure
making the stack. GOT RPATH functions like strcpy,
attacker Stack cannot be set. gets etc. Use the
injected canaries overwritten compiler option -
shellcode are used to in D_FORTIFY_SOURCE=2
non- detect and vulnerable to fortify functions.
executable. prevent ELF This check is not
exploits binaries. In applicable for
from Full RELRO, Dart/Flutter libraries.
12 arm64-v8a/libcrasher.so overwriting the entire
return GOT (.got
address. and .got.plt
Use the both) is
option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
) ) This allows overflows
13 armé4-v8a/libcrashlytics.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
14 arm64-v8a/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
15 armé4-v8a/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
16 arme64-v8a/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search ' _read_chk!,
executable so that it GOT (.got path or '_strchr_chk!,
making will be and .got.plt RPATH '_vsnprintf_chk’,
attacker overwritten both) are set. '_memmove_chk']
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
) ) This allows overflows
17 armé4-v8a/libcrashlytics-common.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['_FD_ISSET chk',
memory added to RELRO run-time set. ' _memmove_chk',
page non- the stack ensures search '_strlen_chk',
executable so that it that the path or ' _read_chk!,
making will be GOT RPATH '_vsprintf_chk’,
attacker overwritten cannot be set. '_strcat_chk’,
injected by a stack overwritten '_strchr_chk’,
arm6A- shellcode buffer that in '_memcpy_chk’,
18 v8a/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable FD_SET_chk,
- - - executable. the return ELF ' _FD_CLR_chk!,
address. binaries. In '_vsnprintf_chk']
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
19 armeabi-v7a/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
20 armeabi-v7a/libkiss-fft-lib.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
21 armeabi-v7a/libcrasher.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. '_vsnprintf_chk']
page non- the stack The entire search
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
) . . This allows overflows
22 armeabi-v7a/libcrashlytics.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
23 armeabi-v7a/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. '_vsnprintf_chk']
page non- the stack The entire search
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
24 armeabi-v7a/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk']
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
25 armeabi-v7a/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search '_strchr_chk!,
executable so that it GOT (.got path or '_vsnprintf_chk']
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
26 armeabi-v7a/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH '_vsnprintf_chk’,
memory added to RELRO run-time set. ' _strcat_chk’,
page non- the stack ensures search ' _FD_SET chk!,
executable so that it that the path or ' FD_CLR_chk!,
making will be GOT RPATH ' _FD_ISSET _chk',
attacker overwritten cannot be set. '_strchr_chk’,
injected by a stack overwritten '"_strlen_chk’,
) shellcode buffer that in '_memcpy_chk’,
27 armeabi- non- overflows vulnerable '_vsprintf_chk']
v7al/libflipper_shared_android_6.0.13.s0 - -
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
28 x86_64/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__memmove_chk’,
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search '_vsnprintf_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
29 x86_64/libkiss-fft-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a full RELRO does not have functions. Fortified
marks a stack enabled. have RUNPATH functions provides
memory canary RELRO run-time set. buffer overflow
page non- value ensures search checks against glibc's
executable added to that the path or commons insecure
making the stack. GOT RPATH functions like strcpy,
attacker Stack cannot be set. gets etc. Use the
injected canaries overwritten compiler option -
shellcode are used to in D_FORTIFY_SOURCE=2
non- detect and vulnerable to fortify functions.
executable. prevent ELF This check is not
exploits binaries. In applicable for
from Full RELRO, Dart/Flutter libraries.
30 x86_64/libcrasher.so overwriting the entire
return GOT (.got
address. and .got.plt
Use the both) is
option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
31 x86_64/libcrashlytics.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
32 x86_64/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
33 x86_64/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
34 x86_64/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search ' _read_chk!,
executable so that it GOT (.got path or '_strchr_chk!,
making will be and .got.plt RPATH '_vsnprintf_chk’,
attacker overwritten both) are set. '_memmove_chk']
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
35 x86_64/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__strcat_chk',
memory added to RELRO run-time set. '_vsnprintf_chk’,
page non- the stack ensures search ' _FD_SET chk!,
executable so that it that the path or '_strchr_chk!,
making will be GOT RPATH '"_strlen_chk’,
attacker overwritten cannot be set. '_vsprintf_chk’,
injected by a stack overwritten '_memcpy_chk’,
shellcode buffer that in ' FD_CLR_chk!,
36 x86_64/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable ' _FD_ISSET chk',
executable. the return ELF ' _read_chk!,
address. binaries. In '_memmove_chk']
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
37 x86/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
38 x86/libkiss-fft-lib.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
39 x86/libcrasher.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['__strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
i , This allows overflows
40 x86/libcrashlytics.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
41 x86/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
42 x86/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
43 x86/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search '_strchr_chk!,
executable so that it GOT (.got path or '_vsnprintf_chk’,
making will be and .got.plt RPATH '_memmove_chk']
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
44 x86/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__strcat_chk',
memory added to RELRO run-time set. '_vsnprintf_chk’,
page non- the stack ensures search ' _FD_SET chk!,
executable so that it that the path or '_strchr_chk!,
making will be GOT RPATH '"_strlen_chk’,
attacker overwritten cannot be set. '_vsprintf_chk’,
injected by a stack overwritten '_memcpy_chk’,
shellcode buffer that in ' FD_CLR_chk!,
45 x86/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable ' _FD_ISSET _chk']
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
46 arm64-v8a/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
47 arm64-v8a/libkiss-fft-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a full RELRO does not have functions. Fortified
marks a stack enabled. have RUNPATH functions provides
memory canary RELRO run-time set. buffer overflow
page non- value ensures search checks against glibc's
executable added to that the path or commons insecure
making the stack. GOT RPATH functions like strcpy,
attacker Stack cannot be set. gets etc. Use the
injected canaries overwritten compiler option -
shellcode are used to in D_FORTIFY_SOURCE=2
non- detect and vulnerable to fortify functions.
executable. prevent ELF This check is not
exploits binaries. In applicable for
from Full RELRO, Dart/Flutter libraries.
48 arm64-v8a/libcrasher.so overwriting the entire
return GOT (.got
address. and .got.plt
Use the both) is
option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['__strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
49 arm64-v8a/libcrashlytics.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
50 arm64-v8a/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
51 armé4-v8a/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
52 arme64-v8a/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search ' _read_chk!,
executable so that it GOT (.got path or '_strchr_chk!,
making will be and .got.plt RPATH '_vsnprintf_chk’,
attacker overwritten both) are set. '_memmove_chk']
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
53 armé4-v8a/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['_FD_ISSET chk',
memory added to RELRO run-time set. ' _memmove_chk',
page non- the stack ensures search '_strlen_chk',
executable so that it that the path or ' _read_chk!,
making will be GOT RPATH '_vsprintf_chk’,
attacker overwritten cannot be set. '_strcat_chk’,
injected by a stack overwritten '_strchr_chk’,
shellcode buffer that in '_memcpy_chk’,
armo4-
>4 v8a/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable FD_SET_chk,
- - - executable. the return ELF ' _FD_CLR_chk!,
address. binaries. In '_vsnprintf_chk']
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
55 armeabi-v7a/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
56 armeabi-v7a/libkiss-fft-lib.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary full RELRO does not have functions. Fortified
marks a value enabled. have RUNPATH functions provides
memory added to RELRO run-time set. buffer overflow
page non- the stack ensures search checks against glibc's
executable so that it that the path or commons insecure
making will be GOT RPATH functions like strcpy,
attacker overwritten cannot be set. gets etc. Use the
injected by a stack overwritten compiler option -
shellcode buffer that in D_FORTIFY_SOURCE=2
57 armeabi-v7a/libcrasher.so non- overflows vulnerable to fortify functions.
executable. the return ELF This check is not
address. binaries. In applicable for
This allows Full RELRO, Dart/Flutter libraries.
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['__strlen_chk',
memory added to enabled. run-time set. '_vsnprintf_chk']
page non- the stack The entire search
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
) ) . This allows overflows
58 armeabi-v7a/libcrashlytics.so .
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
59 armeabi-v7a/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. '_vsnprintf_chk']
page non- the stack The entire search
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
60 armeabi-v7a/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk']
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
61 armeabi-v7a/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search '_strchr_chk!,
executable so that it GOT (.got path or '_vsnprintf_chk']
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
62 armeabi-v7a/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH '_vsnprintf_chk’,
memory added to RELRO run-time set. ' _strcat_chk’,
page non- the stack ensures search ' _FD_SET chk!,
executable so that it that the path or ' FD_CLR_chk!,
making will be GOT RPATH ' _FD_ISSET _chk',
attacker overwritten cannot be set. '_strchr_chk’,
injected by a stack overwritten '"_strlen_chk’,
) shellcode buffer that in '_memcpy_chk’,
63 armeabi- non- overflows vulnerable '_vsprintf_chk’]
v7a/libflipper_shared_android_6.0.13.s0 - -
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk']
memory added to RELRO run-time set.
page non- the stack ensures search
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
64 x86_64/libsignup-signature-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__memmove_chk’,
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search '_vsnprintf_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
65 x86_64/libkiss-fft-lib.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a full RELRO does not have functions. Fortified
marks a stack enabled. have RUNPATH functions provides
memory canary RELRO run-time set. buffer overflow
page non- value ensures search checks against glibc's
executable added to that the path or commons insecure
making the stack. GOT RPATH functions like strcpy,
attacker Stack cannot be set. gets etc. Use the
injected canaries overwritten compiler option -
shellcode are used to in D_FORTIFY_SOURCE=2
non- detect and vulnerable to fortify functions.
executable. prevent ELF This check is not
exploits binaries. In applicable for
from Full RELRO, Dart/Flutter libraries.
66 x86_64/libcrasher.so overwriting the entire
return GOT (.got
address. and .got.plt
Use the both) is
option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
67 x86_64/libcrashlytics.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False No RELRO None None False False
info high high info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object does binary does not have any fortified available.
set. This have a not have does not have functions. Fortified
marks a stack RELRO have RUNPATH functions provides
memory canary enabled. run-time set. buffer overflow
page non- value The entire search checks against glibc's
executable added to GOT (.got path or commons insecure
making the stack. and .got.plt RPATH functions like strcpy,
attacker Stack both) are set. gets etc. Use the
injected canaries writable. compiler option -
shellcode are used to Without D_FORTIFY_SOURCE=2
non- detect and this to fortify functions.
executable. prevent compiler This check is not
exploits flag, buffer applicable for
from overflows Dart/Flutter libraries.
68 x86_64/libcrashlytics-trampoline.so overwriting on a global
return variable
address. can
Use the overwrite
option - GOT
fstack- entries.
protector- Use the
all to option -
enable z,relro,-
stack z,now to
canaries. enable full
Not RELRO and
applicable only -
for z,relro to
Dart/Flutter enable
libraries partial
unless Dart RELRO.

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_strlen_chk',
memory added to enabled. run-time set. ' _memmove_chk',
page non- the stack The entire search '_vsnprintf_chk']
executable so that it GOT (.got path or
making will be and .got.plt RPATH
attacker overwritten both) are set.
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
69 x86_64/libcrashlytics-handler.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__vsnprintf_chk',
memory added to RELRO run-time set. '_strlen_chk',
page non- the stack ensures search ' _memmove_chk']
executable so that it that the path or
making will be GOT RPATH
attacker overwritten cannot be set.
injected by a stack overwritten
shellcode buffer that in
70 x86_64/libcomScore.so non- overflows vulnerable
executable. the return ELF
address. binaries. In
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True No RELRO None None True False
info info high info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object does binary does not following fortified available.
set. This canary not have does not have functions:
marks a value RELRO have RUNPATH ['_memcpy_chk',
memory added to enabled. run-time set. '_strlen_chk',
page non- the stack The entire search ' _read_chk!,
executable so that it GOT (.got path or '_strchr_chk!,
making will be and .got.plt RPATH '_vsnprintf_chk’,
attacker overwritten both) are set. '_memmove_chk']
injected by a stack writable.
shellcode buffer that Without
non- overflows this
executable. the return compiler
address. flag, buffer
71 x86_64/libcrashlytics-common.so This aI.Iows overflows
detection on a global
of variable
overflows can
by verifying overwrite
the GOT
integrity of entries.
the canary Use the
before option -
function z,relro,-
return. z,now to
enable full
RELRO and
only -
zrelro to
enable
partial

RELRO.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None True False
info info info info info info
The binary This binary This shared The The binary The binary has the Symbols are
has NX bit has a stack object has binary does not following fortified available.
set. This canary full RELRO does not have functions:
marks a value enabled. have RUNPATH ['__strcat_chk',
memory added to RELRO run-time set. '_vsnprintf_chk’,
page non- the stack ensures search ' _FD_SET chk!,
executable so that it that the path or '_strchr_chk!,
making will be GOT RPATH '"_strlen_chk’,
attacker overwritten cannot be set. '_vsprintf_chk’,
injected by a stack overwritten '_memcpy_chk’,
shellcode buffer that in ' _FD_CLR_chk!,
72 x86_64/libflipper_shared_android_6.0.13.s0 non- overflows vulnerable ' _FD_ISSET chk!',
executable. the return ELF ' _read_chk!,
address. binaries. In ' _memmove_chk']
This allows Full RELRO,
detection the entire
of GOT (.got
overflows and .got.plt
by verifying both) is
the marked as
integrity of read-only.
the canary
before
function
return.
B NIAP ANALYSIS v1.3
NO IDENTIFIER REQUIREMENT FEATURE DESCRIPTION




¢2: ABUSED PERMISSIONS

TYPE MATCHES | PERMISSIONS

Malware android.permission.WAKE_LOCK, android.permission.INTERNET, android.permission.ACCESS_WIFI_STATE,

Permissions 9/24 android.permission. ACCESS_NETWORK_STATE, android.permission.READ_PHONE_STATE, android.permission.GET_ACCOUNTS,
android.permission.VIBRATE, android.permission.WRITE_EXTERNAL_STORAGE, android.permission.READ_EXTERNAL_STORAGE

Other ) . . - ) -

Common 445 android.permission.FOREGROUND_SERVICE, com.google.android.gms.permission.AD_ID, com.google.android.c2dm.permission.RECEIVE,

Permissions com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

¥ OFAC SANCTIONED COUNTRIES

This app may communicate with the following OFAC sanctioned list of countries.

DOMAIN | COUNTRY/REGION

@ DOMAIN MALWARE CHECK

DOMAIN STATUS GEOLOCATION




DOMAIN

STATUS

GEOLOCATION

soundcloud-com-soundcloud.firebaseio.com

ok

IP:34.120.160.131

Country: United States of America
Region: Missouri

City: Kansas City

Latitude: 39.099731

Longitude: -94.578568

View: Google Map

sadrevenue.s

ok

No Geolocation information available.

developers.google.com

ok

IP:142.250.189.238

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

www.content.text

ok

No Geolocation information available.

android.googlesource.com

ok

IP:142.251.2.82

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

api.statsig.com

ok

IP:34.120.214.181

Country: United States of America
Region: Missouri

City: Kansas City

Latitude: 39.099731

Longitude: -94.578568

View: Google Map



http://maps.google.com/maps?q=39.099731,-94.578568
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=39.099731,-94.578568

DOMAIN

STATUS

GEOLOCATION

github.com

ok

IP:140.82.113.4

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

sonelink.s

ok

No Geolocation information available.

telemetry.soundcloud.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

www.google-analytics.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

www.soundcloud.com

ok

IP:108.138.246.26

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.606209

Longitude: -122.332069

View: Google Map



http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=47.606209,-122.332069

DOMAIN

STATUS

GEOLOCATION

bit.ly

ok

IP:67.199.248.10

Country: United States of America
Region: New York

City: New York City

Latitude: 40.739288

Longitude: -73.984955

View: Google Map

www.recaptcha.net

ok

IP:142.250.189.227

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

eventgateway-staging.Ib.db.s-cloud.net

ok

No Geolocation information available.

soundcloud.com

ok

IP:18.155.192.45

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

www.protocol.https

ok

No Geolocation information available.

www.care.com

ok

IP:69.192.139.95

Country: United States of America
Region: Massachusetts

City: Cambridge

Latitude: 42.363598

Longitude: -71.085205

View: Google Map



http://maps.google.com/maps?q=40.739288,-73.984955
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=42.363598,-71.085205

DOMAIN

STATUS

GEOLOCATION

us-central1-gcp.api.snapchat.com

ok

IP:35.190.43.134

Country: United States of America
Region: Missouri

City: Kansas City

Latitude: 39.099731

Longitude: -94.578568

View: Google Map

api.soundcloud.com

ok

IP:65.8.161.90

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.606209

Longitude: -122.332069

View: Google Map

sconversions.s

ok

No Geolocation information available.

apache.org

ok

IP:151.101.2.132

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

segment-data-us-east.zqtk.net

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=39.099731,-94.578568
http://maps.google.com/maps?q=47.606209,-122.332069
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

developer.android.com

ok

IP:142.251.46.238

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

promoted-staging.soundcloud.com

ok

IP:13.227.74.27

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

exoplayer.dev

ok

IP:185.199.111.153

Country: United States of America
Region: Pennsylvania

City: California

Latitude: 40.065632

Longitude: -79.891708

View: Google Map

www.protocol.file

ok

No Geolocation information available.

csi.gstatic.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=40.065632,-79.891708
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

www.googleadservices.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

events-api.soundcloud.com

ok

IP:34.111.175.138

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

api-auth.soundcloud.com

ok

IP:18.155.202.23

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

pages.soundcloud.com

ok

IP:18.244.214.65

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=47.627499,-122.346199

DOMAIN

STATUS

GEOLOCATION

developers.facebook.com

ok

IP:157.240.22.19

Country: United States of America
Region: California

City: San Jose

Latitude: 37.339390

Longitude: -121.894958

View: Google Map

goo.gl

ok

IP:172.217.164.110

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

pandora.com

ok

IP: 208.85.40.158

Country: United States of America
Region: California

City: Oakland

Latitude: 37.810181

Longitude: -122.269073

View: Google Map

udm.scorecardresearch.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.810181,-122.269073
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

va.sndcdn.com

ok

IP:18.239.199.93

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

www.mtv.com

ok

IP:23.37.17.98
Country: Philippines
Region: Cebu

City: Cebu City
Latitude: 10.316720
Longitude: 123.890709

View: Google Map

sb.scorecardresearch.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

crash-trace.s-cloud.net

ok

IP:13.227.74.8

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

.facebook.com

ok

No Geolocation information available.

sapp.s

ok

No Geolocation information available.



http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=10.316720,123.890709
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.774929,-122.419418

DOMAIN

STATUS

GEOLOCATION

bugs.java.com00000000000000

ok

No Geolocation information available.

statsigapi.net

ok

IP:34.120.214.181

Country: United States of America
Region: Missouri

City: Kansas City

Latitude: 39.099731

Longitude: -94.578568

View: Google Map

api-lakza6i6bpg-ew.a.run.app

ok

IP:216.239.36.53

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

WWW.protocoI.systemresou rce

ok

No Geolocation information available.

admob-gmats.uc.r.appspot.com

ok

IP:142.251.214.148

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

www.protocol.verbatim

ok

No Geolocation information available.

smonitorsdk.s

ok

No Geolocation information available.



http://maps.google.com/maps?q=39.099731,-94.578568
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.405991,-122.078514

DOMAIN

STATUS

GEOLOCATION

cdn.pixabay.com

ok

IP:104.18.40.96

Country: United States of America
Region: Texas

City: Dallas

Latitude: 32.783058

Longitude: -96.806671

View: Google Map

sviap.s

ok

No Geolocation information available.

firebase-settings.crashlytics.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

www.google.com

ok

IP:142.250.188.4

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

zc.adswizz.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=32.783058,-96.806671
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

console.statsig.com

ok

IP:34.36.101.214

Country: United States of America
Region: Texas

City: Houston

Latitude: 29.941401

Longitude: -95.344498

View: Google Map

www.example.com

ok

IP:93.184.216.34

Country: United States of America
Region: Virginia

City: Ashburn

Latitude: 39.043720

Longitude: -77.487488

View: Google Map

google.com

ok

IP:142.251.32.46

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

sars.s

ok

No Geolocation information available.

bugreport.java.comljaval00000000buglOOOOO00DOOOO

ok

No Geolocation information available.

api-mobile.soundcloud.com

ok

IP:18.239.192.35

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map



http://maps.google.com/maps?q=29.941401,-95.344498
http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=47.627499,-122.346199

DOMAIN

STATUS

GEOLOCATION

googleads.g.doubleclick.net

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

imasdk.googleapis.com

ok

IP:142.250.189.234

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

storage.googleapis.com

ok

IP:142.251.32.59

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

javax.xml.xmlconstants

ok

No Geolocation information available.

app-measurement.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

firebase.google.com

ok

IP:142.251.46.238

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

sondheim.braze.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

api-sdk.datadome.co

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

crashpad.chromium.org

ok

IP:142.251.46.243

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map



http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514

DOMAIN

STATUS

GEOLOCATION

b.scorecardresearch.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

mobile-data.onetrust.io

ok

IP:104.18.32.193

Country: United States of America
Region: Texas

City: Dallas

Latitude: 32.783058

Longitude: -96.806671

View: Google Map

graph.s

ok

No Geolocation information available.

sattr.s

ok

No Geolocation information available.

www.content.image

ok

No Geolocation information available.

schemas.google.com

ok

No Geolocation information available.

cookies2-ds.dev.otdev.org

ok

No Geolocation information available.

insights-ui.soundcloud.test

ok

No Geolocation information available.



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=32.783058,-96.806671

DOMAIN

STATUS

GEOLOCATION

clickthrough.visualad.com

ok

IP:198.58.118.167

Country: United States of America
Region: Texas

City: Richardson

Latitude: 32.948181

Longitude: -96.729721

View: Google Map

scdn-ssettings.s

ok

No Geolocation information available.

sdlsdk.s

ok

No Geolocation information available.

insights-ui.soundcloud.com

ok

IP:18.173.121.94

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

www.protocol.ftp

ok

No Geolocation information available.

api-mobile-staging.soundcloud.com

ok

IP:108.138.246.107

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.606209

Longitude: -122.332069

View: Google Map



http://maps.google.com/maps?q=32.948181,-96.729721
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=47.606209,-122.332069

DOMAIN

STATUS

GEOLOCATION

secure.soundcloud.com

ok

IP:18.238.192.19

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

api.snapkit.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

graph.soundcloud.com

ok

IP: 99.84.238.190

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

test.com

ok

IP:67.225.146.248

Country: United States of America
Region: Michigan

City: Lansing

Latitude: 42.733280

Longitude: -84.637764

View: Google Map



http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=42.733280,-84.637764

DOMAIN

STATUS

GEOLOCATION

www.yahoo.com

ok

IP:69.147.88.7

Country: United States of America
Region: New York

City: New York City

Latitude: 40.731323

Longitude: -73.990089

View: Google Map

ssdk-services.s

ok

No Geolocation information available.

play.google.com

ok

IP:142.251.46.238

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

www.googleapis.com

ok

IP:142.251.32.42

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

ns.adobe.com

ok

No Geolocation information available.

sgcdsdk.s

ok

No Geolocation information available.



http://maps.google.com/maps?q=40.731323,-73.990089
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.405991,-122.078514

DOMAIN

STATUS

GEOLOCATION

adservice.google.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

googlemobileadssdk.page.link

ok

IP:142.250.191.33

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

demo.deliveryengine.adswizz.com

ok

IP:13.227.74.85

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

www.protocol.doc

ok

No Geolocation information available.

www.protocol.gopher

ok

No Geolocation information available.

sdk.iad-01.braze.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

help.soundcloud.com

ok

IP:104.16.51.111

Country: United States of America
Region: Texas

City: Dallas

Latitude: 32.783058

Longitude: -96.806671

View: Google Map

www.protocol.netdoc

ok

No Geolocation information available.

simpression.s

ok

No Geolocation information available.

goo.gle

ok

IP:67.199.248.13

Country: United States of America
Region: New York

City: New York City

Latitude: 40.739288

Longitude: -73.984955

View: Google Map

www.britishmodelbuses.com

ok

IP:91.136.8.128
Country: Netherlands
Region: Noord-Holland
City: Amsterdam
Latitude: 52.374031
Longitude: 4.889690

View: Google Map

url.com

ok

IP:172.67.169.109

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map



http://maps.google.com/maps?q=32.783058,-96.806671
http://maps.google.com/maps?q=40.739288,-73.984955
http://maps.google.com/maps?q=52.374031,4.889690
http://maps.google.com/maps?q=37.775700,-122.395203

DOMAIN

STATUS

GEOLOCATION

www.content.audio

ok

No Geolocation information available.

www.sqlite.org

ok

IP: 45.33.6.223

Country: United States of America
Region: Texas

City: Richardson

Latitude: 32.948181

Longitude: -96.729721

View: Google Map

console.firebase.google.com

ok

IP:142.251.46.238

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

m.soundcloud.com

ok

IP:18.155.202.41

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.627499

Longitude: -122.346199

View: Google Map

sinapps.s

ok

No Geolocation information available.

xmlpull.org

ok

IP:185.199.111.153

Country: United States of America
Region: Pennsylvania

City: California

Latitude: 40.065632

Longitude: -79.891708

View: Google Map



http://maps.google.com/maps?q=32.948181,-96.729721
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=40.065632,-79.891708

DOMAIN

STATUS

GEOLOCATION

issuetracker.google.com

ok

IP:142.250.189.174

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

pagead2.googlesyndication.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

waveform.url

ok

No Geolocation information available.

s3-us-west-2.amazonaws.com

ok

IP:52.218.169.40

Country: United States of America
Region: Oregon

City: Portland

Latitude: 45.523449

Longitude: -122.676208

View: Google Map

facebook.com

ok

IP:157.240.22.35

Country: United States of America
Region: California

City: San Jose

Latitude: 37.339390

Longitude: -121.894958

View: Google Map

www.protocol.jar

ok

No Geolocation information available.



http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=45.523449,-122.676208
http://maps.google.com/maps?q=37.339390,-121.894958

DOMAIN

STATUS

GEOLOCATION

slaunches.s

ok

No Geolocation information available.

www.protocol.http

ok

No Geolocation information available.

www.http

ok

No Geolocation information available.

i.kym-cdn.com

ok

IP:208.111.152.2

Country: United States of America
Region: California

City: San Jose

Latitude: 37.339390

Longitude: -121.894958

View: Google Map

schemas.android.com

ok

No Geolocation information available.

scdn-stestsettings.s

ok

No Geolocation information available.

www.pandora.com

ok

IP: 208.85.41.59

Country: United States of America
Region: California

City: Oakland

Latitude: 37.810181

Longitude: -122.269073

View: Google Map

sregister.s

ok

No Geolocation information available.



http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=37.810181,-122.269073

DOMAIN

STATUS

GEOLOCATION

bugs.java.com

ok

IP: 104.89.231.222

Country: United States of America
Region: California

City: San Jose

Latitude: 37.339390

Longitude: -121.894958

View: Google Map

geolocation.1trust.app

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

i1.sndcdn.com

ok

IP:13.227.74.108

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

bugreport.java.com

ok

IP: 104.89.231.222

Country: United States of America
Region: California

City: San Jose

Latitude: 37.339390

Longitude: -121.894958

View: Google Map



http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=37.339390,-121.894958

DOMAIN

STATUS

GEOLOCATION

www.braze.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

svalidate.s

ok

No Geolocation information available.

advertising.soundcloud.com

ok

IP:108.138.246.72

Country: United States of America
Region: Washington

City: Seattle

Latitude: 47.606209

Longitude: -122.332069

View: Google Map

graph-video.s

ok

No Geolocation information available.

dashif.org

ok

IP: 185.199.108.153

Country: United States of America
Region: Pennsylvania

City: California

Latitude: 40.065632

Longitude: -79.891708

View: Google Map

www.w3.0rg

ok

IP:104.18.23.19

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=47.606209,-122.332069
http://maps.google.com/maps?q=40.065632,-79.891708
http://maps.google.com/maps?q=37.775700,-122.395203

DOMAIN

STATUS

GEOLOCATION

appleid.apple.com

ok

IP:17.111.105.242

Country: United States of America
Region: California

City: Cupertino

Latitude: 37.316605

Longitude: -122.046486

View: Google Map

docs.google.com

ok

IP:142.250.191.46

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

www.protocol.mailto

ok

No Geolocation information available.

ssl.google-analytics.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

cdn-settings.segment.com

ok

IP:0.0.0.0

Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map



http://maps.google.com/maps?q=37.316605,-122.046486
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000

DOMAIN

STATUS

GEOLOCATION

accounts.snapchat.com

ok

IP:34.149.46.130

Country: United States of America
Region: Texas

City: Houston

Latitude: 29.941401

Longitude: -95.344498

View: Google Map

= FIREBASE DATABASES

FIREBASE URL

DETAILS

https://soundcloud-com-soundcloud.firebaseio.com

info
App talks to a Firebase Database.

% EMAILS

-alpha-logs-playback@soundcloud.com
d-beta-logs-playback@soundcloud.com

EMAIL FILE

john@doe.com w20/g.java

android-beta-logs@soundcloud.com

android-dev@soundcloud.com .
z10/a.java

email@email.com

com/soundcloud/android/comments/compose/Experimental CommentsActivity.java



http://maps.google.com/maps?q=29.941401,-95.344498

EMAIL

FILE

ftp@example.com

apktool_out/lib/x86/libflipper_shared_android_6.0.13.s0

ftp@example.com

apktool_out/lib/arm64-v8a/libflipper_shared_android_6.0.13.s0

ftp@example.com

apktool_out/lib/armeabi-v7a/libflipper_shared_android_6.0.13.s0

ftp@example.com

apktool_out/lib/x86_64/libflipper_shared_android_6.0.13.s0

ftp@example.com

lib/x86/libflipper_shared_android_6.0.13.s0

ftp@example.com

lib/arm64-v8a/libflipper_shared_android_6.0.13.s0

ftp@example.com

lib/armeabi-v7a/libflipper_shared_android_6.0.13.s0

ftp@example.com

lib/x86_64/libflipper_shared_android_6.0.13.s0

iti TRACKERS

TRACKER CATEGORIES URL

AdsWizz https://reports.exodus-privacy.eu.org/trackers/41
AppsFlyer Analytics https://reports.exodus-privacy.eu.org/trackers/12
ComScore Analytics, Advertisement https://reports.exodus-privacy.eu.org/trackers/56

Facebook Login

Identification

https://reports.exodus-privacy.eu.org/trackers/67

Google AdMob

Advertisement

https://reports.exodus-privacy.eu.org/trackers/312



https://reports.exodus-privacy.eu.org/trackers/41
https://reports.exodus-privacy.eu.org/trackers/12
https://reports.exodus-privacy.eu.org/trackers/56
https://reports.exodus-privacy.eu.org/trackers/67
https://reports.exodus-privacy.eu.org/trackers/312

TRACKER CATEGORIES URL

Google Analytics Analytics https://reports.exodus-privacy.eu.org/trackers/48
Google CrashLytics Crash reporting https://reports.exodus-privacy.eu.org/trackers/27
Google Firebase Analytics Analytics https://reports.exodus-privacy.eu.org/trackers/49
Google Tag Manager Analytics https://reports.exodus-privacy.eu.org/trackers/105
MoEngage Analytics https://reports.exodus-privacy.eu.org/trackers/268
Segment Analytics, Profiling https://reports.exodus-privacy.eu.org/trackers/62

& HARDCODED SECRETS

POSSIBLE SECRETS

"audio_ad_inject_no_image_lb_key" : "audio_no_image_lb"

"graphql_api_base_url" : "https://graph.soundcloud.com/"

"key_email_notifications_tips" : "tips_mail"

"audio_ad_injection_html_leave_behind_key" : "audio_leave_behind_html_type"

"key_email_notifications_likes" : "likes_mail"

"key_clear_cache" : "clearCache"

naon

"key_push_notifications_reposts" : "reposts_mobile"



https://reports.exodus-privacy.eu.org/trackers/48
https://reports.exodus-privacy.eu.org/trackers/27
https://reports.exodus-privacy.eu.org/trackers/49
https://reports.exodus-privacy.eu.org/trackers/105
https://reports.exodus-privacy.eu.org/trackers/268
https://reports.exodus-privacy.eu.org/trackers/62

POSSIBLE SECRETS

"datadome_client_key" : "7FC6D561817844F25B65CDD97F28A1"

"firebase_database_url" : "https://soundcloud-com-soundcloud.firebaseio.com"

"google_api_key" : "AlzaSyAdgWP9wC36Ays-Gr3cB9o-Rxyi6KRbF4Q"

"dev_drawer_all_share_options_key" : "dev_drawer_all_share_options_key"

"audio_ad_pod_inject_submit_key" : "inject_audio_ad_pod"

"profile_bottomsheet_unblock_user" : "Blocked"

"key_email_notifications_groups" : "groups_mail"

"dev_drawer_section_experiments_layer_prefix_key" : "experiments_layer_%s_

"client_id_web_auth" : "SSdQ80vM8nLPhbDBYyIHI2JFK6EInBroB"

"private_label" : "Privat"

"obfuscated_client_secret" : "NykCWyEEEyUrRCd2AQAtEAUdfy9HKAAKKRwjJh4cMSk="

"adswizz_ad_position_queue_start_key" : "adswizz_ad_position_queue_start"

"key_email_notifications_follows" : "follows_mail"

"profile_bottomsheet_unblock_user" : "Geblokkeerd"

"adswizz_audio_inject_key" : "adswizz_inject_audio"

"dev_drawer_section_experiments_key" : "experiments"




POSSIBLE SECRETS

"dev_drawer_category_actions_key" : "actions"

"dev_drawer_ad_timer_monitor_key" : "dev_drawer_ad_timer_monitor_key"

"dev_drawer_suggested_follows_key" : "suggest_with_genres_screen"

"video_ad_inject_submit_key" : "inject_video"

"adswizz_force_skip_mode_enabled_key" : "force_skip_mode_enabled"

"key_offline_storage_limit" : "offline.storageLimit"

"adswizz_force_skip_offset_key" : "force_skip_offset"

"com_braze_api_key" : "a16b00df-fc7c-487¢c-a034-290cf918bf2a"

"private_label" : "Privata"

"key_email_notifications_all" : "all_mail"

"video_ad_injection_html_leave_behind_key" : "video_leave_behind_html_type"

"private_label" : "Privado”

"com_braze_firebase_cloud_messaging_sender_id" : "984739005367"

"audio_ad_injection_companion_key" : "audio_companion_type"
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"key_push_notifications_suggestions" : "recommendations_mobile"

"key_email_notifications_surveys" : "surveys_mail"
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"ad_injection_video_type_key" : "video_type"
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D>+ PLAYSTORE INFORMATION

Title: SoundCloud: Play Music & Songs

Score: 4.6829915 Installs: 100,000,000+ Price: O Android Version Support: Category: Music & Audio Play Store URL: com.soundcloud.android

Developer Details: SoundCloud, 5736420085696151391, Rheinsberger Str. 76, 10115 Berlin, Germany, http://soundcloud.com/mobile, contact@soundcloud.com,
Release Date: Dec 21, 2010 Privacy Policy: Privacy link

Description:

What's next in music is first on SoundCloud. Be the first to find new music. Discover trending artists, play songs and share your favorite playlists. Access the world's largest music
discovery platform - That's 300M+ tracks from 30M+ artists in 193 countries Discover new and trending music, picked just for you - Play curated mixes and playlists based on the
songs you love Find exclusive music on SoundCloud - Play songs, DJ sets and remixes you can't find on any other streaming platform Grow your music collection - Find and save
trending hits, underground remixes, deep cuts and more. - Build playlists with your favorite songs. Find and connect with your music community - Follow your favorite artists and
connect with music fans directly and discover their playlists. - Like, Repost and comment on any track, directly in the music player. - Share songs and trending playlists on the app
and social media. Upload your own tracks - Upload your own music directly on the app to tap into a global fanbase of millions and start trending. Help independent artists get paid
- Your fan-powered streams puts money in the pockets of the artists YOU want to support. Enjoy free music streaming with SoundCloud FREE, or level up with SoundCloud Go or
SoundCloud Go+ to remove ads, play songs offline and more premium features. SOUNDCLOUD FREE: - Play music from independent and established artists (with ads). - Listen to
albums and playlists with unlimited skips. - Stream music on your Wear OS smartwatch. SOUNDCLOUD Go: - Listen without ads - Save tracks to listen offline — Play your favorite
songs and playlists anytime, anywhere - Support your favorite independent artists through Fan-Powered Royalties SOUNDCLOUD Go+: - Unlock premium Go+ tracks - Access high-
quality audio streaming - Upgrade your DJ sets with exclusive app integrations - Listen without ads - Save tracks to listen offline — hear your favorite songs and playlists anytime,
anywhere - Support your favorite independent artists through Fan-Powered Royalties SoundCloud Go+ gives you offline and ad-free listening to everything from mainstream songs



https://play.google.com/store/apps/details?id=com.soundcloud.android&hl=en&gl=us
http://soundcloud.com/pages/privacy

to trending D) sets and remixes. Need help? Get in touch: https://soundcloudcommunity.com https://help.soundcloud.com https://twitter.com/SCsupport SoundCloud is available

in English, Brazilian Portuguese, Dutch, French, German, Italian and Spanish. Privacy Policy: https://soundcloud.com/pages/privacy Terms of Use: https://soundcloud.com/terms-of-
use
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