MASVS-AUTH-1:

e Thereis over thousands of url’s being used in the app. The vast majority of which are using
https. Many of the URL’s appear that do us https are at least appropriately used:

https://www.mapbox.com/about/maps/
https://www.mapbox.com/about/maps/
https://www.mapbox.com/feedback/
https://www.mapbox.com/map-feedback/
https://apps.mapbox.com/feedback/
https://www.mastercard.com/mc_us/wallet/learnmore/en/us/
https://www.united.com

https://www.united.com

https://www.united.com

https://www.united.com/cms/en-

us/travel/pages/checkedbaggage.aspx?mobile=1&fs=1&navoff=1

https://www.united.com/en/us/website-search

https://www.united.com/ual/en/fus/fly/account/travelbank.html

https://www.united.com/ual/en/us/fly/mileageplus/promotions/young
-traveler.html

This photo shows urls relating to maps/location, mastercard, and young travelers.

e The app does not block additional login attempts past 10.



e Searching token in jadx in mobsf resulted little to nothing of interest, however JWT resulted
in finding many relevant mentions of JWT and its role in receiving data about the user
especially with the milesplus number one of the credentials used to login:
€, com.nimbusds . jose. JOSECbjectType public static final JOSEObjectType JHT - new JOSEObjectType("JHT
€, com.ninbusds . jut.JWTClaimanes package com.nimbusds . Jift;
€, com.ninbusds . jut.JWTClainNanes public final class JWIClaimnames {
€, com.ninbusds . jut.JWTClaimNanes public static final string JWT ID =
m, com. nimbusds . jwt.IWTClaimNames. JWTClaimhames( ) private JWIClaimiames() {
€, com.nimbusds . jwt.proc. BadIWTException package com.nimbusds.JuE.proc;
€, com.nimbusds. jut.proc.BadIWTException public class BadJWTException extends BadJOSEException {
m, com.nimbusds. jwt.proc.BadIWTException.BadIWTException(String) vo public BadJWlexception(String str) {
m, com.nimbusds . jwt.proc.BadIJWTException.BadIWTException(String, Ihr‘nwable) public BadJWTException(String str, Throws th) {
% com.nimbusds. jut.proc.ClockskeuAuare package com.nimbusds.JWE.proc;
& com.nimbusds . jwt.util.Dateutils package com.nimbusds.JWE.util;
€ com.united.mobile.android.appcore. definition. homescreen. livepersonmessaging. MOBINAppChatIwtReques. .. /* compiled from: MOBINAppChatIWERequestData.kt =/
€, com.united.mobile.andreid.appcore.definition. homescreen. livepersonmessaging. MOBINAppChatlwtReques. tadata(dl = \n\uee2\uee18\ueee2\n\ueee2\uee10\ueeee\n\ueeee \n\ueea2\ueel1e\ueeds\n\ueee2\
€, com.united.mobile.android.appcore. definition. homescreen. livepersonmessaging. MOBINAppChatJutReques. .. public final class HOBINAppChatJWERequestData [
7, com.united.mobile.andraid.appcore. definition. homescreen. livepersonmessaging. MOBInAppChatJutRequestDat public MOBInAppChatliitRequestData(String mileagePlushlumber, String token, String givenliame, String fam
m, com.united.mobile.android.appcore.definition.homescreen.livepersonmessaging.MOBInAppChatJwtRequestDat Public static /* synthetic */ MOBInAppChatJutRequestData copy$default(MOBInAppChatdwtRequestData mOBIn
7, com.united.nobile. android. appcore. definition. homescreen. livepersonmessaging. MOBInAppChatJutRequestDat str = mOBInAppChatJiitRequestData.mileagePlushiumber;
7, com.united.mobile. android. appcore. definition. homescreen. livepersonmessaging. MOBInAppChatJutRequestDat str2 = mOBInAppChatJutRequestData. token;
m, com.united.mobile.android.appcore.definition. homescreen.livepersonmessaging.MOBINAppChatJwtRequestDat str3 = mOBInAppChatJutRequestData.givenhame;
m, com.united.mobile.android.appcore.definition. homescreen.livepersonmessaging.MOBINAppChatJwtRequestDat stré4 = mOBInAppChatJutRequestData.familyName;
i, com.united.mobile.android.appcore.definition.homescreen.livepersonmessaging. MOBInAppChatJwtRequestDat return mOBInAppChatJutRequestData.copy(str, str2, str3, strd);
m, com.united.mobile.android.appcore.definition.homescreen.livepersonmessaging.MOBInAppChatJutRequestDat public final MOBInAppChatJwtRequestData copy(String mileagePlushumber, String token, String givenName,
m, com.united.mobile.android.appcore.definition.homescreen.livepersonmessaging.MOBINAppChatJwtRequestDat return new MOBInAppChatJWtRequestData(mileagePlushumber, token, givenhame, familyName);
m, com.united.mobile.android.appcore.definition. homescreen.livepersonmessaging. MOBINAppChatJwtRequestDat if (obj instanceof MOBInAppChatuwtRequestData) {
m, com.united.mobile.android.appcore.definition. homescreen.livepersonmessaging. MOBINAppChatJwtRequestDat MOBINAppChatJutRequestData mOBInAppChatJwtRequestData = (MOBInAppChatJutRequestData) obj;
7, com.united.mobile.android.appcore. definition. homescreen. livepersonmessaging. OBINADpChatJutRequestDat return Intrinsics.are€qual(this. mleagevluswumbem mOBInAppChatJitRequestData. mileagePlusiiumber) 84 In
7, com.united.mobile.android.appcore. definition, homescreen. livepersonmessaging. MOBInAppChatJutRequestDat return “HOBInAppChatBiftRequ i P Lushumbes + this.mileagePlusNumber + ", tokei + this.to
£ com.united.mobile.android.appcore.model.CatalogKeys ta( "\ueeee\uee n‘uaeez\uemz\uaeaz‘n'ueeez\uame‘uaam\n\uaeae\n‘ueagz\ueme\uaea— nyue
€ com.united.mobile.android.appcore.model.CatalogKeys LP SDK USE EMPTY_DWT_ENABLED( “20978"),
& com.united.mobile.android. checkin.utils.CheckInfockDatasource private static final 2 wallet_data_ua_ibe gs -
& com.united.mobile.android. checkin.utils.CheckInfockDatasource private static final String wallet_data_ua_n_guest -
€, com.united.mabile.android.homescreen.model . livepersonmessaging. JwtData /= compiled from: GWEData.Rt </
€, com.united.mobile.android.homescreen.model. livepersonmessaging. JwtData d (d \UBBBe4\n\ueee2\uee18\ueee2 \n\uABe2\uee18\uBea2 \n\uBeee\n\ueeez2 \uee1e\ueese\n\ueee2\bh
€, com.united.mobile.android.homescreen.model . 1ivepersonmessaging. JwtData public final class Jitbata inplements Parcelable {
€, com.united.mobile.android.homescreen.model.livepersonmessaging. JwtData public static final Parcelable.Creator<JuEData> CREATOR - new Creator();
€, com.united.nobile.android.homescreen.model . livepersonmessaging. JutData private final String juEToken;
€, com.united.nobile.android. homescreen.model . livepersonmessaging. JwtData /% compiled from: BWEData.kt */
m, com.united.mobile.android.homescreen.model.livepersonmessaging. JwtData. JutData() void public JutData() {
m, com.united.mobile.android.homescreen. model . 1ivepersonmessaging. JwtData. component () String return this.JutToken;
i, com.united.mobile.android.homescreen.model. livepersonmessaging. JwtData. copy$default(JwtData, String, public static /* synthetic */ JutData copy$default(JutData jutData, String str, S g st
m, com.united.mobile.android.homescreen.model.livepersonmessaging. JutData. copy$default(JutData, String, str = JukData.jutToken;
m, com.united.mobile.android.homescreen.model. livepersonmessaging. JwiData.copy$default{JwtData, String, Str2 = jwtData.errorCode;
m, com.united.mobile.android.homescreen.model. livepersonmessaging. JwtData.copy$default(JwtData, String, Str3 = jwtData.errorstring;
m, com.united.mobile.android.homescreen.model. livepersonmessaging. JwiData. copy$default(JwtData, String, Str4 = jwtData.entryPoint;
m, com.united.mobile.android.homescreen.model. livepersonmessaging. JwtData.copy$default(JwtData, String, return jwtData.copy(str, strl, str3, strd);
€, com.united.mobile.android.homescreen. model . livepersonmessaging. JutData.Creator public static final class Creator implements Parcelable.Creator<JuEData> {
7 com.united.nobile.android.homescreen.model . livepersonmessaging. JutData. Creator. createFromParcel (Parce public final DitData createFromParcel(Parcel parcel) {
7 com.united.nobile.android.homescreen.model . livepersonmessaging. JutData. Creator. createFromParcel (Parce return new JtData(parcel.readstring(), parcel.readstring(), parcel.readstring(), parcel.readstring())
, com.united.nobile.android. homescreen.model . livepersonmessaging. JutData. Creator. newArray(int) JutData[ public final JWtData[] newArray(int i} {
 com.united.nobile.android. homescreen. model . livepersonmessaging. JwtData. Creator. newArray (int) JutD return new JWtData[i];
e Strong Password Policy Exists:

Password
To protect the security of your MileagePlus account,

please create a unique password that meets the
requirements listed below.

Password requirements

» Must be at least 8 characters in length, with a
maximum of 32 characters.

« Must include at least one letter and one number.

- Standard special characters (such as "" "&" and
"+") are allowed.

« Password is case sensitive.

Cannot include your email address, MileagePlus
number or MileagePlus username.



In addition 5 Security questions must be created.

Also to sign in, a mile plus number is used:

Sign in to your

MileagePlus® account

~ MileagePlus number

Password (O]

Sign in help Continue as quest

Create a MileagePlus account >



< Verify Your Identity X

We don't recognize this device
To confirm your identity, please answer the following

security questions.

What is your favorite sea animal?

Answer - ]

What is your favorite type of music?

Answer - ]

Remember me on this device

You won't have to answer security questions ‘
again.

Read our privacy policy >

CONTINUE



o After signing on to app for the first time on a new device you can disable security questions.

e The app does have feature to logout user instead to access or to use any action related to
sensitive information or the account the user must reauthenticate:

Security settings

When should the app require you to re-authenticate
in order to access your account details and
MileagePlus miles?

Request password

After 15 minutes -

Always

After 15 minutes

After 30 minutes

After 60 minutes

e App logs out safely, and back button does not return to previous session.

MASVS-AUTH-2:



MASVS-AUTH-3:

There is no 2FA feature for the app, there may be a 2FA feature with SMS. But cannot confirm due to
using a burner account.

MASVS-CRYPTO-1:

e \Weak random number Generator:

CWE: CWE- Show Files
330: Use of
Insufficiently

Random
Values
OWASP Top
10: M5:
Insufficient
Cryptography
OWASP
MASVS:
MSTG-
CRYPTO-6

e Insecure Algorithms:

CWE: CWE-

327:Useofa

Broken or

Risky

Cryptographic

Algorithm comjus !
OWASP Top comjfusebutton/sdk/internalfutil/ButtonUtil.java

10: M5: cz/msek android/httpclient/impl/auth/NTLMEnginelmpl.java
Insufficient

Cryptography

OWASP

MASVS:

MSTG-

CRYPTO-4




CWE: CWE- Show Files
327:Use of a

Broken or

Risky

Cryptographic

Algorithm
OWASP Top
10: M5:;
Insufficient
Cryptography
OWASP
MASVS:
MSTG-
CRYPTO-4

Certificate algorithm vulnerable to hash high Application is signed with SHA1withRSA. SHA1 hash algorithm is known to
collision have collision issues.

There is no reports from the NIAP Analysis

There are tens of thousands of hard coded secrets in the MOBSF report, making it difficult to
investigate and find legitimate secrets. This will be further investigated with for signs of api keys or
secrets with other tools at a later date.



Using JADX there does not appear to be any secrets in the open, with the only thing of any interest is
the secret key being used in the AES encryption process:

Node
& com.google.crypto. tink.integration.android. AndroidKeystoreAesGem import javax.crypto.Secretkey;
€, com.google.crypto. tink.integration.android. AndroidKeystoreaesGem private final Secretkey key;
m com.google.crypto.tink.integration.android.AndroidKeystoreAesGem. AndroidKeystoreAesGem(String) Secretkey secretkey - (SecretKey) keyStore.getKey(keyId, null);
m, com.google. crypto. tink.integration.android. AndroidKeystoreesGem. AndroidKeystoreAesGen(String) this.key - secretkey;
m, com.google.crypto.tink.integration.android.AndroidkeystoreAesGem. AndroidKeystoreAesGem(String) if (secretKey -- null
m com.google.crypto.tink.integration.android.AndroidKeystoreAesGem, AndroidKeystorefesGem(String, Keysto SecretKey secretKey - (SecretKey) keyStore.getKey(keyId, null);
m com.google.crypto.tink.integration.android.AndroidKeystoreAesGem, AndroidkeystoreAesGem(String, KeySto this.key - secretKey;
w com.google.crypto. tink.integration.android. AndroidKeystoreAesGem. AndroidkeystoredesGen(String, KeySto 1f (SeCretkey -- null
o com.liveperson.infra.controller.AndroidInterface import javax.crypto.SeCretkey;
© com.Liveperson.infra.controller.AndroidInterface (@etadata(bv = {1, 8, 3}, dl = {"\uBBEBE\n\uBBE2\uBB18\uBEB2\n\uBEE2\UBB16\UBBEA\N\uUBEBE\n\uBBE2\uss
m, com. liveperson.infra.controller.AndroidInterface.secretKey() Secretkey secretKey();
€, com.nimbusds.jose. crypto. impl.HIAC import javax.crypto.SecretKey;
& com.nimbusds.jose. crypto. impl. HHAC import javax.crypto.spec.Secretkeyspec;
m, com.nimbusds . jose. crypto _HMAC. compute(String, byte[], byte[], Provider) return compute(new SecretKeySpec(bArr, str), bArr2, provider);
m, com.nimbusds.jose.crypto .HFAC. compute(Secretkey, byte[], Provider) b public static byte[] compute(Secretkey secretkey, byte[] bArr, Provider provider) throws JOSEExcepti
m, com.nimbusds.jose.crypto HMAC. compute(SecretKey, byte[], Provider) b Mac initMac = getInitMac(SecretKey, provider)
m, com.nimbusds . jose. crypto _HMAC.getInitMac(Secretkey, Provider) Mac public static Mac getInitMac(Secretkey secretkey, Provider provider) throws JOSEException {
m, com.nimbusds . jose. crypto _HMAC.getInitMac(Secretkey, Provider) Mac mac - Mac.getInstance(SEcretKey.getAlgorithm(), provider);
m, com.nimbusds . jose. crypto _HMAC.getInitMac(Secretkey, Provider) Mac mac = Mac.getInstance(secretKey.getAlgorithm());
m, com.nimbusds . crypto.impl.HMAC.getInitMac(SecretKey, Provider) Mac mac.init(Secretkey)
7 com.nimbusds . juk. SecretIuk import javax.crypto.Secretkey;
m, com. nimbusds . juk . SecretIUK. toSecretkey() 5 Secretkey toSecretkey(
&, com.nimbusds . Util.KeyUtils import javax.crypto.Secretkey;
m, com.nimbusds.jose.util.KeyUtils, toAESKey(Secretkey) public static SecretKey toAESKey(final Secretkey secretkey) {
© com.nimbusds. util.KeyUtils.AnonymousClassl return (secretkey -= null Secretkey.getAlgorithm().equals(" ? secretKey : new SecretKey() [
m, com.nimbusds . jose.util.KeyUtils.AnonymousClassl.getEncoded() return secretkey.getencoded(
m, com.nimbusds . jose.util.KeyUtils.AnonymousClassi.getFormat() return secretkey.getFormat();
€, com.united.ualcryption. Aes256 import javax.crypto.spec.SecretKeySpec;
m, com.united.ualcryption.Aes2s6.decrypt (String, String) SecretKeyspec generateKey - generatekey(str);
m, com.united.ualcryption.Aes256. encrypt (String, String) Stri SecretKeyspec generateKey - generatekey(str);
m, com.united.ualcryption.Aes256. generateKey(String) S private SECretKeyspec generateKey (St str)
m, com.united.ualcryption.Aes256.generateKey(String) sec return new SecretKeySpec(digest,
& com.usebutton.sdk. internal.secure.SecureCrypto import javax.crypto.Secretkey;
m com.usebutton.sdk.internal.secure.SecureCrypto.decrypt(Secretkey, String) public final s g decrypt(Secretkey secretkey,
m com.usebutton. sdk.internal.secure.SecureCrypto.decrypt (SecretKey, String) String cipher.init(2, SEEretKey, new IvParameterspec(c
m com.usebutton. sdk.internal.secure.SecureCrypto. encrypt (Secretkey, String) g public final String encrypt(SECrEtKey Seeretkey,
m com.usebutton. sdk.internal.secure.SecureCrypto. encrypt (Secretkey, String) string cipher.init(1, Secretkey);
© com.usebutton.sdk.internal.secure.SecurekKeyStore import javax.crypto.SecretKey;
m com.usebutton.sdk.internal.secure.SecureKeyStore. generateKey (String) Sec public final Secretkey generateKey(string str) [
m com.usebutton. sdk. internal.secure.SecureKeyStore. generateKey(String) S SEcrEtkey generatekey - KeyGenerator.generatekey();
m com.usebutton. sdk. internal.secure.SecureKeyStore. generateKey(String) KeyStore. SecretKeyEntry SecretkeyEntry = new KeyStore.SecretkeyEntry(generateKey);
m com.usebutton.sdk,internal.secure.SecureKeyStore. generateKey(string) keyStore.setEntry(str, SecretKeyEntry, new KeyStore.PasswordProtection(generateKeyEntryPassword(str)
1 org.bouncycastle.jcajce.PBKDFKey import javax.crypto.SecretKey;
D org.bouncycastle.jcajce.PBKDFKey public interface PBKDFKey extends SEcretey {
&, org.bouncycastle.jcajce. spec. RepeatedSecretkeySpec import javax.crypto.Secretkey;
¢, org.bouncycastle.jcajce. spec. RepeatedSecretkeySpec public class RepeatedSecretKeySpec implements SecretKey {
m, org.bouncycastle.jcajce. spec. RepeatedSecretkeySpec. RepeatedSecretkeySpec(String) public RepeatedSecretKeyspec(string str) [
1) org.bouncycastle.jcajce.util.JcalceHelper import javax.crypto.SecretKeyractory;
7, org.bouncycastle. jcajce.util. JcalceHelper. createSecretKeyFactory(String) Secretk SEcretkeyFactory createSecretkeyFactory(String str) throws NoSuchAlgorithmException, NoSuchProvidere
& org.bouncycastle.pgc.crypto. sphincs. SPHINCS256Config static final int CRYPTO_SECRETKEYBYTES = 1088;

The app uses AES:



¢, androidx.security.crypto.Masterkeys
m, androidx.security.crypto.Masterkeys. createAES
m, androidx.security.crypto.MasterkKeys.generatek
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But not DES

MASVS-CRYPTO-2:

public static final KeyGenParameterSpec AES256_GCM_SPEC = createMES256GCMKeyGenParameterSpec(MASTER_KEY_ALIA
private static KeyGenParameterSpec createAESZ256GCMKeyGenParameterSpec(String str) {

KeyGenerator keyGenerator = KeyGenerator.getInstance("AES", ANDROID_KEYSTORE);

return i !=1 21 !=2214d 32?2il!=421i!l=52? "null" "CHACHA2@_POLY1385" "HES_256_GCM" "BES 128_
throw new InvalidAlgorithmParameterException(St g.format("invalid key size %d; only 128-bit and 256-bit AE
public static final zzghy zza = new zzghy("ASSUME_RAES GCM
public static final zzghy zzd = new zzghy("ASSUME_AES CTR_HMAC"
public static final zzghy zze = new zzghy("ASSUME_AES EAX")
public static final zzghy zzf = new zzghy("ASSUME_AES GCM_SIV"};

throw new InvalidAlgorithmParameterException(St g.format("invalid key size %d; only 128-bit and 256-bit AE
class BesUtil {

Resutil() {

@Metadata(bv = {1, @, 3}, d1 = {"\ue@eee@\n\ueee2\ueels\ueea2\niueeez\ueale\ueesainiueeae\niueeez\ueale\uaeez
void createKeystoreAESKeyIfhecessary()
String generatelegacyAesEncryptionKey();

Maestro,

Maestro,

public static SecretKey toBESKey(final SecretKey secretKey) {

return (secretey == null secretkey.getAlgorithm().equals("AES")) ? secretkKey
return "RES";

private static final String[] SID2STR =
public final class Aes256 {

private static final String BES 256 _HASH ALGORITHM = "SHA-258";
private static final String AES_MODE = "AES/CBC/PKCS7Padding”;

private static Res256 8es256;

aes?56 = null;

aes256 = new Aes256();

private Aes256() {

if {generatekey null (decode =
if {generateKey null (cipher
return new SecretKeySpec(digest, "AES
public static final Aes256 getAes256() {
return aes2se;
public static

public static

public static

public static

public static

public static

public static

public static

public static
public static
public static
public static
public static
public static
public static
public static
public static

: new SecretKey() { // from

{".notdef", "space", "exclam", "quotedbl”, "numbersign", "dollar"”,

Base6d.decode(str2, 2)) == null (cipher =
Cipher.getInstance(BES MODE)) == null) {

Cipher.getInstance(AES_MOD

final
final
final
final
final
final
final
final
final
final
final
final
final
final
final
final
final

int
int
int
int
int
int
int
int
int
int
int
int
int
int
int
int
int

AEAD_AES_128_CCM - 3;
AEAD_AES 128 _CCM_8 = 18;
AEAD_AES_128_CCM_SHORT = 0
AEAD_AES 128 _CCM_SHORT_12 = 1
AEAD_AES_128_CCM_SHORT_8 = 11;
AEAD_AES 128 _GCM - 1;
AEAD_AES_128_GCM_12 = 7;
AEAD_AES_128_GCM_8 = 5;
AEAD_AES 128_0CB_TAGLEN128 =
AEAD_AES_128_OCB_TAGLENG4 =
AEAD_AES 128_0CB_TAGLEN96 -
AEAD_AES_192_OCB_TAGLEN128 =
AEAD_AES_192_0OCB_TAGLENG4 -
AEAD_AES 192_OCB_TAGLEN96 =
AEAD_AES_256_CCM = 4;
AEAD_AES 256_CCM_8 - 19;
AEAD_AES_256_CCM_SHORT =

20;
22;
21;

23;
25;
24;

18;



