
MASVS-AUTH-1: 

• There is over thousands of url’s being used in the app. The vast majority of which are using 
https. Many of the URL’s appear that do us https are at least appropriately used: 

  

This photo shows urls relating to maps/location, mastercard, and young travelers.  

 

 

• The app does not block additional login attempts past 10.  



• Searching token in jadx in mobsf resulted little to nothing of interest, however JWT resulted 
in finding many relevant mentions of JWT and its role in receiving data about the user 
especially with the milesplus number one of the credentials used to login: 

 
• Strong Password Policy Exists: 

 



In addition 5 Security questions must be created.  

Also to sign in, a mile plus number is used: 

 



 



• After signing on to app for the first time on a new device you can disable security questions. 

 

• The app does have feature to logout user instead to access or to use any action related to 
sensitive information or the account the user must reauthenticate: 

 

 

 

 

 

• App logs out safely, and back button does not return to previous session.  

 

MASVS-AUTH-2: 



 

 

 

MASVS-AUTH-3: 

There is no 2FA feature for the app, there may be a 2FA feature with SMS. But cannot confirm due to 
using a burner account.  

 

MASVS-CRYPTO-1: 

• Weak random number Generator:  

  
• Insecure Algorithms: 

 



 

 
 

 

There is no reports from the NIAP Analysis  

 

There are tens of thousands of hard coded secrets in the MOBSF report, making it difficult to 
investigate and find legitimate secrets. This will be further investigated with for signs of api keys or 
secrets with other tools at a later date. 

 



Using JADX there does not appear to be any secrets in the open, with the only thing of any interest is 
the secret key being used in the AES encryption process: 

 

 

The app uses AES: 



 

But not DES 

 

MASVS-CRYPTO-2: 

 


