MASVS-STORAGE-1:

Appropriate users/group have access to the app files:

drwxrwx—x 2 uB_ab68 ub_a68 2024-64-29 83 app_textures
drwxrwx—x 5 uB_a68 ub_a68 202U-04-29 2 app_webview
drwxrws—x u@_ab8 ub_ab8_cache 202U-84-29 : cache
drwxrws—x 2 uf_ab8 ub_a68_cache 2024-04-29 : code_cache

drwxrwx—x 2 u@_a68 uB_ab8 2024-84-29 :@7 databases
drwxrwx—x 2 u@_a68 ub_ab8 2024-p4-29 8l files
drwxrwx—x 2 u®_a68 ub_a68 2024-64-29 03:04 no_backup
drwxrwx—x 2 uB_ab68 ub_a68 202U-64-29 03:07 shared_prefs

In Shared preferences found access tokens and auth codes for the app’s mobile wallet.

at mobilewallet_united_android_public.xml
<?xml version='1.8" encoding='utf-8' standalone='yes' 7>
<map>
<string name="AUTH_CODE">Default_Auth_Code</string>
<string name="ACCESS_TOKEN">wvv26PLLZ5Q1ZAbJUe®i9j7j7srFHUUI12PVTKRbXuOdgf5rébjB6Pg53+iNpkAuCLC8FmP6L jr/bxynagRUx
HdTodd jfvvebb8wggYGrINmPtNatlok6NzIgTkaRqCmIB5qJ5/k3kY/pQHN2Cw==</string>
<string name="EXPIRES_IN">2024-0U4-27T14:03:UU</string>
<string name="TOKEN_TYPE"></string>
<string name="REFRESH_TOKEN"></string>
</map>
emu6lixa: /data/data/com.united.mobile.android/shared_prefs # cat mo
mobilewallet_united_android_public.xml mobilewallet_united_android_semi_private.xml
at mobilewallet_united_android_semi_private.xml
<?xml version='1.8"' encoding='utf-8' standalone='yes' ?>
<map>
<string name="AUTH_CODE">Default_Auth_Code</string>
<string name="ACCESS_TOKEN">wvv26PLLZ5Q1ZAbJUe®i977j7srFHUU912PVTKRbXuOdgf5rébjB6Pg5J+iNpkAuCLCBFmP6Ujr/bxynagRUx
HdTodd jfvvebbB8wggYGrINmPtNatlok6NzIg7kaR1QaUTMbQ7Mykt2qpAOI3 jw==</string>
<string name="EXPIRES_IN">202U-8U-27T1l:03:Ul</string>
<string name="TOKEN_TYPE"></string>
<string name="REFRESH_TOKEN"></string>
</map>
emublixa: /data/data/com.united.mobile.android/shared_prefs #
PS C:\Users\migue>

Found encrypted keys for the flight status features.

at pcu_flight_status_model.xml
<?xml version='1l.8"' encoding='utf-8' standalone='yes' 7>
<map>

<string name="__androidx_security_crypto_encrypted_prefs_key_keyset__">12a90160e6648Udc1151101b20d18fa92815b2e2e3137
3c6e533060e7d0BF956U69602022c527b2f6alelc33c3a679Uale3e9ee927926aa5FdeS5c2aefd2e5a0de87a2UBbe5d97c92eBe6allT5d961F698aT752
e0888bdc7bl6U2+30c9676773651d+9U3Tcd56d82dfcfUTO5TTc9270a8laeledddf7cf683bb922U60b5ed6LB6LFTabUTae6UB9dUcell6Tdca59bb703d
a38dd27fc5aBb862U37UlU163eaaellc1F3b13aBFc6b22231c5bee7d9585elall@8d9ee939806123cBa30TUTITO652e676F6f676c65617069732e636F6
d2f676f6f676c652e63727970TU6f2e7U696e6b2el16573536976Ub6579100118d9ee9398062001</string>

<string name="__androidx_security_crypto_encrypted_prefs_value_keyset__">128601a3dcd0690237e1923608de2a922196950+dub
6b30Ub733ceaea579859c2daBlcbledual2efdU79d5bf650355efb3d9e7eldd207fU1501d9+F123c0c11fb65dF91uUdU1a9dabeb5uafd5c017U9ebs0BLUI
al67ba5758eaafe2217dU21b2993U5UdbB1+7b2890Uc3Ua38672602ad3+22c736U836096dddat6a72a231e6bt1187e680cb75bb6UT29c011aU208cke
be821123bBa30TUT970652e676F6F676c65617069732e636F6d2F6T6F6F6T76c652e63727970TU6F2eTU696e6b2el16573UT636dUbE579100118clebe
8212001</string>
</map>
emublixa: /data/data/com.united.mobile.android/shared_prefs #




DevicelD can be found

1 |generic_x86_6U: /data/data/com.united.mobile.android/shared_prefs # cat device.xml
7xml version="1.0' encoding='utf-8' standalone='yes' 7>
map>

<string name="deviceld">da70879d-e271-U5af-bboe-LUeT723abd202U</string=>
/map>
peneric_x86_6U: /data/data/com.united.mobile.android/shared_prefs #

ng of significance found were encrypted key value pairs:
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| have found in the events database the android os version:
analyticsEvent

serverType accountID jsonString retryCount

PRODUCTION A1D4XY4NEBABI9 {"_eventType":"appAndUserProperties”,"_eventld":"dda9c123-c3cb- 0
4fb2-8ff8-50fb361e8e54""_eventVe ¥
0205-4d57-a7f3-0a862488c5fd","timestamp":"2024-04-

29T10:04:36.510Z","shortAccountld":"A1D4XY4ANEBABI9","productName
":"LocusMaps Android

SDK","productVersion":

es","deviceOSName'

US","browserName":nul

kLocation":null,"hostAppld
ation""hostAppVersion":"4.1.102""hostAppProperties”:{}}

This app does not use Realm databases.
MASVS-STORAGE-2:
e Testing Backups for Sensitive Data:

The app does not allow for backups or automatic backups. There is also a directory that has several
files telling what not to backup. | also tested with the android-backup-extractor and found no
package for united airlines app.

android:name="com.united.mobile.android.UnitedaApplication” Endroid:allowBackup="false'

emublxa: /data/data/com.united.mobile.android/no_backup # 1s
androidx.work.workdb androidx.work.workdb-wal com.google.android. gms.appid-no—-backup

androidx.work.workdb-shm com.google.InstanceId.properties
emublixa: /data/data/com.united.mobile.android/no_backup #

Found no evidence of backupAgent either in the android manifest.

Found no evidence of file being sent to cloud backup either. Firebase Scanner turned up
nothing.

e Determining Whether the Keyboard Cache Is Disabled for Text Input Fields:
o Search suggestions appear in app for airports but also for local locations. This app
likely uses other third-party app or tool such as google maps to integrate this
feature.


https://github.com/nelenkov/android-backup-extractor
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e Determining whether sensitive data is sent to third parties by embedded services:

The following apps were found to be running at the same time and potentially transferring
user data
google
ads
interactivemedia.v3
mediation
¢ AdRequest
£ AdSize

& RUNTIME DEPENDENCIES

org.chromium.content.browser.accessibility.captioning
com.appsamurai.storyly
com.locuslabs.sdk.llprivate.analyticsevents
com.liveperson.infra

com.kochava.base
com.bumptech.glide.load.engine
com.bumptech.glide.request
com.quantummetric.instrument
okhttp3.internal.platform.android

retrofit2

com.usebutton.sdk.internal

okio

okhttp3

com.appsamurai.storyly.analytics
com.usebutton.sdk.internal.core
org.chromium.ui.display

com.bumptech.glide

com.bumptech.glide.load
org.chromium.base.process_launcher
com.bumptech.glide.load.resource.bitmap
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https://smartphone.united.com/customerprofile/api/updatepassword
https://www.united.com/ual/en/us/fly/travel/inflight/wifi.html|
https://mobileapi.united.com/receiptservice/api/sendreceipt

https://wifi.inflightinternet.com/app/ifc/sponsor/verification

Further Communication testing will have to be done as SSL pinning is required to see the
traffic coming from these 3™ parties and to detect potentially leaked secrets.



