
 

 

 

MASVS-STORAGE-1: 

Appropriate users/group have access to the app files: 

 

In Shared preferences found access tokens and auth codes for the app’s mobile wallet. 

 

Found encrypted keys for the flight status features. 

 



DeviceID can be found 

 

The only other thing of significance found were encrypted key value pairs: 

 

SQLite databases: 

 



I have found in the events database the android os version: 

 

This app does not use Realm databases.  

MASVS-STORAGE-2: 

• Testing Backups for Sensitive Data: 

The app does not allow for backups or automatic backups. There is also a directory that has several 
files telling what not to backup. I also tested with the android-backup-extractor and found no 
package for united airlines app. 

 

 

Found no evidence of backupAgent either in the android manifest. 

Found no evidence of file being sent to cloud backup either. Firebase Scanner turned up 
nothing.   

 

 

• Determining Whether the Keyboard Cache Is Disabled for Text Input Fields: 
o Search suggestions appear in app for airports but also for local locations. This app 

likely uses other third-party app or tool such as google maps to integrate this 
feature.  

 

https://github.com/nelenkov/android-backup-extractor




 



 
• Determining whether sensitive data is sent to third parties by embedded services: 

The following apps were found to be running at the same time and potentially transferring 
user data  

  

 



 
 
Further Communication testing will have to be done as SSL pinning is required to see the 
traffic coming from these 3rd parties and to detect potentially leaked secrets.  


