
ANDROID STATIC ANALYSIS REPORT

 United Airlines (4.1.102)



File Name: united-air.apk

Package Name: com.united.mobile.android

Scan Date: Feb. 5, 2024, 6:06 a.m.

App Security Score: 33/100 (HIGH RISK)

Grade: C  

Trackers Detection: 8/432



 FINDINGS SEVERITY

 HIGH  MEDIUM  INFO  SECURE  HOTSPOT

20 24 3 3 1

 FILE INFORMATION
File Name: united-air.apk
Size: 154.74MB
MD5: e9176955787941ef3c6af69d06acc952
SHA1: a1d164ccc4c8d32561c5d83a937a0a414147902a
SHA256: b71f4c915e0012ed1b009da9b93c5526ff4daaa52c721d1b74bed40fa7a157da

 APP INFORMATION
App Name: United Airlines
Package Name: com.united.mobile.android
Main Activity: com.united.mobile.android.ui.splash.SplashActivity
Target SDK: 33
Min SDK: 28
Max SDK: 
Android Version Name: 4.1.102



Android Version Code: 3515

 APP COMPONENTS
Activities: 33
Services: 19
Receivers: 17
Providers: 11
Exported Activities: 5
Exported Services: 2
Exported Receivers: 5
Exported Providers: 1

 CERTIFICATE INFORMATION
Binary is signed
v1 signature: False
v2 signature: False
v3 signature: True
v4 signature: False
X.509 Subject: C=US, ST=Illinois, L=Chicago, O=United Airlines, OU=Technology, CN=Michael Natale
Signature Algorithm: rsassa_pkcs1v15
Valid From: 2011-08-22 20:03:34+00:00
Valid To: 2039-01-07 20:03:34+00:00
Issuer: C=US, ST=Illinois, L=Chicago, O=United Airlines, OU=Technology, CN=Michael Natale
Serial Number: 0x4e52b616
Hash Algorithm: sha1
md5: 8dba3d6abdbc5e8537f27529d1976bc8
sha1: 12ec9fbcf3e66e5a12f22cddfbed3ecb3cd415e8
sha256: e833171fd602255f030ed251c64a9989c7eabc4ebe1c3d7b097ae0f9aea8f946
sha512: 1d50bd97ac1a35963ad32bfa2a4092b5a80e7246da5fee3fcd49276557f0e2560fb1483d93e56e6914158fb39b4e14a0f7e7e5e303eda22a6d3992d169b5ec92
PublicKey Algorithm: rsa
Bit Size: 2048
Fingerprint: 53585038eef3d66ed45bda2c04ed2a0a19ed6822f016da4d278e53e0b06861d6
Found 1 unique certificates



 APPLICATION PERMISSIONS

PERMISSION STATUS INFO DESCRIPTION

android.permission.INTERNET normal full Internet access
Allows an application to create
network sockets.

android.permission.ACCESS_FINE_LOCATION dangerous fine (GPS) location

Access fine location sources, such as
the Global Positioning System on the
phone, where available. Malicious
applications can use this to
determine where you are and may
consume additional battery power.

android.permission.ACCESS_COARSE_LOCATION dangerous
coarse (network-based)
location

Access coarse location sources, such
as the mobile network database, to
determine an approximate phone
location, where available. Malicious
applications can use this to
determine approximately where you
are.

android.permission.READ_CALENDAR dangerous read calendar events

Allows an application to read all of
the calendar events stored on your
phone. Malicious applications can
use this to send your calendar events
to other people.

android.permission.WRITE_CALENDAR dangerous
add or modify calendar
events and send emails
to guests

Allows an application to add or
change the events on your calendar,
which may send emails to guests.
Malicious applications can use this to
erase or modify your calendar events
or to send emails to guests.



android.permission.CALL_PHONE dangerous
directly call phone
numbers

Allows the application to call phone
numbers without your intervention.
Malicious applications may cause
unexpected calls on your phone bill.
Note that this does not allow the
application to call emergency
numbers.

android.permission.SYSTEM_ALERT_WINDOW dangerous
display system-level
alerts

Allows an application to show system-
alert windows. Malicious applications
can take over the entire screen of the
phone.

android.permission.FOREGROUND_SERVICE normal
enables regular apps to
use
Service.startForeground.

Allows a regular application to use
Service.startForeground.

android.permission.VIBRATE normal control vibrator
Allows the application to control the
vibrator.

android.permission.NFC normal
control Near-Field
Communication

Allows an application to communicate
with Near-Field Communication (NFC)
tags, cards and readers.

android.permission.POST_NOTIFICATIONS dangerous
allows an app to post
notifications.

Allows an app to post notifications

android.permission.HIDE_OVERLAY_WINDOWS normal
Prevent non-system-
overlay windows

Allows an app to prevent non-system-
overlay windows from being drawn
on top of it.

PERMISSION STATUS INFO DESCRIPTION



android.permission.CAMERA dangerous take pictures and videos

Allows application to take pictures
and videos with the camera. This
allows the application to collect
images that the camera is seeing at
any time.

android.permission.READ_EXTERNAL_STORAGE dangerous
read external storage
contents

Allows an application to read from
external storage.

android.permission.READ_MEDIA_IMAGES dangerous
allows reading image
files from external
storage.

Allows an application to read image
files from external storage.

android.permission.WRITE_EXTERNAL_STORAGE dangerous
read/modify/delete
external storage
contents

Allows an application to write to
external storage.

android.permission.READ_MEDIA_VIDEO dangerous
allows reading video
files from external
storage.

Allows an application to read video
files from external storage.

aero.panasonic.inflight.permission.ACCESS_IFESERVICE unknown Unknown permission
Unknown permission from android
reference

android.permission.ACCESS_NETWORK_STATE normal view network status
Allows an application to view the
status of all networks.

android.permission.ACCESS_WIFI_STATE normal view Wi-Fi status
Allows an application to view the
information about the status of Wi-Fi.

android.permission.WAKE_LOCK normal
prevent phone from
sleeping

Allows an application to prevent the
phone from going to sleep.

PERMISSION STATUS INFO DESCRIPTION



android.permission.WRITE_INTERNAL_STORAGE unknown Unknown permission
Unknown permission from android
reference

android.permission.READ_PHONE_STATE dangerous
read phone state and
identity

Allows the application to access the
phone features of the device. An
application with this permission can
determine the phone number and
serial number of this phone, whether
a call is active, the number that call is
connected to and so on.

android.permission.CHANGE_WIFI_STATE normal change Wi-Fi status

Allows an application to connect to
and disconnect from Wi-Fi access
points and to make changes to
configured Wi-Fi networks.

android.permission.BLUETOOTH normal
create Bluetooth
connections

Allows applications to connect to
paired bluetooth devices.

android.permission.BLUETOOTH_ADMIN normal
bluetooth
administration

Allows applications to discover and
pair bluetooth devices.

android.permission.RECORD_AUDIO dangerous record audio
Allows application to access the audio
record path.

android.webkit.resource.AUDIO_CAPTURE unknown Unknown permission
Unknown permission from android
reference

android.webkit.resource.VIDEO_CAPTURE unknown Unknown permission
Unknown permission from android
reference

PERMISSION STATUS INFO DESCRIPTION



android.permission.MODIFY_AUDIO_SETTINGS normal
change your audio
settings

Allows application to modify global
audio settings, such as volume and
routing.

android.permission.FLASHLIGHT normal control flashlight
Allows the application to control the
flashlight.

android.permission.USE_BIOMETRIC normal
allows use of device-
supported biometric
modalities.

Allows an app to use device
supported biometric modalities.

android.permission.USE_FINGERPRINT normal allow use of fingerprint
This constant was deprecated in API
level 28. Applications should request
USE_BIOMETRIC instead.

android.permission.RECEIVE_BOOT_COMPLETED normal
automatically start at
boot

Allows an application to start itself as
soon as the system has finished
booting. This can make it take longer
to start the phone and allow the
application to slow down the overall
phone by always running.

com.google.android.c2dm.permission.RECEIVE normal
recieve push
notifications

Allows an application to receive push
notifications from cloud.

com.google.android.gms.permission.AD_ID normal
application shows
advertisements

This app uses a Google advertising ID
and can possibly serve
advertisements.

PERMISSION STATUS INFO DESCRIPTION



android.permission.ACCESS_ADSERVICES_AD_ID normal
allow app to access the
device's advertising ID.

This ID is a unique, user-resettable
identifier provided by Google's
advertising services, allowing apps to
track user behavior for advertising
purposes while maintaining user
privacy.

android.permission.ACCESS_ADSERVICES_ATTRIBUTION normal
allow applications to
access advertising
service attribution

This enables the app to retrieve
information related to advertising
attribution, which can be used for
targeted advertising purposes. App
can gather data about how users
interact with ads, such as clicks or
impressions, to measure the
effectiveness of advertising
campaigns.

android.permission.ACCESS_ADSERVICES_TOPICS normal
allow applications to
access advertising
service topics

This enables the app to retrieve
information related to advertising
topics or interests, which can be used
for targeted advertising purposes.

com.united.mobile.android.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown Unknown permission
Unknown permission from android
reference

com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE normal
permission defined by
google

A custom permission defined by
Google.

com.google.android.providers.gsf.permission.READ_GSERVICES unknown Unknown permission
Unknown permission from android
reference

PERMISSION STATUS INFO DESCRIPTION

 APKID ANALYSIS



FILE DETAILS

classes.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code
Build.FINGERPRINT check
Build.MANUFACTURER check

Compiler unknown (please file detection issue!)

classes10.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code

Build.FINGERPRINT check
Build.MODEL check
Build.MANUFACTURER check
possible Build.SERIAL check
network operator name check

Compiler unknown (please file detection issue!)



classes11.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code
Build.MODEL check
Build.PRODUCT check
possible VM check

Compiler unknown (please file detection issue!)

classes2.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code
Build.FINGERPRINT check
Build.MANUFACTURER check
Build.BOARD check

Compiler unknown (please file detection issue!)

Anti Disassembly Code illegal class name

FILE DETAILS



classes3.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code

Build.FINGERPRINT check
Build.MODEL check
Build.MANUFACTURER check
Build.PRODUCT check
Build.HARDWARE check
Build.BOARD check
Build.TAGS check

Compiler unknown (please file detection issue!)

FILE DETAILS



classes4.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code

Build.FINGERPRINT check
Build.MANUFACTURER check
Build.BOARD check
Build.TAGS check
SIM operator check
network operator name check

Compiler unknown (please file detection issue!)

FILE DETAILS



classes5.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code

Build.FINGERPRINT check
Build.MODEL check
Build.MANUFACTURER check
Build.PRODUCT check
possible Build.SERIAL check
network operator name check
ro.kernel.qemu check

Anti Debug Code Debug.isDebuggerConnected() check

Compiler unknown (please file detection issue!)

classes6.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Compiler unknown (please file detection issue!)

FILE DETAILS



classes7.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Compiler unknown (please file detection issue!)

classes8.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code Build.PRODUCT check

Compiler unknown (please file detection issue!)

classes9.dex

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module

Anti-VM Code Build.MANUFACTURER check

Compiler unknown (please file detection issue!)

FILE DETAILS



lib/arm64-v8a/libLIB-v.4.3.so
FINDINGS DETAILS

Obfuscator Arxan

lib/armeabi-v7a/libLIB-v.4.3.so
FINDINGS DETAILS

Obfuscator Arxan

FILE DETAILS

 BROWSABLE ACTIVITIES

ACTIVITY INTENT



com.united.mobile.android.ui.main.MainActivity

Schemes: http://, https://, ualentertainment://, ualpartnerprovisionreturn://,
ualpartnerprovisioncancel://, ualpaypalreturn://, ualpaypalcancel://, ualmasterpassreturn://,
ualprepaidbagsreturn://, uaportalpacstream://, ualmobile://, 
Hosts: www.united.com, united.com, news.united.com, www.unitedwifi.com, openapp, homescreen,
mytrips, flights, click.enews.united.com, 
Mime Types: application/pdf, 
Paths: /portal/vod/playmovie, /portal/l/appdetection, /, 
Path Prefixes: /ual/en/us/navigation/airportnav/nav, /ual/en/us/navigation/airportNAV/nav,
/ual/en/US/navigation/airportnav/nav, /ual/en/US/navigation/airportNAV/nav,
/en/us/fly/travel/airport/terminal-guide/download-app.html, /offers/myoffers,
/en/us/flightstatus/details, /ual/en/us/Booking/SearchInjection/VendorQueryPinDown,
/ual/en/jp/Booking/SearchInjection/VendorQueryPinDown,
/Booking/SearchInjection/VendorQueryPinDown, /en/us/preordermeals/flightinformation,
/en/us/preordermeals/deeplink/marketing, /en/us/digital-wallet/checkout, /en/us/checkin,
/travel/checkin/quickstart, /en/us/account, /en/us/fly/travel/baggagetracking, /en/us/pbs,
/en/us/baggage/issues-with-your-checked-bags, /en-us/flights, /en/us/manageres/mytrips, /s/us,
/en/us/fly/travel/mobile-tools/united-trip-planner, /pub/acc, /en/US/manageres/tripdetails,
/en/us/manageRes/tripDetails, /en/us/manageres/tripdetails, /en/us/myunited/verify/phone,
/en/us/myunited/verify/email, /en/us/fly/print/bagtag, 
Path Patterns: .*, 

com.united.mobile.android.ui.main.TravelReadyCenterAlias
Schemes: https://, 
Hosts: www.united.com, united.com, 
Path Prefixes: /en/us/travelreadycenter, /travelreadycenter, 

ACTIVITY INTENT

 NETWORK SECURITY
HIGH: 1 | WARNING: 0 | INFO: 0 | SECURE: 1 

NO SCOPE SEVERITY DESCRIPTION

1 * secure Base config is configured to disallow clear text traffic to all domains.



2

127.0.0.1
172.27.4.91
192.168.1.1
localhost
airpana.com
gogoinflight.com
inflightinternet.com
ideanovatech.com
inflightpanasonic.aero
ufs.ltv
jcb-card.jp

high Domain config is insecurely configured to permit clear text traffic to these domains in scope.

NO SCOPE SEVERITY DESCRIPTION

 CERTIFICATE ANALYSIS
HIGH: 1 | WARNING: 0 | INFO: 1 

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate

Certificate algorithm vulnerable to hash collision high Application is signed with SHA1withRSA. SHA1 hash algorithm is known to have collision issues.

 MANIFEST ANALYSIS
HIGH: 3 | WARNING: 14 | INFO: 0 | SUPPRESSED: 0 

NO ISSUE SEVERITY DESCRIPTION



1
App can be installed on a vulnerable Android version
Android 9, minSdk=28]

warning

This application can be installed on an older
version of android that has multiple
vulnerabilities. Support an Android version =>
10, API 29 to receive reasonable security
updates.

2
App has a Network Security Configuration
[android:networkSecurityConfig=@xml/network_security_config]

info

The Network Security Configuration feature
lets apps customize their network security
settings in a safe, declarative configuration
file without modifying app code. These
settings can be configured for specific
domains and for a specific app.

3
Activity (com.united.mobile.android.ui.NfcActivity) is not Protected. 
[android:exported=true]

warning

An Activity is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device.

4
App Link assetlinks.json file not found
[android:name=com.united.mobile.android.ui.main.MainActivity]
[android:host=https://www.united.com]

high

App Link asset verification URL
(https://www.united.com/.well-
known/assetlinks.json) not found or
configured incorrectly. (Status Code: None).
App Links allow users to redirect from a web
URL/email to the mobile app. If this file is
missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack
such URLs. This may lead to phishing attacks,
leak sensitive data in the URI, such as PII,
OAuth tokens, magic link/password reset
tokens and more. You must verify the App
Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity
intent-filter.

NO ISSUE SEVERITY DESCRIPTION



5
App Link assetlinks.json file not found
[android:name=com.united.mobile.android.ui.main.MainActivity]
[android:host=https://united.com]

high

App Link asset verification URL
(https://united.com/.well-
known/assetlinks.json) not found or
configured incorrectly. (Status Code: None).
App Links allow users to redirect from a web
URL/email to the mobile app. If this file is
missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack
such URLs. This may lead to phishing attacks,
leak sensitive data in the URI, such as PII,
OAuth tokens, magic link/password reset
tokens and more. You must verify the App
Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity
intent-filter.

6
App Link assetlinks.json file not found
[android:name=com.united.mobile.android.ui.main.MainActivity]
[android:host=https://www.unitedwifi.com]

high

App Link asset verification URL
(https://www.unitedwifi.com/.well-
known/assetlinks.json) not found or
configured incorrectly. (Status Code: None).
App Links allow users to redirect from a web
URL/email to the mobile app. If this file is
missing or incorrectly configured for the App
Link host/domain, a malicious app can hijack
such URLs. This may lead to phishing attacks,
leak sensitive data in the URI, such as PII,
OAuth tokens, magic link/password reset
tokens and more. You must verify the App
Link domain by hosting the assetlinks.json file
and enabling verification via
[android:autoVerify="true"] in the Activity
intent-filter.

NO ISSUE SEVERITY DESCRIPTION



7
Activity (com.united.mobile.android.ui.main.MainActivity) is not Protected. 
[android:exported=true]

warning

An Activity is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device.

8
Activity-Alias (com.united.mobile.android.ui.main.TravelReadyCenterAlias) is not
Protected. 
[android:exported=true]

warning

An Activity-Alias is found to be shared with
other apps on the device therefore leaving it
accessible to any other application on the
device.

9

Broadcast Receiver
(com.united.mobile.android.widget.tripCountDown.TripCountDownWidgetLargeProvider)
is Protected by a permission, but the protection level of the permission should be
checked.
Permission: com.united.mobile.android.Main 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared
with other apps on the device therefore
leaving it accessible to any other application
on the device. It is protected by a permission
which is not defined in the analysed
application. As a result, the protection level of
the permission should be checked where it is
defined. If it is set to normal or dangerous, a
malicious application can request and obtain
the permission and interact with the
component. If it is set to signature, only
applications signed with the same certificate
can obtain the permission.

10
Broadcast Receiver (com.united.mobile.android.appcore.receiver.InstallReferrerReceiver)
is not Protected. 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared
with other apps on the device therefore
leaving it accessible to any other application
on the device.

11

Activity
(com.united.mobile.android.unifiedplayer.repository.unifiedplayer.UnifiedPlayerActivity)
is not Protected. 
[android:exported=true]

warning

An Activity is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device.

NO ISSUE SEVERITY DESCRIPTION



12
Activity (androidx.biometric.DeviceCredentialHandlerActivity) is not Protected. 
[android:exported=true]

warning

An Activity is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device.

13

Broadcast Receiver (com.google.firebase.iid.FirebaseInstanceIdReceiver) is Protected by a
permission, but the protection level of the permission should be checked.
Permission: com.google.android.c2dm.permission.SEND 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared
with other apps on the device therefore
leaving it accessible to any other application
on the device. It is protected by a permission
which is not defined in the analysed
application. As a result, the protection level of
the permission should be checked where it is
defined. If it is set to normal or dangerous, a
malicious application can request and obtain
the permission and interact with the
component. If it is set to signature, only
applications signed with the same certificate
can obtain the permission.

14
Broadcast Receiver (com.usebutton.sdk.internal.receivers.LocaleChangedReceiver) is not
Protected. 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared
with other apps on the device therefore
leaving it accessible to any other application
on the device.

NO ISSUE SEVERITY DESCRIPTION



15

Service (androidx.work.impl.background.systemjob.SystemJobService) is Protected by a
permission, but the protection level of the permission should be checked.
Permission: android.permission.BIND_JOB_SERVICE 
[android:exported=true]

warning

A Service is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device. It is protected by a permission which
is not defined in the analysed application. As
a result, the protection level of the permission
should be checked where it is defined. If it is
set to normal or dangerous, a malicious
application can request and obtain the
permission and interact with the component.
If it is set to signature, only applications
signed with the same certificate can obtain
the permission.

16

Broadcast Receiver (androidx.work.impl.diagnostics.DiagnosticsReceiver) is Protected by
a permission, but the protection level of the permission should be checked.
Permission: android.permission.DUMP 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared
with other apps on the device therefore
leaving it accessible to any other application
on the device. It is protected by a permission
which is not defined in the analysed
application. As a result, the protection level of
the permission should be checked where it is
defined. If it is set to normal or dangerous, a
malicious application can request and obtain
the permission and interact with the
component. If it is set to signature, only
applications signed with the same certificate
can obtain the permission.

17
Service (com.google.android.play.core.assetpacks.AssetPackExtractionService) is not
Protected. 
[android:exported=true]

warning

A Service is found to be shared with other
apps on the device therefore leaving it
accessible to any other application on the
device.

NO ISSUE SEVERITY DESCRIPTION



18
Content Provider (com.inmobile.MeshProvider) is not Protected. 
[android:exported=true]

warning

A Content Provider is found to be shared with
other apps on the device therefore leaving it
accessible to any other application on the
device.

NO ISSUE SEVERITY DESCRIPTION

 CODE ANALYSIS
HIGH: 7 | WARNING: 9 | INFO: 3 | SECURE: 2 | SUPPRESSED: 0 

NO ISSUE SEVERITY STANDARDS FILES

cartrawler/api/ota/rental/insuranceQuote/models/rs/Sel
ectControlItem.java 
cartrawler/core/base/CarTrawlerSessionVM.java 
cartrawler/core/data/internal/UserDetails.java 
cartrawler/core/data/pojo/Partner.java 
cartrawler/core/ui/modules/absSearch/SearchListItem.ja
va 
cartrawler/core/ui/modules/filters/QuickFilterItem.java 
cartrawler/core/ui/modules/insurance/explained/Insura
nceExplainedUIData.java 
cartrawler/core/ui/modules/insurance/explained/Limite
dInsuranceExplainedFragment.java 
cartrawler/core/ui/modules/insurance/explained/Premiu
mInsuranceExplainedFragment.java 
cartrawler/core/ui/modules/insurance/explained/ZeroEx
cessInsuranceExplainedFragment.java 
cartrawler/core/ui/modules/payLater/PayLaterBottomSh
eet.java 
cartrawler/core/ui/modules/payment/options/googlepay
/GooglePayTokenActivity.java 
cartrawler/core/ui/modules/search/SearchFragment.java
cartrawler/core/ui/modules/settings/SettingsFragment.ja
va 



va 
cartrawler/core/ui/modules/settings/SettingsURLData.jav
a 
cartrawler/core/ui/modules/termsAndConditions/detail/
TermsAndConditionsDetailFragment.java 
cartrawler/core/ui/modules/vehicle/list/model/Payment
TypesByVendorKt.java 
cartrawler/core/utils/CTSettings.java 
cartrawler/core/utils/Constants.java 
cartrawler/core/utils/InsuranceItemTypes.java 
cartrawler/core/utils/Reporting.java 
cartrawler/external/CartrawlerSDK.java 
com/bumptech/glide/load/Option.java 
com/bumptech/glide/load/engine/DataCacheKey.java 
com/bumptech/glide/load/engine/EngineResource.java 
com/bumptech/glide/load/engine/ResourceCacheKey.jav
a 
com/bumptech/glide/manager/RequestManagerRetrieve
r.java 
com/cartrawler/pay/Constants.java 
com/cartrawler/pay/CreditCardPresenter.java 
com/chauthai/swipereveallayout/ViewBinderHelper.java
com/ideanovatech/android/vast/Constants.java 
com/jumio/core/cdn/CDNEncryptedEntry.java 
com/liveperson/api/request/ConsumerRequestConversat
ion.java 
com/liveperson/infra/Infra.java 
com/liveperson/infra/analytics/AnalyticsService.java 
com/liveperson/infra/controller/DBEncryptionService.jav
a 
com/liveperson/infra/managers/PreferenceManager.java
com/liveperson/infra/messaging_ui/fragment/FeedbackF
ragment.java 
com/liveperson/infra/preferences/AuthPreferences.java 
com/liveperson/infra/preferences/PushMessagePreferen
ces.java 
com/liveperson/infra/utils/UniqueID.java 
com/liveperson/messaging/commands/tasks/ACCDNCon
nectorsTask.java 
com/liveperson/messaging/controller/ClientProperties.ja
va 
com/liveperson/messaging/controller/connection/Conne

NO ISSUE SEVERITY STANDARDS FILES



com/liveperson/messaging/controller/connection/Conne
ctionParamsCache.java 
com/liveperson/messaging/model/QuickRepliesMessage
Holder.java 
com/liveperson/messaging/wm/impl/WelcomeMessage
UriUtilsKt.java 
com/liveperson/monitoring/cache/MonitoringParamsCa
che.java 
com/liveperson/monitoring/connection/tasks/ACCDNCo
nnectorsTask.java 
com/mapbox/turf/TurfMisc.java 
com/nimbusds/jose/HeaderParameterNames.java 
com/nimbusds/jose/jwk/JWKParameterNames.java 
com/qualtrics/digital/EmbeddedFeedbackUtils.java 
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com/liveperson/infra/log/AndroidLoggingDelegate.java 
com/liveperson/infra/log/TestLoggingDelegate.java 
com/liveperson/infra/messaging_ui/ConversationActivity
.java 
com/liveperson/infra/messaging_ui/fragment/FullImage
Fragment.java 
com/liveperson/infra/messaging_ui/notification/Notificat
ionController.java 
com/liveperson/infra/network/http/requests/ACCDNCon
nectorsRequest.java 
com/liveperson/infra/network/socket/SocketHandler.jav
a 
com/liveperson/infra/utils/FileUtils.java 
com/liveperson/lp_structured_content/logger/SCLogHan
dler.java 
com/liveperson/lpappointmentscheduler/AppointmentSc
hedulerFragment.java 
com/liveperson/lpappointmentscheduler/logger/LPAppo
intmentLog.java 
com/liveperson/messaging/commands/tasks/ACCDNCon
nectorsTask.java 
com/liveperson/messaging/commands/tasks/Concurrent
Tasks.java 
com/liveperson/messaging/commands/tasks/UpdateCon
versationFieldTask.java 
com/liveperson/messaging/network/http/GeneratePKCE
ParamsRequest$execute$1.java 
com/liveperson/messaging/network/socket/requests/Up
dateConversationFieldRequest.java 
com/liveperson/messaging/utils/VersionUtilsKt.java 
com/liveperson/monitoring/Monitoring.java 
com/liveperson/monitoring/connection/tasks/CSDSTask
$execute$1.java 
com/liveperson/monitoring/connection/tasks/IdpTask.ja
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va 
com/liveperson/monitoring/managers/MonitoringReque
stManager$csdsDependantRequest$1.java 
com/liveperson/monitoring/requests/BaseMonitoringRe
quest.java 
com/locuslabs/sdk/llprivate/AssetKeyDownloaderImpl.ja
va 
com/locuslabs/sdk/llprivate/AssetLoadingLogicKt.java 
com/locuslabs/sdk/llprivate/BusinessLogicKt.java 
com/locuslabs/sdk/llprivate/BusinessLogicReduxActions
Kt.java 
com/locuslabs/sdk/llprivate/DataTransformationLogicKt
$updateDynamicPOIs$errorHandlingFunction$1.java 
com/locuslabs/sdk/llprivate/DataTransformationLogicKt
$updateDynamicPOIs$updatePOIsFunction$1.java 
com/locuslabs/sdk/llprivate/DataTransformationLogicKt.
java 
com/locuslabs/sdk/llprivate/DijkstrasShortestPathAlgorit
hmKt.java 
com/locuslabs/sdk/llprivate/GrabController.java 
com/locuslabs/sdk/llprivate/KeyListDownloaderImpl.jav
a 
com/locuslabs/sdk/llprivate/LLUtilKt$llLogFailure$1.java 
com/locuslabs/sdk/llprivate/LLUtilKt$llLogWarning$1.jav
a 
com/locuslabs/sdk/llprivate/LLUtilKt.java 
com/locuslabs/sdk/llprivate/LLViewModel$downloadSpr
iteSheetAndCacheToDisk$2.java 
com/locuslabs/sdk/llprivate/LLViewModel$initializeSideE
ffect$2.java 
com/locuslabs/sdk/llprivate/LLViewModel.java 
com/locuslabs/sdk/llprivate/MapPack.java 
com/locuslabs/sdk/llprivate/MapboxLayerPropertySelect
ionRule.java 
com/locuslabs/sdk/llprivate/NavigationDirectionsSumm
aryFragment$initBottomSheet$2.java 
com/locuslabs/sdk/llprivate/SearchController$handleQu
eryOnBackgroundThread$2.java 
com/locuslabs/sdk/llprivate/SearchController$proximity
Search$2.java 
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com/locuslabs/sdk/llprivate/SearchController.java 
com/locuslabs/sdk/llprivate/SearchLogicKt.java 
com/locuslabs/sdk/llprivate/SpriteSheetFileDownloaderI
mpl.java 
com/locuslabs/sdk/llprivate/VenueListLoader.java 
com/locuslabs/sdk/llprivate/analyticsevents/AnalyticsEve
ntQueue.java 
com/locuslabs/sdk/llprivate/analyticsevents/AnalyticsEve
ntSynchronizer.java 
com/locuslabs/sdk/llpublic/LLConfiguration.java 
com/locuslabs/sdk/llpublic/LLLocusMapsFragment$initC
ameraPositionBuffer$1.java 
com/locuslabs/sdk/llpublic/LLLocusMapsFragment$init
MyLocationButton$1.java 
com/locuslabs/sdk/llpublic/LLLocusMapsFragment$setC
urrentLocation$1.java 
com/locuslabs/sdk/llpublic/LLLocusMapsFragment.java 
com/locuslabs/sdk/llpublic/LLMapPackFinder.java 
com/loopj/android/http/LogHandler.java 
com/mapbox/android/gestures/MultiFingerGesture.java
com/mapbox/mapboxsdk/location/engine/AndroidLocat
ionEngineImpl.java 
com/mapbox/mapboxsdk/location/engine/MapboxFuse
dLocationEngineImpl.java 
com/mapbox/mapboxsdk/location/permissions/Permiss
ionsManager.java 
com/mapbox/mapboxsdk/log/Logger.java 
com/mapbox/mapboxsdk/maps/renderer/egl/EGLConte
xtFactory.java 
com/mapbox/mapboxsdk/maps/renderer/egl/EGLWindo
wSurfaceFactory.java 
com/mapbox/mapboxsdk/maps/renderer/glsurfaceview
/MapboxGLSurfaceView.java 
com/microblink/blinkcard/directApi/RecognizerRunner.ja
va 
com/microblink/blinkcard/fragment/RecognizerRunnerFr
agment.java 
com/microblink/blinkcard/fragment/overlay/component
s/ErrorDialogFactory.java 
com/microblink/blinkcard/fragment/overlay/component
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s/TorchController.java 
com/microblink/blinkcard/geometry/Point.java 
com/microblink/blinkcard/geometry/PointSet.java 
com/microblink/blinkcard/geometry/Quadrilateral.java 
com/microblink/blinkcard/geometry/Rectangle.java 
com/microblink/blinkcard/hardware/IllIIIllII.java 
com/microblink/blinkcard/hardware/MicroblinkDeviceM
anager.java 
com/microblink/blinkcard/locale/LanguageUtils.java 
com/microblink/blinkcard/ping/IllIIIIllI.java 
com/microblink/blinkcard/recognition/NativeRecognizer
Wrapper.java 
com/microblink/blinkcard/secured/IIIIIIIlII.java 
com/microblink/blinkcard/secured/IIIIIlIIII.java 
com/microblink/blinkcard/secured/IIIIIllIll.java 
com/microblink/blinkcard/secured/IIIlIIlIll.java 
com/microblink/blinkcard/secured/IIIlIllllI.java 
com/microblink/blinkcard/secured/IIIllIlIIl.java 
com/microblink/blinkcard/secured/IIIlllIIll.java 
com/microblink/blinkcard/secured/IIlIIIllIl.java 
com/microblink/blinkcard/secured/IIlIIlIIII.java 
com/microblink/blinkcard/secured/IIlIlIIlll.java 
com/microblink/blinkcard/secured/IIllllIIlI.java 
com/microblink/blinkcard/secured/IlIIIIIlll.java 
com/microblink/blinkcard/secured/IlIIIlIIIl.java 
com/microblink/blinkcard/secured/IlIIlIIIII.java 
com/microblink/blinkcard/secured/IlIIllIlII.java 
com/microblink/blinkcard/secured/IlIIlllIIl.java 
com/microblink/blinkcard/secured/IlIlIIllll.java 
com/microblink/blinkcard/secured/IlIlIlllIl.java 
com/microblink/blinkcard/secured/IllIIIllII.java 
com/microblink/blinkcard/secured/IllIIlIIII.java 
com/microblink/blinkcard/secured/IllIIlllIl.java 
com/microblink/blinkcard/secured/IllIllIllI.java 
com/microblink/blinkcard/secured/IlllIIIllI.java 
com/microblink/blinkcard/secured/IllllIIIIl.java 
com/microblink/blinkcard/secured/lIIIlIIllI.java 
com/microblink/blinkcard/secured/lIIlIIllII.java 
com/microblink/blinkcard/secured/lIIlllIIlI.java 
com/microblink/blinkcard/secured/lIlIIIlIll.java 
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2
The App logs information. Sensitive
information should never be logged.

info
CWE: CWE-532: Insertion of
Sensitive Information into Log File 
OWASP MASVS: MSTG-STORAGE-3

com/microblink/blinkcard/secured/lIllIlIlII.java 
com/microblink/blinkcard/secured/lIlllIlIlI.java 
com/microblink/blinkcard/secured/llIIIlllll.java 
com/microblink/blinkcard/secured/llIIlIIlll.java 
com/microblink/blinkcard/secured/llIIlIlIIl.java 
com/microblink/blinkcard/secured/llIIlllIll.java 
com/microblink/blinkcard/secured/llIlIIIIIl.java 
com/microblink/blinkcard/secured/llIlIlIlIl.java 
com/microblink/blinkcard/secured/llIllIIlll.java 
com/microblink/blinkcard/secured/lllIIlIIlI.java 
com/microblink/blinkcard/secured/lllIIlIlII.java 
com/microblink/blinkcard/secured/lllIIlllII.java 
com/microblink/blinkcard/secured/llllIIIllI.java 
com/microblink/blinkcard/secured/llllllllll.java 
com/microblink/blinkcard/util/FileLog.java 
com/microblink/blinkcard/util/Log.java 
com/microblink/blinkcard/util/LoggingSettings.java 
com/microblink/blinkcard/util/RecognizerCompatibility.j
ava 
com/microblink/blinkcard/view/BaseCameraView.java 
com/microblink/blinkcard/view/CameraViewGroup.java 
com/microblink/blinkcard/view/llIIlIlIIl.java 
com/microblink/blinkcard/view/ocrResult/OcrResultChar
sView.java 
com/microblink/blinkcard/view/ocrResult/OcrResultDots
View.java 
com/microblink/blinkcard/view/ocrResult/OcrResultHori
zontalDotsView.java 
com/microblink/blinkcard/view/recognition/DetectionSt
atus.java 
com/microblink/blinkcard/view/recognition/RecognizerR
unnerView.java 
com/microblink/blinkcard/view/surface/IlIllIlIIl.java 
com/microblink/blinkcard/view/surface/llIIlIlIIl.java 
com/microblink/blinkcard/view/viewfinder/points/PointS
etView.java 
com/microblink/blinkcard/view/viewfinder/quadview/llIIl
IlIIl.java 
com/qualtrics/digital/ActionSet.java 
com/qualtrics/digital/DateExpression.java 
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com/qualtrics/digital/DayExpression.java 
com/qualtrics/digital/DurationExpression.java 
com/qualtrics/digital/InterceptDefinition.java 
com/qualtrics/digital/Properties.java 
com/qualtrics/digital/Qualtrics.java 
com/qualtrics/digital/QualtricsLog.java 
com/qualtrics/digital/QualtricsPopOverFragment.java 
com/qualtrics/digital/QualtricsSurveyActivity.java 
com/qualtrics/digital/QualtricsSurveyExpression.java 
com/qualtrics/digital/ServiceInterceptor.java 
com/qualtrics/digital/TimeExpression.java 
com/qualtrics/digital/VariableExpression.java 
com/qualtrics/digital/ViewCountExpression.java 
com/qualtrics/digital/WebViewInterface.java 
com/qualtrics/digital/resolvers/CustomPropertyResolver.
java 
com/qualtrics/digital/resolvers/DateTimeTypeResolvers.j
ava 
com/qualtrics/digital/resolvers/QualtricsSurveyResolver.j
ava 
com/qualtrics/digital/resolvers/SamplingResolver.java 
com/qualtrics/digital/resolvers/TimeSpentInAppResolver.
java 
com/qualtrics/digital/resolvers/ViewCountResolver.java 
com/quantummetric/instrument/QuantumMetric.java 
com/snowplowanalytics/snowplow/internal/tracker/Def
aultLoggerDelegate.java 
com/tom_roush/fontbox/cff/Type1CharString.java 
com/tom_roush/fontbox/cff/Type1CharStringParser.java
com/tom_roush/fontbox/ttf/CmapSubtable.java 
com/tom_roush/fontbox/ttf/GlyfCompositeDescript.java
com/tom_roush/fontbox/ttf/GlyphRenderer.java 
com/tom_roush/fontbox/ttf/GlyphSubstitutionTable.java
com/tom_roush/fontbox/ttf/KerningSubtable.java 
com/tom_roush/fontbox/ttf/KerningTable.java 
com/tom_roush/fontbox/ttf/OpenTypeScript.java 
com/tom_roush/fontbox/ttf/PostScriptTable.java 
com/tom_roush/fontbox/ttf/TTFSubsetter.java 
com/tom_roush/fontbox/type1/Type1Lexer.java 
com/tom_roush/fontbox/util/autodetect/FontFileFinder.j
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ava 
com/tom_roush/pdfbox/android/PDFBoxResourceLoade
r.java 
com/tom_roush/pdfbox/contentstream/PDFStreamEngin
e.java 
com/tom_roush/pdfbox/contentstream/operator/graphi
cs/ClosePath.java 
com/tom_roush/pdfbox/contentstream/operator/graphi
cs/CurveTo.java 
com/tom_roush/pdfbox/contentstream/operator/graphi
cs/CurveToReplicateInitialPoint.java 
com/tom_roush/pdfbox/contentstream/operator/graphi
cs/LineTo.java 
com/tom_roush/pdfbox/contentstream/operator/state/S
etGraphicsStateParameters.java 
com/tom_roush/pdfbox/contentstream/operator/state/S
etLineDashPattern.java 
com/tom_roush/pdfbox/contentstream/operator/text/M
oveText.java 
com/tom_roush/pdfbox/cos/COSDocument.java 
com/tom_roush/pdfbox/cos/COSStream.java 
com/tom_roush/pdfbox/cos/COSString.java 
com/tom_roush/pdfbox/filter/ASCIIHexFilter.java 
com/tom_roush/pdfbox/filter/Filter.java 
com/tom_roush/pdfbox/filter/FlateFilter.java 
com/tom_roush/pdfbox/filter/LZWFilter.java 
com/tom_roush/pdfbox/filter/RunLengthDecodeFilter.ja
va 
com/tom_roush/pdfbox/io/IOUtils.java 
com/tom_roush/pdfbox/io/ScratchFile.java 
com/tom_roush/pdfbox/io/ScratchFileBuffer.java 
com/tom_roush/pdfbox/multipdf/LayerUtility.java 
com/tom_roush/pdfbox/multipdf/PDFMergerUtility.java 
com/tom_roush/pdfbox/pdfparser/BaseParser.java 
com/tom_roush/pdfbox/pdfparser/COSParser.java 
com/tom_roush/pdfbox/pdfparser/FDFParser.java 
com/tom_roush/pdfbox/pdfparser/PDFObjectStreamPar
ser.java 
com/tom_roush/pdfbox/pdfparser/PDFParser.java 
com/tom_roush/pdfbox/pdfparser/PDFStreamParser.jav
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a 
com/tom_roush/pdfbox/pdfparser/XrefTrailerResolver.ja
va 
com/tom_roush/pdfbox/pdfwriter/COSWriter.java 
com/tom_roush/pdfbox/pdmodel/PDDocument.java 
com/tom_roush/pdfbox/pdmodel/PDPage.java 
com/tom_roush/pdfbox/pdmodel/PDPageContentStrea
m.java 
com/tom_roush/pdfbox/pdmodel/common/PDNameTre
eNode.java 
com/tom_roush/pdfbox/pdmodel/common/PDNumberT
reeNode.java 
com/tom_roush/pdfbox/pdmodel/common/function/PD
FunctionType0.java 
com/tom_roush/pdfbox/pdmodel/documentinterchange
/logicalstructure/PDStructureTreeRoot.java 
com/tom_roush/pdfbox/pdmodel/documentinterchange
/taggedpdf/StandardStructureTypes.java 
com/tom_roush/pdfbox/pdmodel/encryption/SecurityHa
ndler.java 
com/tom_roush/pdfbox/pdmodel/encryption/StandardS
ecurityHandler.java 
com/tom_roush/pdfbox/pdmodel/fdf/FDFAnnotation.jav
a 
com/tom_roush/pdfbox/pdmodel/fdf/FDFAnnotationFre
eText.java 
com/tom_roush/pdfbox/pdmodel/fdf/FDFAnnotationInk.
java 
com/tom_roush/pdfbox/pdmodel/fdf/FDFAnnotationPol
ygon.java 
com/tom_roush/pdfbox/pdmodel/fdf/FDFAnnotationPol
yline.java 
com/tom_roush/pdfbox/pdmodel/fdf/FDFDictionary.java
com/tom_roush/pdfbox/pdmodel/font/FileSystemFontPr
ovider.java 
com/tom_roush/pdfbox/pdmodel/font/FontMapperImpl.
java 
com/tom_roush/pdfbox/pdmodel/font/PDCIDFontType0
.java 
com/tom_roush/pdfbox/pdmodel/font/PDCIDFontType2
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.java 
com/tom_roush/pdfbox/pdmodel/font/PDCIDFontType2
Embedder.java 
com/tom_roush/pdfbox/pdmodel/font/PDFont.java 
com/tom_roush/pdfbox/pdmodel/font/PDFontFactory.ja
va 
com/tom_roush/pdfbox/pdmodel/font/PDSimpleFont.ja
va 
com/tom_roush/pdfbox/pdmodel/font/PDTrueTypeFont.
java 
com/tom_roush/pdfbox/pdmodel/font/PDType0Font.jav
a 
com/tom_roush/pdfbox/pdmodel/font/PDType1CFont.ja
va 
com/tom_roush/pdfbox/pdmodel/font/PDType1Font.jav
a 
com/tom_roush/pdfbox/pdmodel/font/PDType3Font.jav
a 
com/tom_roush/pdfbox/pdmodel/font/encoding/GlyphL
ist.java 
com/tom_roush/pdfbox/pdmodel/graphics/color/PDCol
orSpace.java 
com/tom_roush/pdfbox/pdmodel/graphics/color/PDDev
iceGray.java 
com/tom_roush/pdfbox/pdmodel/graphics/color/PDDev
iceRGB.java 
com/tom_roush/pdfbox/pdmodel/graphics/image/Lossl
essFactory.java 
com/tom_roush/pdfbox/pdmodel/graphics/image/PDIm
ageXObject.java 
com/tom_roush/pdfbox/pdmodel/graphics/image/Samp
ledImageReader.java 
com/tom_roush/pdfbox/pdmodel/graphics/state/PDSoft
Mask.java 
com/tom_roush/pdfbox/pdmodel/interactive/annotation
/PDAnnotation.java 
com/tom_roush/pdfbox/pdmodel/interactive/digitalsign
ature/visible/PDFTemplateCreator.java 
com/tom_roush/pdfbox/pdmodel/interactive/digitalsign
ature/visible/PDVisibleSigBuilder.java 
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com/tom_roush/pdfbox/pdmodel/interactive/form/Appe
aranceGeneratorHelper.java 
com/tom_roush/pdfbox/pdmodel/interactive/form/PDAc
roForm.java 
com/tom_roush/pdfbox/pdmodel/interactive/form/PDN
onTerminalField.java 
com/tom_roush/pdfbox/pdmodel/interactive/form/PDSi
gnatureField.java 
com/tom_roush/pdfbox/rendering/CIDType0Glyph2D.ja
va 
com/tom_roush/pdfbox/rendering/PageDrawer.java 
com/tom_roush/pdfbox/rendering/TTFGlyph2D.java 
com/tom_roush/pdfbox/rendering/Type1Glyph2D.java 
com/tom_roush/pdfbox/text/LegacyPDFStreamEngine.ja
va 
com/tom_roush/pdfbox/text/PDFTextStripper.java 
com/tom_roush/pdfbox/text/TextPosition.java 
com/united/mobile/android/bagtracking/ui/bagissues/su
bmitclaim/baginfo/lostbagadditem/AddItemViewModel.j
ava 
com/united/mobile/android/booking/location/GpsUtils.j
ava 
com/united/mobile/android/booking/ui/LogTimeHelper.j
ava 
com/united/mobile/android/booking/ui/emailinput/Boo
kingEmailInputViewModel.java 
com/united/mobile/android/booking/ui/employeeRes/b
ookingempflightdetails/BookingEmpFlightDetailsFragme
nt$observeFlights$1.java 
com/united/mobile/android/booking/ui/employeeRes/re
viewtrip/ReviewTripViewModel$bookingConfirmationAPI
$1.java 
com/united/mobile/android/booking/ui/employeeRes/re
viewtrip/ReviewTripViewModel$callBookingAlertAPI$1.ja
va 
com/united/mobile/android/booking/ui/employeeRes/re
viewtrip/ReviewTripViewModel$callBookingTripsAPI$1.ja
va 
com/united/mobile/android/booking/ui/emptravelerpas
stype/EmpTravelerPassTypeViewModel.java 
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com/united/mobile/android/booking/ui/fsrRedesign/fsr/
RedesignFlightSearchResultViewModel.java 
com/united/mobile/android/checkin/ui/main/rtd/CheckI
nAddLapInfantViewModel.java 
com/united/mobile/android/commonsearch/ui/geolocati
on/GpsUtils.java 
com/united/mobile/android/commonui/view/commonw
ebview/UACommonWebView.java 
com/united/mobile/android/commonui/view/commonw
ebview/chase/ChasePdfViewerHelper.java 
com/united/mobile/android/commonui/view/seatmap/u
i/seatmapmain/SeatMapView.java 
com/united/mobile/android/entertainment/utils/Provisi
oningManager$init$1.java 
com/united/mobile/android/game/ui/fsim/GameMainAc
tivity.java 
com/united/mobile/android/game/ui/santassleigh/Game
SantaActivity.java 
com/united/mobile/android/homescreen/ui/travelcenter
/landingpagesv2/TRCV2LandingPageViewModel.java 
com/united/mobile/android/logging/UALoggerDebug.jav
a 
com/united/mobile/android/payment/ui/paymentbase/P
aymentBaseFragment.java 
com/united/mobile/android/reservation/comm/ReceiptC
ommunicationHelper.java 
com/united/mobile/android/reservation/ui/upgradecabi
n/UpgradeSegmentItem.java 
com/united/mobile/android/reservation/ui/upgradecabi
n/storefront/UpgradeStoreFrontFlightRecyclerViewAdapt
er.java 
com/united/mobile/android/reservation/ui/upgradecabi
n/storefront/UpgradeStoreFrontFragment.java 
com/united/mobile/android/reservation/ui/upgradecabi
n/upgradereview/UpgradeReviewFragment.java 
com/united/mobile/android/unifiedplayer/model/DateD
eserializer.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/UnifiedPlayer.java 
com/united/mobile/android/unifiedplayer/repository/un
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ifiedplayer/UnifiedPlayerActivity.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/controller/VideoControllerView.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/controller/ViewGestureListener.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/debug/DebugLogReader.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/debug/Utils.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/utils/Ad.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/utils/EmailUtil.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/utils/JSONUtil.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/utils/VastUtil.java 
com/usebutton/sdk/DropinButton.java 
com/usebutton/sdk/InteractiveButton.java 
com/usebutton/sdk/action/ActionQuery.java 
com/usebutton/sdk/internal/ActionPerformer.java 
com/usebutton/sdk/internal/AuthChallengeActivity.java 
com/usebutton/sdk/internal/AuthChallengePresenter.jav
a 
com/usebutton/sdk/internal/BaseCardActivity.java 
com/usebutton/sdk/internal/ButtonPrivate.java 
com/usebutton/sdk/internal/GroupedInventoryCardActiv
ity.java 
com/usebutton/sdk/internal/InstallCardActivity.java 
com/usebutton/sdk/internal/PostInstaller.java 
com/usebutton/sdk/internal/RestrictedDomainManager.j
ava 
com/usebutton/sdk/internal/SingleProductCardActivity.ja
va 
com/usebutton/sdk/internal/UrlActionResponseHandler.j
ava 
com/usebutton/sdk/internal/WebViewActivity.java 
com/usebutton/sdk/internal/api/ActionCache.java 
com/usebutton/sdk/internal/api/ButtonApi.java 
com/usebutton/sdk/internal/api/Http.java 
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com/usebutton/sdk/internal/api/RequestShepherd.java 
com/usebutton/sdk/internal/api/models/BodyDTO.java 
com/usebutton/sdk/internal/base/BasePresenter.java 
com/usebutton/sdk/internal/browser/BrowserWebChro
meClient.java 
com/usebutton/sdk/internal/browser/BrowserWebClient
.java 
com/usebutton/sdk/internal/commands/AuthChallengeP
ostbackCommand.java 
com/usebutton/sdk/internal/commands/AuthenticatedC
ommand.java 
com/usebutton/sdk/internal/commands/GetLinksComm
and.java 
com/usebutton/sdk/internal/commands/GetPromotions
Command.java 
com/usebutton/sdk/internal/commands/PostEventsCom
mand.java 
com/usebutton/sdk/internal/commands/UpdateCustom
erCommand.java 
com/usebutton/sdk/internal/core/ApplicationHooks.java
com/usebutton/sdk/internal/core/CommandExecutor.jav
a 
com/usebutton/sdk/internal/core/InvalidSessionHandler.
java 
com/usebutton/sdk/internal/core/LoggingHandler.java 
com/usebutton/sdk/internal/core/Storage.java 
com/usebutton/sdk/internal/events/DatabaseStore.java 
com/usebutton/sdk/internal/events/EventTracker.java 
com/usebutton/sdk/internal/events/SyncManager.java 
com/usebutton/sdk/internal/models/AppAction.java 
com/usebutton/sdk/internal/models/AssetCollection.java
com/usebutton/sdk/internal/models/BaseEntity.java 
com/usebutton/sdk/internal/models/UrlMatcher.java 
com/usebutton/sdk/internal/purchasepath/autofill/Autof
illModel.java 
com/usebutton/sdk/internal/receivers/InstallNotification
Receiver.java 
com/usebutton/sdk/internal/receivers/LocaleChangedRe
ceiver.java 
com/usebutton/sdk/internal/secure/SecureCrypto.java 

NO ISSUE SEVERITY STANDARDS FILES



com/usebutton/sdk/internal/secure/SecureKeyStore.java
com/usebutton/sdk/internal/secure/SecureStore.java 
com/usebutton/sdk/internal/user/UserProfile.java 
com/usebutton/sdk/internal/util/ButtonLog.java 
com/usebutton/sdk/internal/util/ButtonUtil.java 
com/usebutton/sdk/internal/util/DebugProxy.java 
com/usebutton/sdk/internal/util/DiskLink.java 
com/usebutton/sdk/internal/util/IdentifierForAdvertiserP
rovider.java 
com/usebutton/sdk/internal/util/JsonBuilder.java 
com/usebutton/sdk/internal/util/MemoryLink.java 
com/usebutton/sdk/internal/util/PackageObserver.java 
com/usebutton/sdk/internal/util/ResourceLink.java 
com/usebutton/sdk/internal/util/SafeSimpleDateFormat.
java 
com/usebutton/sdk/internal/util/StopWatch.java 
com/usebutton/sdk/internal/util/ViewUtils.java 
com/usebutton/sdk/internal/views/DropinPresenter.java
com/usebutton/sdk/internal/views/HumbleViewPager.ja
va 
com/usebutton/sdk/internal/views/LazyByteBitmapDra
wable.java 
com/usebutton/sdk/internal/views/PagerIndicator.java 
com/usebutton/sdk/internal/views/PopupWebView.java 
com/usebutton/sdk/internal/views/RatioViewPager.java 
com/usebutton/sdk/internal/views/interactive/BaseInve
ntoryAdapter.java 
com/usebutton/sdk/internal/web/ButtonJavascriptInterfa
ce.java 
cz/msebera/android/httpclient/extras/HttpClientAndroid
Log.java 
cz/msebera/android/httpclient/extras/PRNGFixes.java 
cz/msebera/android/httpclient/impl/conn/DefaultClientC
onnection.java 
de/mindpipe/android/logging/log4j/LogCatAppender.jav
a 
de/mindpipe/android/logging/log4j/LogConfigurator.jav
a 
favlyueojqsghwy/ivvvvi.java 
jumio/core/a.java 

NO ISSUE SEVERITY STANDARDS FILES



jumio/core/b0.java 
jumio/core/c.java 
jumio/core/d1.java 
jumio/core/g1.java 
jumio/core/p0.java 
jumio/core/q0.java 
jumio/core/r.java 
jumio/core/u0.java 
jumio/core/x0.java 
jumio/lf/a.java 
jumio/mrz/a.java 
jumio/mrz/c.java 
org/cocos2dx/lib/Cocos2dxActivity.java 
org/cocos2dx/lib/Cocos2dxAudioFocusManager.java 
org/cocos2dx/lib/Cocos2dxBitmap.java 
org/cocos2dx/lib/Cocos2dxEditBoxHelper.java 
org/cocos2dx/lib/Cocos2dxGLSurfaceView.java 
org/cocos2dx/lib/Cocos2dxHelper.java 
org/cocos2dx/lib/Cocos2dxHttpURLConnection.java 
org/cocos2dx/lib/Cocos2dxLocalStorage.java 
org/cocos2dx/lib/Cocos2dxMusic.java 
org/cocos2dx/lib/Cocos2dxReflectionHelper.java 
org/cocos2dx/lib/Cocos2dxSound.java 
org/cocos2dx/lib/Cocos2dxVideoView.java 
org/cocos2dx/lib/Cocos2dxWebView.java 
org/cocos2dx/lib/DataTaskHandler.java 
org/cocos2dx/lib/FileTaskHandler.java 
org/cocos2dx/lib/HeadTaskHandler.java 
rx/internal/util/IndexedRingBuffer.java 
rx/internal/util/RxRingBuffer.java 
rx/plugins/RxJavaHooks.java 

3
Insecure WebView Implementation.
Execution of user controlled code in
WebView is a critical Security Hole.

warning

CWE: CWE-749: Exposed Dangerous
Method or Function 
OWASP Top 10: M1: Improper
Platform Usage 
OWASP MASVS: MSTG-PLATFORM-7

com/liveperson/infra/messaging_ui/fragment/SecuredFo
rmFragment.java 
com/qualtrics/digital/QualtricsSurveyFragment.java 
com/quantummetric/instrument/av.java 
com/quantummetric/instrument/aw.java 
com/united/mobile/android/commonui/model/common
webview/InteractiveWebView.java 
com/united/mobile/android/commonui/view/commonw
ebview/UACommonWebView.java 
com/united/mobile/android/game/ui/fsim/GameMainAc
tivity.java 
com/united/mobile/android/game/ui/santassleigh/Game
SantaActivity.java 
com/united/mobile/android/game/ui/trivia/implementat
ion/TriviaImplementationFragment.java 
com/uplift/sdk/util/web/BaseWebView.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05h-Testing-Platform-Interaction.md#testing-javascript-execution-in-webviews-mstg-platform-5


4
This App uses SSL certificate pinning
to detect or prevent MITM attacks in
secure communication channel.

secure
OWASP MASVS: MSTG-NETWORK-4

cartrawler/api/common/ServiceFactory.java 
cartrawler/core/di/providers/SimpleDependancyModule
Kt.java 
cartrawler/core/network/RetrofitFactory.java 
com/cartrawler/pay/OkHttpClientManager.java 
com/liveperson/infra/network/http/HttpHandler.java 
com/liveperson/infra/network/socket/SocketWrapperOK
.java 
com/liveperson/infra/utils/PicassoUtils.java 
com/liveperson/infra/utils/TlsUtil.java 
com/locuslabs/sdk/llprivate/LLUtilKt.java 
com/loopj/android/http/MySSLSocketFactory.java 
com/qualtrics/digital/LatencyReportingService.java 
com/qualtrics/digital/SiteInterceptService.java 
com/quantummetric/instrument/as.java 
com/snowplowanalytics/snowplow/internal/emitter/TLS
Arguments.java 
com/united/mobile/android/dataio/networking/RetrofitS
erviceFactory.java 
com/united/mobile/android/reservation/service/shareTri
p/ShareTripRetrofit.java 
com/uplift/sdk/data/d.java 
cz/msebera/android/httpclient/conn/ssl/SSLContextBuild
er.java 
favlyueojqsghwy/ivvvvi.java 
jumio/core/a.java 
org/cocos2dx/lib/Cocos2dxHttpURLConnection.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05g-Testing-Network-Communication.md#testing-custom-certificate-stores-and-certificate-pinning-mstg-network-4


5
App can read/write to External
Storage. Any App can read data
written to External Storage.

warning

CWE: CWE-276: Incorrect Default
Permissions 
OWASP Top 10: M2: Insecure Data
Storage 
OWASP MASVS: MSTG-STORAGE-2

com/ideanovatech/android/utils/i.java 
com/inmobile/oowwoo.java 
com/mapbox/mapboxsdk/storage/FileSource.java 
com/microblink/blinkcard/util/FileLog.java 
com/united/mobile/android/bagtracking/repository/filep
review/FilePreviewRepositoryImpl$convertUriToBitmap$
3$1.java 
com/united/mobile/android/bagtracking/utility/Fragmen
tUtilsKt.java 
com/united/mobile/android/commonui/view/commonw
ebview/chase/ChasePdfViewerHelper.java 
com/united/mobile/android/homescreen/util/FilePrevie
wUtilKt.java 
com/united/mobile/android/homescreen/util/TravelCent
erUtilsKt.java 
com/united/mobile/android/reservation/comm/ReceiptC
ommunicationHelper.java 
com/united/mobile/android/reservation/util/ImageUtilsK
t.java 
com/united/mobile/android/reservation/util/ProfileView
UtilsKt.java 
org/cocos2dx/lib/Cocos2dxHelper.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#external-storage


6
App creates temp file. Sensitive
information should never be written
into a temp file.

warning

CWE: CWE-276: Incorrect Default
Permissions 
OWASP Top 10: M2: Insecure Data
Storage 
OWASP MASVS: MSTG-STORAGE-2

com/journeyapps/barcodescanner/CaptureManager.java
com/liveperson/infra/utils/AndroidFrameworkUtils.java 
com/loopj/android/http/FileAsyncHttpResponseHandler.j
ava 
com/tom_roush/pdfbox/io/RandomAccessBufferedFileIn
putStream.java 
com/tom_roush/pdfbox/io/ScratchFile.java 
com/united/mobile/android/bagtracking/repository/filep
review/FilePreviewRepositoryImpl$convertUriToBitmap$
3$1.java 
com/united/mobile/android/bagtracking/utility/Fragmen
tUtilsKt.java 
com/united/mobile/android/booking/ui/exploredestinati
ons/shopbyimage/ShopByImageFragment.java 
com/united/mobile/android/homescreen/util/FilePrevie
wUtilKt.java 
com/united/mobile/android/homescreen/util/TravelCent
erUtilsKt.java 
com/united/mobile/android/reservation/util/ImageUtilsK
t.java 
com/united/mobile/android/reservation/util/ProfileView
UtilsKt.java 

7

This App copies data to clipboard.
Sensitive data should not be copied
to clipboard as other applications can
access it.

info
OWASP MASVS: MSTG-STORAGE-10

cartrawler/core/ui/modules/bookings/manageBooking/B
ookingDetailsView.java 
com/appsamurai/storyly/storylypresenter/storylylayer/f
1.java 
com/liveperson/infra/messaging_ui/fragment/Conversati
onFragment.java 
com/united/mobile/android/booking/ui/bookingmain/sh
op/BookingMainFragment.java 
com/united/mobile/android/homescreen/ui/hamburger
menu/HamburgerMenuViewType.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04b-Mobile-App-Security-Testing.md#clipboard


8
App can write to App Directory.
Sensitive Information should be
encrypted.

info
CWE: CWE-276: Incorrect Default
Permissions 
OWASP MASVS: MSTG-STORAGE-14

cartrawler/core/data/Settings.java 
cartrawler/core/di/providers/AppModule.java 
com/locuslabs/sdk/llprivate/LLSharedPreferences.java 
com/united/mobile/android/booking/repository/request
/ModelRepositoryImpl.java 
com/united/mobile/android/checkin/repository/ModelR
epositoryImpl.java 
com/united/mobile/android/game/repository/GameCent
erPreferences.java 
com/united/mobile/android/payment/comm/PaymentS
haredRepositoryImpl.java 
com/united/mobile/android/reservation/repository/requ
est/ModelRepositoryImpl.java 
com/united/mobile/android/util/ModuleResourceManag
er.java 
com/united/mobile/android/widget/tripCountDown/Trip
CountDownWidgetRepository.java 
com/uplift/sdk/util/c.java 

9

The App uses ECB mode in
Cryptographic encryption algorithm.
ECB mode is known to be weak as it
results in the same ciphertext for
identical blocks of plaintext.

high

CWE: CWE-327: Use of a Broken or
Risky Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-2

com/tom_roush/pdfbox/pdmodel/encryption/StandardS
ecurityHandler.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-block-cipher-mode


10
The App uses an insecure Random
Number Generator.

warning

CWE: CWE-330: Use of Insufficiently
Random Values 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-6

com/akamai/botman/h.java 
com/appsamurai/storyly/util/animation/c.java 
com/appsamurai/storyly/util/animation/emitters/c.java 
com/appsamurai/storyly/util/animation/modules/a.java 
com/appsamurai/storyly/util/animation/modules/b.java 
com/ideanovatech/android/vast/AdScheduler.java 
com/jumio/commons/obfuscate/StringDeobfuscator.jav
a 
com/loopj/android/http/SimpleMultipartEntity.java 
com/qualtrics/digital/SamplingUtil.java 
cz/msebera/android/httpclient/entity/mime/MultipartEnt
ityBuilder.java 
favlyueojqsghwy/iviivi.java 
favlyueojqsghwy/maaaaa.java 

11

App uses SQLite Database and
execute raw SQL query. Untrusted
user input in raw SQL queries can
cause SQL Injection. Also sensitive
information should be encrypted and
written to the database.

warning

CWE: CWE-89: Improper
Neutralization of Special Elements
used in an SQL Command ('SQL
Injection') 
OWASP Top 10: M7: Client Code
Quality

com/inmobile/MeshDBHelper.java 
com/kochava/base/d.java 
com/liveperson/infra/database/DBUtilities.java 
com/liveperson/infra/database/DatabaseManager.java 
com/liveperson/infra/database/tables/ConversationsTabl
e.java 
com/liveperson/infra/database/tables/FilesTable.java 
com/liveperson/infra/database/tables/MessagesTable.ja
va 
com/snowplowanalytics/snowplow/internal/emitter/stor
age/EventStoreHelper.java 
com/usebutton/sdk/internal/events/DatabaseStore.java 
org/cocos2dx/lib/Cocos2dxLocalStorage.java 

12
Debug configuration enabled.
Production builds must not be
debuggable.

high

CWE: CWE-919: Weaknesses in
Mobile Applications 
OWASP Top 10: M1: Improper
Platform Usage 
OWASP MASVS: MSTG-RESILIENCE-2

com/united/ualcryption/BuildConfig.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-random-number-generators
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04h-Testing-Code-Quality.md#injection-flaws-mstg-arch-2-and-mstg-platform-2
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04c-Tampering-and-Reverse-Engineering.md#debugging-and-tracing


13
Remote WebView debugging is
enabled.

high

CWE: CWE-919: Weaknesses in
Mobile Applications 
OWASP Top 10: M1: Improper
Platform Usage 
OWASP MASVS: MSTG-RESILIENCE-2

com/united/mobile/android/game/ui/fsim/GameMainAc
tivity.java 
com/united/mobile/android/game/ui/santassleigh/Game
SantaActivity.java 

14

Insecure Implementation of SSL.
Trusting all the certificates or
accepting self signed certificates is a
critical Security Hole. This application
is vulnerable to MITM attacks

high

CWE: CWE-295: Improper Certificate
Validation 
OWASP Top 10: M3: Insecure
Communication 
OWASP MASVS: MSTG-NETWORK-3

com/loopj/android/http/MySSLSocketFactory.java 
cz/msebera/android/httpclient/conn/ssl/SSLConnectionS
ocketFactory.java 
cz/msebera/android/httpclient/conn/ssl/SSLSocketFactor
y.java 

15
MD5 is a weak hash known to have
hash collisions.

warning

CWE: CWE-327: Use of a Broken or
Risky Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-4

com/appsamurai/storyly/data/local/a.java 
com/ideanovatech/android/utils/SecurityUtil.java 
com/tom_roush/pdfbox/pdfwriter/COSWriter.java 
com/tom_roush/pdfbox/pdmodel/encryption/MessageD
igests.java 
com/usebutton/sdk/internal/secure/SecureKeyStore.java
com/usebutton/sdk/internal/util/ButtonUtil.java 
cz/msebera/android/httpclient/impl/auth/NTLMEngineI
mpl.java 

16
SHA-1 is a weak hash known to have
hash collisions.

warning

CWE: CWE-327: Use of a Broken or
Risky Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-4

com/tom_roush/pdfbox/pdmodel/encryption/MessageD
igests.java 
cz/msebera/android/httpclient/extras/PRNGFixes.java 
cz/msebera/android/httpclient/impl/auth/NTLMEngineI
mpl.java 
cz/msebera/android/httpclient/impl/client/cache/BasicId
Generator.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04c-Tampering-and-Reverse-Engineering.md#debugging-and-tracing
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05g-Testing-Network-Communication.md#android-network-apis
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4


17

The App uses the encryption mode
CBC with PKCS5/PKCS7 padding. This
configuration is vulnerable to
padding oracle attacks.

high

CWE: CWE-649: Reliance on
Obfuscation or Encryption of
Security-Relevant Inputs without
Integrity Checking 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-3

com/akamai/botman/ac.java 
com/nimbusds/jose/crypto/impl/AESCBC.java 
com/nimbusds/jose/jca/JCASupport.java 
com/quantummetric/instrument/ab.java 
com/tom_roush/pdfbox/pdmodel/encryption/SecurityHa
ndler.java 

18
This App may have root detection
capabilities.

secure
OWASP MASVS: MSTG-RESILIENCE-1

com/ideanovatech/android/utils/SecurityUtil.java 
com/kochava/base/c.java 
com/united/mobile/android/unifiedplayer/repository/un
ifiedplayer/UnifiedPlayerActivity.java 

19
The file or SharedPreference is World
Writable. Any App can write to the file

high

CWE: CWE-276: Incorrect Default
Permissions 
OWASP Top 10: M2: Insecure Data
Storage 
OWASP MASVS: MSTG-STORAGE-2

com/kochava/base/d.java 
com/united/mobile/android/entertainment/repository/s
haredpreferences/SharedPreferencesRepositoryImpl.java

20 IP Address disclosure warning
CWE: CWE-200: Information
Exposure 
OWASP MASVS: MSTG-CODE-2

com/nimbusds/jose/jwk/Curve.java 
cz/msebera/android/httpclient/conn/params/ConnRoute
Params.java 

21 Weak Encryption algorithm used high

CWE: CWE-327: Use of a Broken or
Risky Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient
Cryptography 
OWASP MASVS: MSTG-CRYPTO-4

cz/msebera/android/httpclient/impl/auth/NTLMEngineI
mpl.java 

NO ISSUE SEVERITY STANDARDS FILES

 SHARED LIBRARY BINARY ANALYSIS

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#testing-local-storage-for-sensitive-data-mstg-storage-1-and-mstg-storage-2
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4


NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED

1 x86/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.



2 x86/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



3 x86/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



4 x86/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



5 x86/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



6 x86/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



7 x86/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



8 arm64-v8a/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



9 arm64-v8a/libaleInterface.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__vsprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



10 arm64-v8a/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



11 arm64-v8a/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__vsnprintf_chk',
'__strlen_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



12 arm64-v8a/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



13 arm64-v8a/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



14
arm64-
v8a/libJVCardFindJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



15 arm64-v8a/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

False 
high 
This binary
does not
have a stack
canary value
added to the
stack. Stack
canaries are
used to
detect and
prevent
exploits from
overwriting
return
address. Use
the option -
fstack-
protector-all
to enable
stack
canaries. Not
applicable
for
Dart/Flutter
libraries
unless Dart
FFI is used.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



16 arm64-v8a/libJVImgJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



17 arm64-v8a/libJVCoreJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



18 arm64-v8a/libJVMrzJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__memmove_chk',
'__memcpy_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



19 arm64-v8a/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsnprintf_chk',
'__strlen_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



20 arm64-v8a/libJVCore.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memset_chk',
'__memcpy_chk',
'__strlen_chk',
'__memmove_chk',
'__fgets_chk',
'__strcpy_chk',
'__strrchr_chk',
'__vsprintf_chk',
'__strchr_chk',
'__strcat_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



21 arm64-v8a/libMyGame.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__strrchr_chk',
'__FD_SET_chk',
'__memcpy_chk',
'__memset_chk',
'__FD_CLR_chk',
'__FD_ISSET_chk',
'__vsnprintf_chk',
'__strcat_chk',
'__strncpy_chk',
'__memmove_chk',
'__vsprintf_chk',
'__read_chk',
'__strcpy_chk',
'__strchr_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



22 armeabi-v7a/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



23
armeabi-
v7a/libaleInterface.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



24 armeabi-v7a/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



25
armeabi-
v7a/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



26 armeabi-v7a/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



27 armeabi-v7a/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



28
armeabi-
v7a/libJVCardFindJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



29 armeabi-v7a/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



30 armeabi-v7a/libJVImgJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



31 armeabi-v7a/libJVCoreJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



32 armeabi-v7a/libJVMrzJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__memmove_chk',
'__memcpy_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



33 armeabi-v7a/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



34 armeabi-v7a/libJVCore.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memset_chk',
'__memcpy_chk',
'__strlen_chk',
'__memmove_chk',
'__fgets_chk',
'__strcpy_chk',
'__strrchr_chk',
'__vsprintf_chk',
'__strchr_chk',
'__strcat_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



35 x86_64/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



36 x86_64/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



37 x86_64/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memmove_chk',
'__strlen_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



38 x86_64/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



39 x86_64/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



40 x86_64/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

False 
high 
This binary
does not
have a stack
canary value
added to the
stack. Stack
canaries are
used to
detect and
prevent
exploits from
overwriting
return
address. Use
the option -
fstack-
protector-all
to enable
stack
canaries. Not
applicable
for
Dart/Flutter
libraries
unless Dart
FFI is used.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



41 x86_64/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsnprintf_chk',
'__strlen_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



42 x86/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



43 x86/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



44 x86/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



45 x86/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



46 x86/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



47 x86/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



48 x86/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



49 arm64-v8a/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



50 arm64-v8a/libaleInterface.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__vsprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



51 arm64-v8a/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



52 arm64-v8a/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__vsnprintf_chk',
'__strlen_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



53 arm64-v8a/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



54 arm64-v8a/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



55
arm64-
v8a/libJVCardFindJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



56 arm64-v8a/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

False 
high 
This binary
does not
have a stack
canary value
added to the
stack. Stack
canaries are
used to
detect and
prevent
exploits from
overwriting
return
address. Use
the option -
fstack-
protector-all
to enable
stack
canaries. Not
applicable
for
Dart/Flutter
libraries
unless Dart
FFI is used.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



57 arm64-v8a/libJVImgJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



58 arm64-v8a/libJVCoreJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



59 arm64-v8a/libJVMrzJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__memmove_chk',
'__memcpy_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



60 arm64-v8a/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsnprintf_chk',
'__strlen_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



61 arm64-v8a/libJVCore.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memset_chk',
'__memcpy_chk',
'__strlen_chk',
'__memmove_chk',
'__fgets_chk',
'__strcpy_chk',
'__strrchr_chk',
'__vsprintf_chk',
'__strchr_chk',
'__strcat_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



62 arm64-v8a/libMyGame.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__strrchr_chk',
'__FD_SET_chk',
'__memcpy_chk',
'__memset_chk',
'__FD_CLR_chk',
'__FD_ISSET_chk',
'__vsnprintf_chk',
'__strcat_chk',
'__strncpy_chk',
'__memmove_chk',
'__vsprintf_chk',
'__read_chk',
'__strcpy_chk',
'__strchr_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



63 armeabi-v7a/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



64
armeabi-
v7a/libaleInterface.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



65 armeabi-v7a/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



66
armeabi-
v7a/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



67 armeabi-v7a/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



68 armeabi-v7a/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



69
armeabi-
v7a/libJVCardFindJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



70 armeabi-v7a/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



71 armeabi-v7a/libJVImgJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



72 armeabi-v7a/libJVCoreJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



73 armeabi-v7a/libJVMrzJava.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__memmove_chk',
'__memcpy_chk',
'__memset_chk',
'__vsprintf_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



74 armeabi-v7a/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



75 armeabi-v7a/libJVCore.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memset_chk',
'__memcpy_chk',
'__strlen_chk',
'__memmove_chk',
'__fgets_chk',
'__strcpy_chk',
'__strrchr_chk',
'__vsprintf_chk',
'__strchr_chk',
'__strcat_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



76 x86_64/libnative-lib.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



77 x86_64/libcpuinfo.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



78 x86_64/libc++_shared.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memmove_chk',
'__strlen_chk',
'__vsnprintf_chk',
'__read_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



79 x86_64/libBlinkCard.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__strlen_chk',
'__vsnprintf_chk',
'__read_chk',
'__memmove_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



80 x86_64/libLIB-v.4.3.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



81 x86_64/libnode.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

False 
high 
This binary
does not
have a stack
canary value
added to the
stack. Stack
canaries are
used to
detect and
prevent
exploits from
overwriting
return
address. Use
the option -
fstack-
protector-all
to enable
stack
canaries. Not
applicable
for
Dart/Flutter
libraries
unless Dart
FFI is used.

No RELRO 
high 
This shared
object does
not have
RELRO
enabled. The
entire GOT
(.got and
.got.plt both)
are writable.
Without this
compiler
flag, buffer
overflows on
a global
variable can
overwrite
GOT entries.
Use the
option -
z,relro,-
z,now to
enable full
RELRO and
only -z,relro
to enable
partial
RELRO.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



82 x86_64/libmapbox-gl.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

True 
info 
This binary
has a stack
canary value
added to the
stack so that
it will be
overwritten
by a stack
buffer that
overflows
the return
address. This
allows
detection of
overflows by
verifying the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures that
the GOT
cannot be
overwritten
in vulnerable
ELF binaries.
In Full
RELRO, the
entire GOT
(.got and
.got.plt both)
is marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

True 
info 
The binary has the
following fortified
functions:
['__memcpy_chk',
'__memmove_chk',
'__memset_chk',
'__vsnprintf_chk',
'__strlen_chk']

False 
warning 
Symbols are
available.

NO SHARED OBJECT NX
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED

 NIAP ANALYSIS v1.3

NO IDENTIFIER REQUIREMENT FEATURE DESCRIPTION

 ABUSED PERMISSIONS



TYPE MATCHES PERMISSIONS

Malware
Permissions

14/24

android.permission.INTERNET, android.permission.ACCESS_FINE_LOCATION, android.permission.ACCESS_COARSE_LOCATION,
android.permission.SYSTEM_ALERT_WINDOW, android.permission.VIBRATE, android.permission.CAMERA,
android.permission.READ_EXTERNAL_STORAGE, android.permission.WRITE_EXTERNAL_STORAGE,
android.permission.ACCESS_NETWORK_STATE, android.permission.ACCESS_WIFI_STATE, android.permission.WAKE_LOCK,
android.permission.READ_PHONE_STATE, android.permission.RECORD_AUDIO, android.permission.RECEIVE_BOOT_COMPLETED

Other
Common
Permissions

11/45

android.permission.READ_CALENDAR, android.permission.CALL_PHONE, android.permission.FOREGROUND_SERVICE,
android.permission.CHANGE_WIFI_STATE, android.permission.BLUETOOTH, android.permission.BLUETOOTH_ADMIN,
android.permission.MODIFY_AUDIO_SETTINGS, android.permission.FLASHLIGHT, com.google.android.c2dm.permission.RECEIVE,
com.google.android.gms.permission.AD_ID, com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE

Malware Permissions:
Top permissions that are widely abused by known malware. 

Other Common Permissions:
Permissions that are commonly abused by known malware.

 OFAC SANCTIONED COUNTRIES
This app may communicate with the following OFAC sanctioned list of countries.

DOMAIN COUNTRY/REGION

 DOMAIN MALWARE CHECK

DOMAIN STATUS GEOLOCATION



int.vaicore.site
malware
URL: int.vaicore.site IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

int.akisinn.info
malware
URL: int.akisinn.info IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

int.akisinn.site
malware
URL: int.akisinn.site IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

int.dewrain.life
malware
URL: int.dewrain.life IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000


int.vaicore.xyz
malware
URL: int.vaicore.xyz IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

int.vaicore.store
malware
URL: int.vaicore.store IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

int.dewrain.site
malware
URL: int.dewrain.site IP: N/A Description: Malicious Domain tagged by
Maltrail

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

mobiletravelapi.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=34.052231,-118.243683


otares.cartrawler.com ok

IP: 18.192.160.235 
Country: Germany 
Region: Hessen 
City: Frankfurt am Main 
Latitude: 50.115520 
Longitude: 8.684170 
View: Google Map

external-dev-pay.cartrawler.com ok

IP: 212.2.164.19 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

www.bd0064d00640064doowwow.class ok
No Geolocation information
available.

github.com ok

IP: 140.82.114.4 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=50.115520,8.684170
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=37.775700,-122.395203


smartphone-dev.united.com ok

IP: 23.64.181.185 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

192.168.1.3 ok

IP: 192.168.1.3 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

hotels.united.com ok

IP: 23.203.239.209 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

otageo.cartrawler.com ok

IP: 54.185.7.65 
Country: United States of America 
Region: Oregon 
City: Portland 
Latitude: 45.523449 
Longitude: -122.676208 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=45.523449,-122.676208


mobileapi.stage.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

rest.locuslabs.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

api.preprod.aws.united.com ok

IP: 69.192.139.99 
Country: United States of America 
Region: Massachusetts 
City: Cambridge 
Latitude: 42.363598 
Longitude: -71.085205 
View: Google Map

mobile-crash-reports.quantummetric.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=42.363598,-71.085205
http://maps.google.com/maps?q=0.000000,0.000000


mobileapi-qa.united.com ok
No Geolocation information
available.

nodejs.org ok

IP: 104.20.23.46 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

iglucentral.com ok

IP: 16.182.97.93 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.606209 
Longitude: -122.332069 
View: Google Map

shopping.mileageplus.com ok

IP: 52.88.148.56 
Country: United States of America 
Region: Oregon 
City: Portland 
Latitude: 45.523449 
Longitude: -122.676208 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=47.606209,-122.332069
http://maps.google.com/maps?q=45.523449,-122.676208


smartphone.united.com ok

IP: 23.65.40.49 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

apache.org ok

IP: 151.101.2.132 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

www.mastercard.com ok

IP: 23.203.230.17 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

www.tsa.gov ok

IP: 23.38.235.194 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=37.339390,-121.894958


unitedaviate.com ok

IP: 199.119.122.39 
Country: United States of America 
Region: Missouri 
City: Saint Louis 
Latitude: 38.631317 
Longitude: -90.192154 
View: Google Map

developer.android.com ok

IP: 142.251.46.238 
Country: United States of America 
Region: California 
City: Mountain View 
Latitude: 37.405991 
Longitude: -122.078514 
View: Google Map

trk.storyly.io ok

IP: 34.251.140.145 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

exoplayer.dev ok

IP: 185.199.111.153 
Country: United States of America 
Region: Pennsylvania 
City: California 
Latitude: 40.065632 
Longitude: -79.891708 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=38.631317,-90.192154
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=40.065632,-79.891708


int.dewrain.world ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

snowplow.cartrawler.com ok

IP: 63.35.79.198 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

internal-dev.cartrawler.com ok
No Geolocation information
available.

unitedqa.quantummetric.com ok

IP: 34.27.225.224 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.941401 
Longitude: -95.344498 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=29.941401,-95.344498


cars.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

webservices.united.com ok

IP: 12.169.195.52 
Country: United States of America 
Region: California 
City: Cupertino 
Latitude: 37.323002 
Longitude: -122.032181 
View: Google Map

travelhelp.united.com ok

IP: 23.45.12.65 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

10.0.2.2 ok

IP: 10.0.2.2 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=37.323002,-122.032181
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000


1s-app.quantummetric.com ok

IP: 34.27.112.206 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.941401 
Longitude: -95.344498 
View: Google Map

united.quantummetric.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

sndcdpauthservice.ual.com ok

IP: 184.86.106.162 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

mobiletravelapi-stage.united.com ok

IP: 23.45.12.16 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=29.941401,-95.344498
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=34.052231,-118.243683


api.maptiler.com ok

IP: 104.17.87.87 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

db62cod6cnasq.cloudfront.net ok

IP: 18.155.202.87 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

mobileapi-dev.united.com ok
No Geolocation information
available.

location-dev.united.com ok

IP: 69.192.139.100 
Country: United States of America 
Region: Massachusetts 
City: Cambridge 
Latitude: 42.363598 
Longitude: -71.085205 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=42.363598,-71.085205


www.united.com ok

IP: 184.26.130.34 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

apim.cformanalytics.com ok
No Geolocation information
available.

drm.ideanovatech.com ok

IP: 206.81.4.75 
Country: United States of America 
Region: New Jersey 
City: North Bergen 
Latitude: 40.804272 
Longitude: -74.012077 
View: Google Map

www.unitedwifi.com ok

IP: 23.204.249.161 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=40.804272,-74.012077
http://maps.google.com/maps?q=34.052231,-118.243683


m.uplift.com ok

IP: 99.84.238.129 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.774929 
Longitude: -122.419418 
View: Google Map

events.ideanovatech.com ok

IP: 54.147.161.242 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

api.qa.storyly.io ok

IP: 54.170.184.88 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

travelhelp-qa.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=34.052231,-118.243683


united.com ok

IP: 23.197.109.174 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

mobileapi.dev.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileapi.stage.com ok

IP: 165.160.15.20 
Country: United States of America 
Region: Delaware 
City: Wilmington 
Latitude: 39.735779 
Longitude: -75.665703 
View: Google Map

mileageplusx.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=39.735779,-75.665703


twitter.com ok

IP: 104.244.42.129 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.773968 
Longitude: -122.410446 
View: Google Map

rl.quantummetric.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

uniteddigital.iad1.qualtrics.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

www.unitedprivatescreening.com ok

IP: 18.238.192.82 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.773968,-122.410446
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=47.627499,-122.346199


www.openssl.org ok

IP: 34.36.58.177 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.941401 
Longitude: -95.344498 
View: Google Map

demotiles.maplibre.org ok

IP: 104.18.12.114 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

mobiletravelapi-qa.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

control.kochava.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=29.941401,-95.344498
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000


rewardsplus.unitedmileageplus.com ok

IP: 65.8.161.38 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.606209 
Longitude: -122.332069 
View: Google Map

eres.app.auth.united.com ok

IP: 23.45.12.65 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

wfbeta.united.com ok

IP: 23.45.12.16 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

www.example.com ok

IP: 93.184.216.34 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=47.606209,-122.332069
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=39.043720,-77.487488


wifi.inflightinternet.com ok
No Geolocation information
available.

api.qa.aws.united.com ok

IP: 23.45.12.8 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

open.qa.storyly.io ok

IP: 52.31.59.227 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

csmc.qa.api.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=34.052231,-118.243683


cdn.uplift-platform.com ok

IP: 34.236.166.174 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

ft.ual.com ok

IP: 96.7.79.80 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

api.storyly.io ok

IP: 76.223.41.93 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.606209 
Longitude: -122.332069 
View: Google Map

mobileapi.dev.preview.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=47.606209,-122.332069


www.apple.com ok

IP: 23.204.249.243 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

app.usebutton.com ok

IP: 34.208.81.164 
Country: United States of America 
Region: Oregon 
City: Portland 
Latitude: 45.523449 
Longitude: -122.676208 
View: Google Map

smartphone-preprod.united.com ok

IP: 23.64.181.185 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

marketplace.locuslabs.com ok

IP: 18.155.192.48 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=45.523449,-122.676208
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=47.627499,-122.346199


mobileapi-preprod.united.com ok
No Geolocation information
available.

www.theexplorercard.com ok

IP: 159.53.117.170 
Country: United States of America 
Region: New York 
City: New York City 
Latitude: 40.705376 
Longitude: -74.008949 
View: Google Map

open.storyly.io ok

IP: 13.248.169.71 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

api.dev.aws.united.com ok

IP: 23.45.12.50 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=40.705376,-74.008949
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=34.052231,-118.243683


smartphone-preview.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

token.api.kochava.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

ad.doubleclick.net ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

s.mobileapi.usebutton.com ok

IP: 54.244.86.188 
Country: United States of America 
Region: Oregon 
City: Portland 
Latitude: 45.523449 
Longitude: -122.676208 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=45.523449,-122.676208


click.enews.united.com ok

IP: 128.245.151.164 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.788464 
Longitude: -122.394608 
View: Google Map

journeyapps.com ok

IP: 108.139.10.80 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.606209 
Longitude: -122.332069 
View: Google Map

m.mpdining.rewardsnetwork.com ok
No Geolocation information
available.

mobiletravelapi-dev.united.com ok
No Geolocation information
available.

apps.mapbox.com ok

IP: 13.227.74.125 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.774929 
Longitude: -122.419418 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.788464,-122.394608
http://maps.google.com/maps?q=47.606209,-122.332069
http://maps.google.com/maps?q=37.774929,-122.419418


www.opentravel.org ok

IP: 104.196.47.36 
Country: United States of America 
Region: South Carolina 
City: North Charleston 
Latitude: 32.888561 
Longitude: -80.007507 
View: Google Map

rarepixels.com ok

IP: 173.247.240.81 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.108696 
Longitude: -118.260590 
View: Google Map

promotions.united.com ok

IP: 23.65.43.87 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

location.united.com ok

IP: 216.136.1.67 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.760900 
Longitude: -95.362503 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=32.888561,-80.007507
http://maps.google.com/maps?q=34.108696,-118.260590
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=29.760900,-95.362503


baltazar.microblink.com ok

IP: 104.22.76.119 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

checkinstage.united.com ok

IP: 23.64.181.185 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileshopapi-qa.united.com ok

IP: 23.65.43.87 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileapi.preprod.cuw.aws.ual.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=34.052231,-118.243683


qa9.united.com ok

IP: 23.64.181.185 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileshopapi-stage.united.com ok

IP: 23.45.12.16 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

smart.link ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

airborne.inflightinternet.com ok
No Geolocation information
available.

services.inflightpanasonic.aero ok
No Geolocation information
available.

airbornemedia.inflightinternet.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=0.000000,0.000000


media.united.com ok

IP: 23.65.39.99 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

play.google.com ok

IP: 142.251.46.238 
Country: United States of America 
Region: California 
City: Mountain View 
Latitude: 37.405991 
Longitude: -122.078514 
View: Google Map

www.googleapis.com ok

IP: 142.251.46.170 
Country: United States of America 
Region: California 
City: Mountain View 
Latitude: 37.405991 
Longitude: -122.078514 
View: Google Map

mobileshopapi.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=34.052231,-118.243683


ns.adobe.com ok
No Geolocation information
available.

play.theq.live ok
No Geolocation information
available.

adroit-nectar-425.firebaseio.com ok

IP: 34.120.160.131 
Country: United States of America 
Region: Missouri 
City: Kansas City 
Latitude: 39.099731 
Longitude: -94.578568 
View: Google Map

apigw.united.com ok

IP: 216.136.1.112 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.760900 
Longitude: -95.362503 
View: Google Map

www.mapbox.com ok

IP: 199.232.192.143 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=39.099731,-94.578568
http://maps.google.com/maps?q=29.760900,-95.362503
http://maps.google.com/maps?q=37.775700,-122.395203


buymiles.mileageplus.com ok

IP: 104.18.36.210 
Country: United States of America 
Region: Texas 
City: Dallas 
Latitude: 32.783058 
Longitude: -96.806671 
View: Google Map

otasecure.cartrawler.com ok

IP: 98.129.166.132 
Country: United States of America 
Region: Texas 
City: Windcrest 
Latitude: 29.499678 
Longitude: -98.399246 
View: Google Map

www.bd0064d00640064dwhiteboxpolicy.class ok
No Geolocation information
available.

aws.qagw.api.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=32.783058,-96.806671
http://maps.google.com/maps?q=29.499678,-98.399246
http://maps.google.com/maps?q=34.052231,-118.243683


www.clearme.com ok

IP: 104.18.39.206 
Country: United States of America 
Region: Texas 
City: Dallas 
Latitude: 32.783058 
Longitude: -96.806671 
View: Google Map

csmc.stage.api.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

cars.cartrawler.com ok

IP: 72.21.91.191 
Country: United States of America 
Region: Nevada 
City: Las Vegas 
Latitude: 36.174969 
Longitude: -115.137222 
View: Google Map

drmlicsrv.inflightinternet.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=32.783058,-96.806671
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=36.174969,-115.137222


liveperson.net ok

IP: 208.89.12.169 
Country: United States of America 
Region: New York 
City: New York City 
Latitude: 40.754997 
Longitude: -73.993462 
View: Google Map

wftest.united.com ok

IP: 216.136.1.76 
Country: United States of America 
Region: Texas 
City: Houston 
Latitude: 29.760900 
Longitude: -95.362503 
View: Google Map

mobiletravelapi.stage.united.com ok
No Geolocation information
available.

www.facebook.com ok

IP: 157.240.22.35 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

location-stage.united.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=40.754997,-73.993462
http://maps.google.com/maps?q=29.760900,-95.362503
http://maps.google.com/maps?q=37.339390,-121.894958


192.168.1.25 ok

IP: 192.168.1.25 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

drm3.ideanovatech.com ok

IP: 206.81.4.75 
Country: United States of America 
Region: New Jersey 
City: North Bergen 
Latitude: 40.804272 
Longitude: -74.012077 
View: Google Map

www.iab.net ok

IP: 104.21.30.69 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

mobileapi.preview.united.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=40.804272,-74.012077
http://maps.google.com/maps?q=37.775700,-122.395203


ct-esdata.cartrawler.com ok

IP: 3.232.242.170 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

tag.cartrawler.com ok

IP: 54.73.26.109 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

ls.inflytxp.net ok
No Geolocation information
available.

s.qualtrics.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

www.bd0064d00640064dinauthenticatelogtype.class ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=0.000000,0.000000


api.prd.aws.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

news.united.com ok

IP: 104.99.239.10 
Country: United States of America 
Region: California 
City: San Jose 
Latitude: 37.339390 
Longitude: -121.894958 
View: Google Map

img.locuslabs.com ok

IP: 18.239.199.76 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

www.cartrawler.com ok

IP: 52.51.196.183 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=37.339390,-121.894958
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=53.343990,-6.267190


external-dev.cartrawler.com ok

IP: 63.33.107.232 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

beta.united.com ok
No Geolocation information
available.

wf.united.com ok

IP: 23.65.40.49 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileapi-preview.united.com ok
No Geolocation information
available.

example.com ok

IP: 93.184.216.34 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=39.043720,-77.487488


ajaxgeo.cartrawler.com ok

IP: 64.12.0.90 
Country: United States of America 
Region: New York 
City: New York City 
Latitude: 40.731323 
Longitude: -73.990089 
View: Google Map

walletservices.united.com ok

IP: 23.204.249.161 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

mobileapi.qa.united.com ok

IP: 23.45.12.59 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

ct-supplierimage.imgix.net ok

IP: 151.101.42.208 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=40.731323,-73.990089
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=37.775700,-122.395203


kvinit-prod.api.kochava.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

ct-errs.cartrawler.com ok

IP: 54.221.251.148 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

www.sdefaultimpl ok
No Geolocation information
available.

schemas.android.com ok
No Geolocation information
available.

smartphone-qa.united.com ok

IP: 23.64.181.185 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=34.052231,-118.243683


mobileapi.united.com ok

IP: 23.65.43.87 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

s-s.s ok
No Geolocation information
available.

eres.app.stage.auth.united.com ok

IP: 23.62.46.142 
Country: Spain 
Region: Madrid, Comunidad de 
City: Madrid 
Latitude: 40.416500 
Longitude: -3.702560 
View: Google Map

cdn.cartrawler.com ok

IP: 34.251.53.17 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=34.052231,-118.243683
http://maps.google.com/maps?q=40.416500,-3.702560
http://maps.google.com/maps?q=53.343990,-6.267190


trk.qa.storyly.io ok

IP: 54.170.184.88 
Country: Ireland 
Region: Dublin 
City: Dublin 
Latitude: 53.343990 
Longitude: -6.267190 
View: Google Map

tracker.flightview.com ok

IP: 52.149.184.19 
Country: United States of America 
Region: Virginia 
City: Washington 
Latitude: 38.713451 
Longitude: -78.159439 
View: Google Map

cdn.quantummetric.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

fonts.googleapis.com ok

IP: 142.251.214.138 
Country: United States of America 
Region: California 
City: Mountain View 
Latitude: 37.405991 
Longitude: -122.078514 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=53.343990,-6.267190
http://maps.google.com/maps?q=38.713451,-78.159439
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=37.405991,-122.078514


smartphone-prod.united.com ok
No Geolocation information
available.

ping.microblink.com ok

IP: 172.67.12.184 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

mobilepassport.us ok

IP: 34.206.255.123 
Country: United States of America 
Region: Virginia 
City: Ashburn 
Latitude: 39.043720 
Longitude: -77.487488 
View: Google Map

s3.amazonaws.com ok

IP: 54.231.233.40 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.774929 
Longitude: -122.419418 
View: Google Map

ufs.ltv ok
No Geolocation information
available.

mobileapi.dev.cuw.aws.ual.com ok
No Geolocation information
available.

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=39.043720,-77.487488
http://maps.google.com/maps?q=37.774929,-122.419418


ct-images.imgix.net ok

IP: 151.101.42.208 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

www.w3.org ok

IP: 104.18.22.19 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

location.api.kochava.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

aws.prdgw.api.united.com ok

IP: 23.45.12.16 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=34.052231,-118.243683


survey.qualtrics.com ok

IP: 0.0.0.0 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

api.mapbox.com ok

IP: 18.238.192.6 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

xml.org ok

IP: 104.239.240.11 
Country: United States of America 
Region: Texas 
City: Windcrest 
Latitude: 29.499678 
Longitude: -98.399246 
View: Google Map

www.acuitybrands.com ok

IP: 13.107.246.69 
Country: Netherlands 
Region: Noord-Holland 
City: Amsterdam 
Latitude: 52.374031 
Longitude: 4.889690 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=29.499678,-98.399246
http://maps.google.com/maps?q=52.374031,4.889690


aws.devgw.api.united.com ok

IP: 23.45.12.16 
Country: United States of America 
Region: California 
City: Los Angeles 
Latitude: 34.052231 
Longitude: -118.243683 
View: Google Map

DOMAIN STATUS GEOLOCATION

 FIREBASE DATABASES

FIREBASE URL DETAILS

https://adroit-nectar-425.firebaseio.com
info
App talks to a Firebase Database.

 EMAILS

EMAIL FILE

devsupport@getgrab.com com/locuslabs/sdk/llprivate/GrabController.java

lynethpeou2003@hotmail.com 
brussell@example.com 

com/united/mobile/android/checkin/utils/CheckInMockDataSource.java

kmjones3@gmail.com com/united/mobile/android/checkin/service/MockCheckInServiceImpl.java

http://maps.google.com/maps?q=34.052231,-118.243683


wifi@united.com com/united/mobile/android/unifiedplayer/repository/unifiedplayer/Constants.java

8rf@oa3.0j99 com/inmobile/iiivvv.java

carhire-excess@axa-assistance.co 
games@united.com 
emailaddress@gmail.com 

Android String Resource

contact@rarepixels.com apktool_out/lib/arm64-v8a/libMyGame.so

contact@rarepixels.com lib/arm64-v8a/libMyGame.so

EMAIL FILE

 TRACKERS

TRACKER CATEGORIES URL

Button Analytics, Profiling, Identification https://reports.exodus-privacy.eu.org/trackers/340

Google AdMob Advertisement https://reports.exodus-privacy.eu.org/trackers/312

Google Firebase Analytics Analytics https://reports.exodus-privacy.eu.org/trackers/49

Inmobi https://reports.exodus-privacy.eu.org/trackers/106

Kochava Analytics, Profiling, Advertisement https://reports.exodus-privacy.eu.org/trackers/127

Locuslabs https://reports.exodus-privacy.eu.org/trackers/60

https://reports.exodus-privacy.eu.org/trackers/340
https://reports.exodus-privacy.eu.org/trackers/312
https://reports.exodus-privacy.eu.org/trackers/49
https://reports.exodus-privacy.eu.org/trackers/106
https://reports.exodus-privacy.eu.org/trackers/127
https://reports.exodus-privacy.eu.org/trackers/60


Qualtrics https://reports.exodus-privacy.eu.org/trackers/306

Snowplow Analytics https://reports.exodus-privacy.eu.org/trackers/108

TRACKER CATEGORIES URL

 HARDCODED SECRETS

POSSIBLE SECRETS

"voice_cobrowseSessionStarting" : " …"

"GT.Private.Transfer" : "Einkaflutningur"

"booking_boardingtotals_authorized" : "Authorized"

"ll_shared_preferences_key_preferWheelchairAccessibleNavigation" : "preferWheelchairAccessibleNavigation"

"PrivateTransfer.Added" : " "

"booking_key_is_disabled_for_corporate_leisure" : "isMustRideTraveler"

"GT.Private.Transfer" : "����"

"library_zxingandroidembedded_author" : "JourneyApps"

"ll_shared_preferences_key_time_zone" : "ll_shared_preferences_key_time_zone"

"ll_shared_preferences_key_install_id" : "sdktestapp_shared_preferences_key_install_id"

https://reports.exodus-privacy.eu.org/trackers/306
https://reports.exodus-privacy.eu.org/trackers/108


"booking_boarding_total_authorized" : "Authorized"

"google_crash_reporting_api_key" : "AIzaSyApEkqXqdoUYd2s6X8BoP-dUa9hlvO6tVo"

"ll_shared_preferences_key_account_id" : "ll_shared_preferences_key_account_id"

"library_zxingandroidembedded_authorWebsite" : "https://journeyapps.com/"

"common_ui_webview_password" : "password"

"google_api_key" : "AIzaSyApEkqXqdoUYd2s6X8BoP-dUa9hlvO6tVo"

"video_cobrowseSessionStarting" : " …"

"checkin_web_view_http_auth_password" : "Password"

"common_ui_webview_username" : "username"

"PrivateTransfer.Added" : "�����������"

"PrivateTransfer.Added" : "������������"

"video_cobrowseSessionStarting" : "������…"

"voice_cobrowseSessionStarting" : "����……"

"firebase_database_url" : "https://adroit-nectar-425.firebaseio.com"

"lp_google_maps_key" : ""

POSSIBLE SECRETS



"voice_cobrowseSessionStarting" : "������…"

"cobrowseSessionStarting" : "��������……"

"booking_web_view_http_auth_password" : "Password"

"video_cobrowseSessionStarting" : "������…"

"PrivateTransfer.Added" : "���������"

"api_url_mock" : "http://10.0.2.2:8080"

"booking_travel_option_key_bundles" : "BUNDLES"

"video_cobrowseSessionStarting" : "����……"

"homescreen_mileplay_no_past_offer_key" : "milePlayNoPastOffer"

"booking_web_view_http_auth_username" : "Username"

"ll_shared_preferences_key_locusMapsAndroidSDKVersionName" : "ll_shared_preferences_key_locusMapsAndroidSDKVersionName"

"video_cobrowseSessionStarting" : "Pozivanje…"

"voice_cobrowseSessionStarting" : "Pozivanje…"

"GT.Private.Transfer" : "Privétransfer"

"ll_shared_preferences_key_analyticsUserProperties" : "ll_shared_preferences_key_analyticsUserProperties"

POSSIBLE SECRETS



"ll_http_url_rest_api" : "https://marketplace.locuslabs.com/"

"GT.Private.Transfer" : "Magántranszfer"

"GT.Private.Transfer" : "Privattransfer"

"extra_api_requestor" : "api_requestor"

"api_url_test_mock" : "http://10.0.2.2:8080"

"extra_user" : "ctPassenger"

"cobrowseSessionStarting" : "�����������������…"

"checkin_web_view_http_auth_username" : "Username"

"api_lang" : "EN"

"ll_shared_preferences_key_security_lane_bypass" : "security_lane_bypass"

"voice_cobrowseSessionStarting" : "������…"

"GT.Private.Transfer" : " "

"GT.Private.Transfer" : "����"

"GT.Private.Transfer" : "������"

"ll_shared_preferences_key_locusMapsAndroidSDKProductName" : "ll_shared_preferences_key_locusMapsAndroidSDKProductName"

POSSIBLE SECRETS



"api_url_test" : "https://external-dev.cartrawler.com"

"ll_shared_preferences_key_recent_search_results_data_for_venue" : "recent_search_results_data_for_venue_%1$s"

"api_url_production_mock" : "http://10.0.2.2:8080"

"ll_shared_preferences_key_security_types_selected_data_for_queuetype" : "security_types_selected_for_queuetype_%1$s"

"google_maps_key" : "AIzaSyDWsu3tPbwQ4M8smrxnyVMpAzqAjY81Ztw"

"api_target_mock" : "Mock"
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36DF0AAFD8B8D7597CA10520D04B

E8C2505DEDFC86DDC1BD0B2B6667F1DA34B82574761CB0E879BD081CFD0B6265EE3CB090F30D27614CB4574010DA90DD862EF9D4EBEE4761503190785A71C760

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1
356D6D51C245E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7EDEE386BFB5A899FA5AE9F24117C4B1FE649286651ECE45B3DC2007CB8A163BF0598DA483
61C55D39A69163FA8FD24CF5F83655D23DCA3AD961C62F356208552BB9ED529077096966D670C354E4ABC9804F1746C08CA18217C32905E462E36CE3BE39E772C18
0E86039B2783A2EC07A28FB5C55DF06F4C52C9DE2BCBF6955817183995497CEA956AE515D2261898FA051015728E5A8AAAC42DAD33170D04507A33A85521ABDF1C
BA64ECFB850458DBEF0A8AEA71575D060C7DB3970F85A6E1E4C7ABF5AE8CDB0933D71E8C94E04A25619DCEE3D2261AD2EE6BF12FFA06D98A0864D87602733EC86
A64521F2B18177B200CBBE117577A615D6C770988C0BAD946E208E24FA074E5AB3143DB5BFCE0FD108E4B82D120A92108011A723C12A787E6D788719A10BDBA5B2
699C327186AF4E23C1A946834B6150BDA2583E9CA2AD44CE8DBBBC2DB04DE8EF92E8EFC141FBECAA6287C59474E6BC05D99B2964FA090C3A2233BA186515BE7ED
1F612970CEE2D7AFB81BDD762170481CD0069127D5B05AA993B4EA988D8FDDC186FFB7DC90A6C08F4DF435C93402849236C3FAB4D27C7026C1D4DCB2602646DE
C9751E763DBA37BDF8FF9406AD9E530EE5DB382F413001AEB06A53ED9027D831179727B0865A8918DA3EDBEBCF9B14ED44CE6CBACED4BB1BDB7F1447E6CC254B3
32051512BD7AF426FB8F401378CD2BF5983CA01C64B92ECF032EA15D1721D03F482D7CE6E74FEF6D55E702F46980C82B5A84031900B1C9E59E7C97FBEC7E8F323A9
7A7E36CC88BE0F1D45B7FF585AC54BD407B22B4154AACC8F6D7EBF48E1D814CC5ED20F8037E0A79715EEF29BE32806A1D58BB7C5DA76F550AA3D8A1FBFF0EB19CC
B1A313D55CDA56C9EC2EF29632387FE8D76E3C0468043E8F663F4860EE12BF2D5B0B7474D6E694F91E6DCC4024FFFFFFFFFFFFFFFF

96341f1138933bc2f503fd44

POSSIBLE SECRETS



883423532389192164791648750360308885314476597252960362792450860609699839

A9FB57DBA1EEA9BC3E660A909D838D726E3BF623D52620282013481D1F6E5374

04026EB7A859923FBC82189631F8103FE4AC9CA2970012D5D46024804801841CA44370958493B205E647DA304DB4CEB08CBBD1BA39494776FB988B47174DCA88C7
E2945283A01C89720349DC807F4FBF374F4AEADE3BCA95314DD58CEC9F307A54FFC61EFC006D8A2C9D4979C0AC44AEA74FBEBBB9F772AEDCB620B01A7BA7AF1B32
0430C8591984F601CD4C143EF1C7A3

B4E134D3FB59EB8BAB57274904664D5AF50388BA

04009D73616F35F4AB1407D73562C10F00A52830277958EE84D1315ED31886

020ffa963cdca8816ccc33b8642bedf905c3d358573d3f27fbbd3b3cb9aaaf

Eg2eC3eNesWzbAUINzxj1mXRcYgmzS654CxZFoVQbAM=

12702124828893241746590704277717644352578765350891653581281750726570503126098509849742318833348340118092599999512098893413065920561499
67242541210492743493570749203127695614516892241105793112488126102296785346384016935200132889950003622606842227508135323070045173416336
85004541062586971416883686778842537820383

0401F481BC5F0FF84A74AD6CDF6FDEF4BF6179625372D8C0C5E10025E399F2903712CCF3EA9E3A1AD17FB0B3201B6AF7CE1B05

0108B39E77C4B108BED981ED0E890E117C511CF072

keEhYPq98yaHF5Dzpggt8ckKDSAXe9vFpWufiQ8oXDY=

68647976601306097149819007990813932172694353001433054093944634591855431833976560521225596406614545549772963113914808580371219879997166
43812574028291115057148

C8619ED45A62E6212E1160349E2BFA844439FAFC2A3FD1638F9E

POSSIBLE SECRETS



1l/ngTeh7Ob+HSjt2mKdxpX2SEfG+yjkE9qsfrYWj1c=

D35E472036BC4FB7E13C785ED201E065F98FCFA6F6F40DEF4F92B9EC7893EC28FCD412B1F1B32E27

1f3bdba585295d9a1110d1df1f9430ef8442c5018976ff3437ef91b81dc0b8132c8d5c39c32d0e004a3092b7d327c0e7a4d26d2c7b69b58f9066652911e457779de

5037EA654196CFF0CD82B2C14A2FCF2E3FF8775285B545722F03EACDB74B

DB7C2ABF62E35E668076BEAD2088

E2E31EDFC23DE7BDEBE241CE593EF5DE2295B7A9CBAEF021D385F7074CEA043AA27272A7AE602BF2A7B9033DB9ED3610C6FB85487EAE97AAC5BC7928C1950148

key=AIzaSyDMLcE1tgmHw8Eg5rUvrdPFgXT6VQl

04017232BA853A7E731AF129F22FF4149563A419C26BF50A4C9D6EEFAD612601DB537DECE819B7F70F555A67C427A8CD9BF18AEB9B56E0C11056FAE6A3

68363196144955700784444165611827252895102170888761442055095051287550314083023

4a6cPehI7OG6cuDZka5NDZ7FR8a60d3auda+sKfg4Ng=

0066647EDE6C332C7F8C0923BB58213B333B20E9CE4281FE115F7D8F90AD

C49D360886E704936A6678E1139D26B7819F7E90

wuFo2c62LxPcBxajXZblz51/QLk1c9RXgln2kF6l+tg=

zo8V8X8kshYkxeE23t3OyXdoh3FPhn0ETnxP8vKAUZieFhalf6x5LNoDw8Q1oLRS

4D696E676875615175985BD3ADBADA21B43A97E2

POSSIBLE SECRETS



df9776a5-4813-48a7-9196-7c9aa3d55519

26DC5C6CE94A4B44F330B5D9BBD77CBF958416295CF7E1CE6BCCDC18FF8C07B6

03F7061798EB99E238FD6F1BF95B48FEEB4854252B

iibTgWRTbrwM2W7HZGJP5cjM0DLiCyA9TVVy1genRaa4nvgE3+CiRN/Fx87DVDsO

7BC86E2102902EC4D5890E8B6B4981ff27E0482750FEFC03

6b8cf07d4ca75c88957d9d670591

127971af8721782ecffa3

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1
356D6D51C245E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7EDEE386BFB5A899FA5AE9F24117C4B1FE649286651ECE45B3DC2007CB8A163BF0598DA483
61C55D39A69163FA8FD24CF5F83655D23DCA3AD961C62F356208552BB9ED529077096966D670C354E4ABC9804F1746C08CA18217C32905E462E36CE3BE39E772C18
0E86039B2783A2EC07A28FB5C55DF06F4C52C9DE2BCBF6955817183995497CEA956AE515D2261898FA051015728E5A8AAAC42DAD33170D04507A33A85521ABDF1C
BA64ECFB850458DBEF0A8AEA71575D060C7DB3970F85A6E1E4C7ABF5AE8CDB0933D71E8C94E04A25619DCEE3D2261AD2EE6BF12FFA06D98A0864D87602733EC86
A64521F2B18177B200CBBE117577A615D6C770988C0BAD946E208E24FA074E5AB3143DB5BFCE0FD108E4B82D120A92108011A723C12A787E6D788719A10BDBA5B2
699C327186AF4E23C1A946834B6150BDA2583E9CA2AD44CE8DBBBC2DB04DE8EF92E8EFC141FBECAA6287C59474E6BC05D99B2964FA090C3A2233BA186515BE7ED
1F612970CEE2D7AFB81BDD762170481CD0069127D5B05AA993B4EA988D8FDDC186FFB7DC90A6C08F4DF435C934063199FFFFFFFFFFFFFFFF

3EE30B568FBAB0F883CCEBD46D3F3BB8A2A73513F5EB79DA66190EB085FFA9F492F375A97D860EB4

216EE8B189D291A0224984C1E92F1D16BF75CCD825A087A239B276D3167743C52C02D6E7232AA

f81ea1f1-7094-4451-ac99-f5eb834af6f9

04AA87CA22BE8B05378EB1C71EF320AD746E1D3B628BA79B9859F741E082542A385502F25DBF55296C3A545E3872760AB73617DE4A96262C6F5D9E98BF9292DC29F
8F41DBD289A147CE9DA3113B5F0B8C00A60B1CE1D7E819D7A431D7C90EA0E5F

POSSIBLE SECRETS



D7C134AA264366862A18302575D0FB98D116BC4B6DDEBCA3A5A7939F

3086d221a7d46bcde86c90e49284eb153dab

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1
356D6D51C245E485B576625E7EC6F44C42E9A63A3620FFFFFFFFFFFFFFFF

8325710961489029985546751289520108179287853048861315594709205902480503199884419224438643760392947333078086511627871

NOrE2caDXO4nkFR2Fjy7NgGPKtPlIg1WAorknI/US68=

tGUqnRBT0Z8VLsYZLT0IoD5T4HRaaLpJNvmxlM5fu89BQ2YOdHgaf4qUlK58s24H

0400D9B67D192E0367C803F39E1A7E82CA14A651350AAE617E8F01CE94335607C304AC29E7DEFBD9CA01F596F927224CDECF6C

Hf8oHWnCgsj7Y9XZDlAl+qeEGkjuhCtSnXpSHq9fewc=

s7rU1m4XsqJ83s2reIjdkboWJYkg+gYouDrDcn3Ghpw=

3PwoDnm3HnsskB+3ZnJHoZ7BzV0InxUqaAwJBlSwKFs=

RSyr2AK130nKbepDTsaNV0Uv17TWUb4O6ebIiV3GgVs=

2GY9xtlRxNZciAIhICoIbv+iSeAm7ZM43xRzSyyZ7zc=

000E0D4D696E6768756151750CC03A4473D03679

5745402dc96e9440568a2bc2ccb4907f

8B829A83-85B7-4ED4-87CA-CA3F61203782

POSSIBLE SECRETS



72E12436-761D-4E12-80F7-94B39D26F32F

044AD5F7048DE709AD51236DE65E4D4B482C836DC6E410664002BB3A02D4AAADACAE24817A4CA3A1B014B5270432DB27D2

3045AE6FC8422F64ED579528D38120EAE12196D5

0620048D28BCBD03B6249C99182B7C8CD19700C362C46A01

B3312FA7E23EE7E4988E056BE3F82D19181D9C6EFE8141120314088F5013875AC656398D8A2ED19D2A85C8EDD3EC2AEF

A9FB57DBA1EEA9BC3E660A909D838D718C397AA3B561A6F7901E0E82974856A7

00689918DBEC7E5A0DD6DFC0AA55C7

c103703e120ae8cc73c9248622f3cd1e

0667ACEB38AF4E488C407433FFAE4F1C811638DF20

0017858FEB7A98975169E171F77B4087DE098AC8A911DF7B01

520883949DFDBC42D3AD198640688A6FE13F41349554B49ACC31DCCD884539816F5EB4AC8FB1F1A6

4e26b6d4-d131-48f1-9923-99635bea3d3e

gL88T2vBvJS+jBemUvhPpVS5IeaU7cU4wFVgyT6PJl7pFldWXOd3mZxVZlQUSll5

sQRnRw5AtmLjG4zPuRRzbU9KCNWkvhkIESw7dU0UKjciZOTbDwuGbxSLRs8Rwqdx
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POSSIBLE SECRETS



beFEMZ/YBSUug4MSXb2BKymKiM6ZxOOlxExWa37jMlM=
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KHu8Xbxzr2mu9S25CNgKE5zXBf18Zj2waiAPYoFRjyhOXCyg+mYLv2x/JjCH7GjX

6-79b618dd49af763e6e70f226030939da

22123dc2395a05caa7423daeccc94760a7d462256bd56916

6EE3CEEB230811759F20518A0930F1A4315A827DAC

32879423AB1A0375895786C4BB46E9565FDE0B5344766740AF268ADB32322E5C

E95E4A5F737059DC60DF5991D45029409E60FC09

DNoIUzNgQ+tGaWufI617pdeOeFxPy3ypVgJRNb/REDqvDPWkZ+hwt80uPBr78PA1

0289FDFBE4ABE193DF9559ECF07AC0CE78554E2784EB8C1ED1A57A

7f4296fc5b6a4e3b35d3c369623e364ab1af381d8fa7121533c9d6c633ea2461
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108576C80499DB2FC16EDDF6853BBB278F6B6FB437D9

POSSIBLE SECRETS
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POSSIBLE SECRETS
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AADD9DB8DBE9C48B3FD4E6AE33C9FC07CB308DB3B3C9D20ED6639CCA703308717D4D9B009BC66842AECDA12AE6A380E62881FF2F2D82C68528AA6056583A48F0

hMVcCX1S6+m7rVEDNdCHhVgXRFILMOQ9RgLSmTdPHeNgAU8CbmBsymKBuqLQcQaU

55066263022277343669578718895168534326250603453777594175500187360389116729240

2E2F85F5DD74CE983A5C4237229DAF8A3F35823BE

036768ae8e18bb92cfcf005c949aa2c6d94853d0e660bbf854b1c9505fe95a
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0429A0B6A887A983E9730988A68727A8B2D126C44CC2CC7B2A6555193035DC76310804F12E549BDB011C103089E73510ACB275FC312A5DC6B76553F0CA

fe0e87005b4e83761908c5131d552a850b3f58b749c37cf5b84d6768

00E8BEE4D3E2260744188BE0E9C723

0307AF69989546103D79329FCC3D74880F33BBE803CB

90066455B5CFC38F9CAA4A48B4281F292C260FEEF01FD61037E56258A7795A1C7AD46076982CE6BB956936C6AB4DCFE05E6784586940CA544B9B2140E1EB523F009
D20A7E7880E4E5BFA690F1B9004A27811CD9904AF70420EEFD6EA11EF7DA129F58835FF56B89FAA637BC9AC2EFAAB903402229F491D8D3485261CD068699B6BA58A
1DDBBEF6DB51E8FE34E8A78E542D7BA351C21EA8D8F1D29F5D5D15939487E27F4416B0CA632C59EFD1B1EB66511A5A0FBF615B766C5862D0BD8A3FE7A0E0DA0FB
2FE1FCB19E8F9996A8EA0FCCDE538175238FC8B0EE6F29AF7F642773EBE8CD5402415A01451A840476B2FCEB0E388D30D4B376C37FE401C2A2C2F941DAD179C540C
1C8CE030D460C4D983BE9AB0B20F69144C1AE13F9383EA1C08504FB0BF321503EFE43488310DD8DC77EC5B8349B8BFE97C2C560EA878DE87C11E3D597F1FEA742D
73EEC7F37BE43949EF1A0D15C3F3E3FC0A8335617055AC91328EC22B50FC15B941D3D1624CD88BC25F3E941FDDC6200689581BFEC416B4B2CB73

f7Ni+qJ74MqRBDIn5zt+Qvnt6llN8c82PMULXlCAep3wzIprbOB6YjqpQItX7QwB

42941826148615804143873447737955502392672345968607143066798112994089471231420027060385216699563848719957657284814898909770759462613437
66945636488273037083893479108083593264797677860191534347440096103423131667257868692048219493287863336020338479709268434224762105576023
5016132614780652761028509445403338652341

eecfe128-4f09-4d04-bbbf-c7ad2c3cf1a6

DB7C2ABF62E35E7628DFAC6561C5

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1
356D6D51C245E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7EDEE386BFB5A899FA5AE9F24117C4B1FE649286651ECE65381FFFFFFFFFFFFFFFF

Q+fOnDUQnIPH75lusFutOgWOI4DeJ6z7X13oo1pZ5m19Kfyi56UOJglWSBqO3AzA

nIX5dAPvXYWFIvHlyxyLt0TnZ91UnAjFxZwf2qcoWSGcs+p5B5p88VCOzepPfMpE
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fxU2A2MjpZ4aJWGzXeMNURilSCaKosw3oXImrqnhSVmXB+tMi32JakdNlHCV3t0c

B4050A850C04B3ABF54132565044B0B7D7BFD8BA270B39432355FFB4

db92371d2126e9700324977504e8c90e

zzBoiLmCSl4qpONTaYkbu2H1+be7dFpyqhOnbG674OZpERvkqiVrsp9nWT5kU4lr

5319c7784e35cab06eee7e3d00b0c0e4a9e67b80-

14201174159756348119636828602231808974327613839524373876287257344192745939351271897363116607846760036084894662356762579528277471921224
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93338483924514339614727760681880609734239

04B70E0CBD6BB4BF7F321390B94A03C1D356C21122343280D6115C1D21BD376388B5F723FB4C22DFE6CD4375A05A07476444D5819985007E34

f8183668ba5fc5bb06b5981e6d8b795d30b8978d43ca0ec572e37e09939a9773

b869c82b35d70e1b1ff91b28e37a62ecdc34409b

5319c7784e35cab06eee7e3d00b0c0e4a9e67b80

036b17d1f2e12c4247f8bce6e563a440f277037d812deb33a0f4a13945d898c296

A59A749A11242C58C894E9E5A91804E8FA0AC64B56288F8D47D51B1EDC4D65444FECA0111D78F35FC9FDD4CB1F1B79A3BA9CBEE83A3F811012503C8117F98E5048
B089E387AF6949BF8784EBD9EF45876F2E6A5A495BE64B6E770409494B7FEE1DBB1E4B2BC2A53D4F893D418B7159592E4FFFDF6969E91D770DAEBD0B5CB14C00AD
68EC7DC1E5745EA55C706C4A1C5C88964E34D09DEB753AD418C1AD0F4FDFD049A955E5D78491C0B7A2F1575A008CCD727AB376DB6E695515B05BD412F5B8C2F4C
77EE10DA48ABD53F5DD498927EE7B692BBBCDA2FB23A516C5B4533D73980B2A3B60E384ED200AE21B40D273651AD6060C13D97FD69AA13C5611A51B9085

6A91174076B1E0E19C39C031FE8685C1CAE040E5C69A28EF
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048BD2AEB9CB7E57CB2C4B482FFC81B7AFB9DE27E1E3BD23C23A4453BD9ACE3262547EF835C3DAC4FD97F8461A14611DC9C27745132DED8E545C1D54C72F04699
7

9mv9Ihk+HlE8P3WJWSjhrxWrdB7cEu1gaxdteA5kBJ6DKumpWYk1Q5Vf8aocVg4i

60dcd2104c4cbc0be6eeefc2bdd610739ec34e317f9b33046c9e4788

046AB1E344CE25FF3896424E7FFE14762ECB49F8928AC0C76029B4D5800374E9F5143E568CD23F3F4D7C0D4B1E41C8CC0D1C6ABD5F1A46DB4C

af06b81338173992b60dda2ef6aa0fb6

2AA058F73A0E33AB486B0F610410C53A7F132310

cb93532d-b793-4784-bd23-9fe82ccf2120

0400FAC9DFCBAC8313BB2139F1BB755FEF65BC391F8B36F8F8EB7371FD558B01006A08A41903350678E58528BEBF8A0BEFF867A7CA36716F7E01F81052

39402006196394479212279040100143613805079739270465446667946905279627659399113263569398956308152294913554433653942643

36134250956749795798585127919587881956611106672985015071877198253568414405109

255705fa2a306654b1f4cb03d6a750a30c250102d4988717d9ba15ab6d3e

051953eb9618e1c9a1f929a21a0b68540eea2da725b99b315f3b8b489918ef109e156193951ec7e937b1652c0bd3bb1bf073573df883d2c34f1ef451fd46b503f00

MVJdjUEx+rB88W0UPnVsndOuLU6aovPyFF5b36lJGoA=

02A29EF207D0E9B6C55CD260B306C7E007AC491CA1B10C62334A9E8DCD8D20FB7

9162fbe73984472a0a9d0590
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401028774D7777C7B7666D1366EA432071274F89FF01E718

90EAF4D1AF0708B1B612FF35E0A2997EB9E9D263C9CE659528945C0D

aa87ca22be8b05378eb1c71ef320ad746e1d3b628ba79b9859f741e082542a385502f25dbf55296c3a545e3872760ab7

MIrDuKB7N0O22daoYjLtFOJg5TtVRHK1+0ktwmGNtdU=

4de97fb1-8980-43dd-a76b-d26c677dbe01

027d29778100c65a1da1783716588dce2b8b4aee8e228f1896

zahwJ4oRFMB+Gn9BGkfZDZ8TzDEfKTB8Y6I4bT4vlwkVFXvqlnkWd7htbiUzWQyR

0401A57A6A7B26CA5EF52FCDB816479700B3ADC94ED1FE674C06E695BABA1D

160MEUCIQDpyrX3Lhg5ue5g00lAkkXPfPj0kHCbG9Bj8qgMBrHIRQIgDl86JLBrZQdseSJHNnSu3mwADZX4F/zTlqxvi0wBJdI=

1fofpOOYcFfS5YFFd3ctXz8Mp5NAKFN2TSgOzUMkaRdV9dKus3ViOY+jtkwxi6r2

ffffffff00000000ffffffffffffffffbce6faada7179e84f3b9cac2fc632551

0c14416e6f6e796d6f75732053656e64657220202020

00C9517D06D5240D3CFF38C74B20B6CD4D6F9DD4D9

1854BEBDC31B21B7AEFC80AB0ECD10D5B1B3308E6DBF11C1

b431376c2fec58b306f5887d618ce5b9
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07A526C63D3E25A256A007699F5447E32AE456B50E

c49d360886e704936a6678e1139d26b7819f7e90

9B9F605F5A858107AB1EC85E6B41C8AA582CA3511EDDFB74F02F3A6598980BB9

c39c6c3b3a36d7701b9c71a1f5804ae5d0003f4

03375D4CE24FDE434489DE8746E71786015009E66E38A926DD

C196BA05AC29E1F9C3C72D56DFFC6154A033F1477AC88EC37F09BE6C5BB95F51C296DD20D1A28A067CCC4D4316A4BD1DCA55ED1066D438C35AEBAABF57E7DAE4
28782A95ECA1C143DB701FD48533A3C18F0FE23557EA7AE619ECACC7E0B51652A8776D02A425567DED36EABD90CA33A1E8D988F0BBB92D02D1D20290113BB562C
E1FC856EEB7CDD92D33EEA6F410859B179E7E789A8F75F645FAE2E136D252BFFAFF89528945C1ABE705A38DBC2D364AADE99BE0D0AAD82E5320121496DC65B3930
E38047294FF877831A16D5228418DE8AB275D7D75651CEFED65F78AFC3EA7FE4D79B35F62A0402A1117599ADAC7B269A59F353CF450E6982D3B1702D9CA83

A335926AA319A27A1D00896A6773A4827ACDAC73

kMdUJlXzMwplT8jSHASgWSZqedBabCsM4bGGMxTrHLk=

1E589A8595423412134FAA2DBDEC95C8D8675E58

FFFFFFFFFFFFFFFFADF85458A2BB4A9AAFDC5620273D3CF1D8B9C583CE2D3695A9E13641146433FBCC939DCE249B3EF97D2FE363630C75D8F681B202AEC4617AD3D
F1ED5D5FD65612433F51F5F066ED0856365553DED1AF3B557135E7F57C935984F0C70E0E68B77E2A689DAF3EFE8721DF158A136ADE73530ACCA4F483A797ABC0AB1
82B324FB61D108A94BB2C8E3FBB96ADAB760D7F4681D4F42A3DE394DF4AE56EDE76372BB190B07A7C8EE0A6D709E02FCE1CDF7E2ECC03404CD28342F619172FE9C
E98583FF8E4F1232EEF28183C3FE3B1B4C6FAD733BB5FCBC2EC22005C58EF1837D1683B2C6F34A26C1B2EFFA886B4238611FCFDCDE355B3B6519035BBC34F4DEF99
C023861B46FC9D6E6C9077AD91D2691F7F7EE598CB0FAC186D91CAEFE130985139270B4130C93BC437944F4FD4452E2D74DD364F2E21E71F54BFF5CAE82AB9C9DF6
9EE86D2BC522363A0DABC521979B0DEADA1DBF9A42D5C4484E0ABCD06BFA53DDEF3C1B20EE3FD59D7C25E41D2B669E1EF16E6F52C3164DF4FB7930E9E4E58857B
6AC7D5F42D69F6D187763CF1D5503400487F55BA57E31CC7A7135C886EFB4318AED6A1E012D9E6832A907600A918130C46DC778F971AD0038092999A333CB8B7A1
A1DB93D7140003C2A4ECEA9F98D0ACC0A8291CDCEC97DCF8EC9B55A7F88A46B4DB5A851F44182E1C68A007E5E655F6AFFFFFFFFFFFFFFFF

SAUyhp29xMzgJ0ZztJOiGInn+oDyrZ4+r7quECKL/6s=
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160MEQCIC82L9qw+HkdN6XEQlT0KEBNNQveBoLXlQqVOxm8N9rfAiBYN3ZsFhFcslhp22ZnApPcK68GzG9FzztPLpqNGSIU0w==

3DF91610A83441CAEA9863BC2DED5D5AA8253AA10A2EF1C98B9AC8B57F1117A72BF2C7B9E7C1AC4D77FC94CADC083E67984050B75EBAE5DD2809BD638016F723

7A1F6653786A68192803910A3D30B2A2018B21CD54

9e1747493f14722e44af43c014bac4cd92cfa5696bd4b826aba36091ea80a7da

D7C134AA264366862A18302575D1D787B09F075797DA89F57EC8C0FF

FFFFFFFE0000000075A30D1B9038A115

8C23ADF05E814E5C99302C1624A199FD

39402006196394479212279040100143613805079739270465446667948293404245721771496870329047266088258938001861606973112319

r6m9xWOlfK6iHuNH3QiJQf71aQCKDM6NhABQId+yaKg=

617fab6832576cbbfed50d99f0249c3fee58b94ba0038c7ae84c8c832f2c

a39d69093e08809a0190ad4a15b9232394bdcc8ca6d1334a7066f246923d1bb6

040081BAF91FDF9833C40F9C181343638399078C6E7EA38C001F73C8134B1B4EF9E150

020A601907B8C953CA1481EB10512F78744A3205FD

002757A1114D696E6768756151755316C05E0BD4

9B8C2AB9-A9DB-4E71-BEB5-2EBCB3F6BD76
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16a09e667f3bcc908b2fb1366ea957d3e3adec17512775099da2f590b0667322a

FFFFFFFFFFFFFFFFADF85458A2BB4A9AAFDC5620273D3CF1D8B9C583CE2D3695A9E13641146433FBCC939DCE249B3EF97D2FE363630C75D8F681B202AEC4617AD3D
F1ED5D5FD65612433F51F5F066ED0856365553DED1AF3B557135E7F57C935984F0C70E0E68B77E2A689DAF3EFE8721DF158A136ADE73530ACCA4F483A797ABC0AB1
82B324FB61D108A94BB2C8E3FBB96ADAB760D7F4681D4F42A3DE394DF4AE56EDE76372BB190B07A7C8EE0A6D709E02FCE1CDF7E2ECC03404CD28342F619172FE9C
E98583FF8E4F1232EEF28183C3FE3B1B4C6FAD733BB5FCBC2EC22005C58EF1837D1683B2C6F34A26C1B2EFFA886B4238611FCFDCDE355B3B6519035BBC34F4DEF99
C023861B46FC9D6E6C9077AD91D2691F7F7EE598CB0FAC186D91CAEFE130985139270B4130C93BC437944F4FD4452E2D74DD364F2E21E71F54BFF5CAE82AB9C9DF6
9EE86D2BC522363A0DABC521979B0DEADA1DBF9A42D5C4484E0ABCD06BFA53DDEF3C1B20EE3FD59D7C25E41D2B66C62E37FFFFFFFFFFFFFFFF

E87579C11079F43DD824993C2CEE5ED3

30470ad5a005fb14ce2d9dcd87e38bc7d1b1c5facbaecbe95f190aa7a31d23c4dbbcbe06174544401a5b2c020965d8c2bd2171d3668445771f74ba084d2029d83c1c1585
47f3a9f1a2715be23d51ae4d3e5a1f6a7064f316933a346d3f529252

payment/SaveCCPNROnlyForInflightPurchase

04A3E8EB3CC1CFE7B7732213B23A656149AFA142C47AAFBC2B79A191562E1305F42D996C823439C56D7F7B22E14644417E69BCB6DE39D027001DABE8F35B25C9BE

9cdbd84c9f1ac2f38d0f80f42ab952e7338bf511
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80810124344277578376784

7F519EADA7BDA81BD826DBA647910F8C4B9346ED8CCDC64E4B1ABD11756DCE1D2074AA263B88805CED70355A33B471EE

04B6B3D4C356C139EB31183D4749D423958C27D2DCAF98B70164C97A2DD98F5CFF6142E0F7C8B204911F9271F0F3ECEF8C2701C307E8E4C9E183115A1554062CFB

C302F41D932A36CDA7A3463093D18DB78FCE476DE1A86294

5667676A654B20754F356EA92017D946567C46675556F19556A04616B567D223A5E05656FB549016A96656A557
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BDB6F4FE3E8B1D9E0DA8C0D40FC962195DFAE76F56564677

8d5155894229d5e689ee01e6018a237e2cae64cd

f0c83142-3052-4aad-a9a1-5812742a0e37

0405F939258DB7DD90E1934F8C70B0DFEC2EED25B8557EAC9C80E2E198F8CDBECD86B1205303676854FE24141CB98FE6D4B20D02B4516FF702350EDDB0826779C8
13F0DF45BE8112F4

962eddcc369cba8ebb260ee6b6a126d9346e38c5

79885141663410976897627118935756323747307951916507639758300472692338873533959

7fffffffffffffffffffffff800000cfa7e8594377d414c03821bc582063

0238af09d98727705120c921bb5e9e26296a3cdcf2f35757a0eafd87b830e7

5363ad4cc05c30e0a5261c028812645a122e22ea20816678df02967c1b23bd72

03CE10490F6A708FC26DFE8C3D27C4F94E690134D5BFF988D8D28AAEAEDE975936C66BAC536B18AE2DC312CA493117DAA469C640CAF3

8e722de3125bddb05580164bfe20b8b432216a62926c57502ceede31c47816edd1e89769124179d0b695106428815065

041D1C64F068CF45FFA2A63A81B7C13F6B8847A3E77EF14FE3DB7FCAFE0CBD10E8E826E03436D646AAEF87B2E247D4AF1E8ABE1D7520F9C2A45CB1EB8E95CFD5526
2B70B29FEEC5864E19C054FF99129280E4646217791811142820341263C5315

2580F63CCFE44138870713B1A92369E33E2135D266DBB372386C400B
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5AC635D8AA3A93E7B3EBBD55769886BC651D06B0CC53B0F63BCE3C3E27D2604B
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41058363725152142129326129780047268409114441015993725554835256314039467401291

MerchandizingServices/GetDOTBaggageCalculatorInfoWithPNR

11839296a789a3bc0045c8a5fb42c7d1bd998f54449579b446817afbd17273e662c97ee72995ef42640c550b9013fad0761353c7086a272c24088be94769fd16650

aC7c3pDenGsdb0eFildzKOBrhobw8fKkmd52rTlBEKM=

0236B3DAF8A23206F9C4F299D7B21A9C369137F2C84AE1AA0D

04BED5AF16EA3F6A4F62938C4631EB5AF7BDBCDBC31667CB477A1A8EC338F94741669C976316DA6321

fbe3018031f9586bcbf41727e417b7d1c45c2f47f93be372a17b96b50757d5a2

0217C05610884B63B9C6C7291678F9D341

POSSIBLE SECRETS

 PLAYSTORE INFORMATION
Title: United Airlines

Score: 4.6648636 Installs: 10,000,000+ Price: 0 Android Version Support: Category: Travel & Local Play Store URL: com.united.mobile.android

Developer Details: United Airlines, United+Airlines, None, https://hub.united.com/united-app-travel-enhancements-2019-2625355292.html, ssqa@united.com,

Release Date: Aug 23, 2011 Privacy Policy: Privacy link

Description:

Meet the United app From planning, to booking, to day of travel, we’ve got you covered. On our app you can: • look for flights across our global network and book them
easily for yourself, or your friends and family • check in for your flight and get your boarding pass before you get to the airport • change seats, or flights, if something

https://play.google.com/store/apps/details?id=com.united.mobile.android&hl=en&gl=us
https://www.united.com/web/en-US/content/privacy.aspx


better becomes available • make sure you’re prepared for your trip with our Travel-Ready Center • add your bags, drop them at bag drop shortcut, and track them along
your journey • use our built-in terminal guide to find your gate and navigate the airport with ease • watch movies, play games, and pay for inflight snacks and drinks while
you’re in the air • enroll in MileagePlus or manage your MileagePlus account and use your miles to book award travel in our app • talk, text or video chat with an agent if
you have any questions about your trip • figure out your next move if your flight is delayed or cancelled
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