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Foreword
Technological revolutions can happen quickly. Less than a decade ago, smartphones were clunky devices
with little keyboards - expensive playthings for tech-savvy business users. Today, smartphones are an es-
sential part of our lives. We’ve come to rely on them for information, navigation and communication, and
they are ubiquitous both in business and in our social lives.

Every new technology introduces new security risks, and keeping up with those changes is one of the main
challenges the security industry faces. The defensive side is always a few steps behind. For example, the
default reflex for many was to apply old ways of doing things: Smartphones are like small computers, and
mobile apps are just like classic software, so surely the security requirements are similar? But it doesn’t work
like that. Smartphone operating systems are different from desktop operating systems, and mobile apps
are different from web apps. For example, the classical method of signature-based virus scanning doesn’t
make sense in modern mobile OS environments: Not only is it incompatible with the mobile app distribution
model, it’s also technically impossible due to sandboxing restrictions. Also, some vulnerability classes, such
as buffer overflows and XSS issues, are less relevant in the context of run-of-the-mill mobile apps than in,
say, desktop apps and web applications (exceptions apply).

Over time, our industry has gotten a better grip on the mobile threat landscape. As it turns out, mobile se-
curity is all about data protection: Apps store our personal information, pictures, recordings, notes, account
data, business information, location and much more. They act as clients that connect us to services we use
on a daily basis, and as communications hubs that processes each and every message we exchange with
others. Compromise a person’s smartphone and you get unfiltered access to that person’s life. When we
consider that mobile devices are more readily lost or stolen and mobile malware is on the rise, the need for
data protection becomes even more apparent.

A security standard for mobile apps must therefore focus on how mobile apps handle, store and protect
sensitive information. Even though modern mobile operating systems like iOS and Android offer mature
APIs for secure data storage and communication, those have to be implemented and used correctly in order
to be effective. Data storage, inter-app communication, proper usage of cryptographic APIs and secure
network communication are only some of the aspects that require careful consideration.

An important question in need of industry consensus is how far exactly one should go in protecting the
confidentiality and integrity of data. For example, most of us would agree that a mobile app should verify
the server certificate in a TLS exchange. But what about certificate or public key pinning? Does not doing it
result in a vulnerability? Should this be a requirement if an app handles sensitive data, or is it maybe even
counter-productive? Do we need to encrypt data stored in SQLite databases, even though the OS sandboxes
the app? What is appropriate for one app might be unrealistic for another. The MASVS is an attempt to
standardize these requirements using profiles that fit different threat scenarios.

Furthermore, the appearance of root malware and remote administration tools has created awareness of
the fact that mobile operating systems themselves have exploitable flaws, so containerization strategies
are increasingly used to afford additional protection to sensitive data and prevent client-side tampering.
This is where things get complicated. Hardware- backed security features and OS-level containerization
solutions, such as Android Enterprise and Samsung Knox, do exist, but they aren’t consistently available
across different devices. As a band aid, it is possible to implement software-based protection measures -
but unfortunately, there are no standards or testing processes for verifying these kinds of protections.

As a result, mobile app security testing reports are all over the place: For example, some testers report a
lack of obfuscation or root detection in an Android app as “security flaw”. On the other hand, measures like
string encryption, debugger detection or control flow obfuscation aren’t considered mandatory. However,
this binary way of looking at things doesn’t make sense because resilience is not a binary proposition: It
depends on the particular client-side threats one aims to defend against. Software protections are not
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useless, but they can ultimately be bypassed, so they must never be used as a replacement for security
controls.

The overall goal of the MASVS is to offer a baseline for mobile application security, while also allowing for
the inclusion of defense-in-depth measures and protections against client-side threats. The MASVS is meant
to achieve the following:

• Provide requirements for software architects and developers seeking to develop secure mobile appli-
cations;

• Offer an industry standard that can be tested against in mobile app security reviews;
• Clarify the role of software protection mechanisms in mobile security and provide requirements to
verify their effectiveness;

• Provide specific recommendations as to what level of security is recommended for different use-cases.

We are aware that 100% industry consensus is impossible to achieve. Nevertheless, we hope that the MASVS
is useful in providing guidance throughout all phases of mobile app development and testing. As an open
source standard, the MASVS will evolve over time, and we welcome any contributions and suggestions.

By Bernhard Mueller
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About the Standard

The OWASP Mobile Application Security Verification Standard (MASVS) is the industry standard for mobile
application security. It provides a comprehensive set of security controls that can be used to assess the
security of mobile apps across various platforms (e.g., Android, iOS) and deployment scenarios (e.g., con-
sumer, enterprise). The standard covers the key components of the mobile app attack surface including
storage, cryptography, authentication and authorization, network communication, interaction with the mo-
bile platform, code quality and resilience against reverse engineering and tampering.

The OWASP MASVS is the result of years of community effort and industry feedback. We thank all the
contributors who have helped shape this standard. We welcome your feedback on the OWASP MASVS at
any time, especially as you apply it to your own organization and mobile app development projects. Getting
inputs from a variety of mobile app developers will help us improve and update the standard which is revised
periodically based on your inputs and feedback.

You can provide feedback using GitHub Discussions in the OWASP MASVS repo https://github.com/OWASP/o
wasp-masvs/discussions, or contact the project leads directly https://mas.owasp.org/contact/.

The OWASP MASVS and MASTG are trusted by the following platform providers and standardization, govern-
mental and educational institutions. Learn more.
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The Mobile Application Security Verification
Standard
The Mobile Application Security Verification Standard (MASVS) is a comprehensive security standard devel-
oped by the Open Worldwide Application Security Project (OWASP). This framework provides a clear and
concise set of guidelines and best practices for assessing and enhancing the security of mobile applications.
The MASVS is designed to be used as a metric, guidance, and baseline for mobile app security verification,
serving as a valuable resource for developers, application owners, and security professionals.

The objective of the MASVS is to establish a high level of confidence in the security of mobile apps by
providing a set of controls that address the most common mobile application security issues. These controls
were developed with a focus on providing guidance during all phases of mobile app development and testing,
and to be used as a baseline for mobile app security verification during procurement.

By adhering to the controls outlined in the OWASP MASVS, organizations can ensure that their mobile appli-
cations are built with security in mind, reducing the risk of security breaches and protecting sensitive user
data. Whether used as a metric, guidance, or baseline, the OWASP MASVS is an invaluable tool for enhancing
the security of mobile applications.

The OWASP MASVS is a living document and is regularly updated to reflect the changing threat landscape
and new attack vectors. As such, it’s important to stay up-to-date with the latest version of the standard
and adapt security measures accordingly.

Mobile Application Security Model

The standard is divided into various groups that represent the most critical areas of the mobile attack surface.
These control groups, labeled MASVS-XXXXX, provide guidance and standards for the following areas:

• MASVS-STORAGE: Secure storage of sensitive data on a device (data-at-rest).
• MASVS-CRYPTO: Cryptographic functionality used to protect sensitive data.
• MASVS-AUTH: Authentication and authorization mechanisms used by the mobile app.
• MASVS-NETWORK: Secure network communication between the mobile app and remote endpoints
(data-in-transit).

• MASVS-PLATFORM: Secure interaction with the underlying mobile platform and other installed apps.
• MASVS-CODE: Security best practices for data processing and keeping the app up-to-date.
• MASVS-RESILIENCE: Resilience to reverse engineering and tampering attempts.
• MASVS-PRIVACY: Privacy controls to protect user privacy.

Each of these control groups contains individual controls labeled MASVS-XXXXX-Y, which provide specific
guidance on the particular security measures that need to be implemented to meet the standard.

MAS Testing Profiles

The MAS project has traditionally provided three verification levels (L1, L2 and R), which were revisited dur-
ing the MASVS refactoring in 2023, and have been reworked as “MAS Testing Profiles” and moved over to
the OWASP MASTG. These profiles are now aligned with the NIST OSCAL (Open Security Controls Assess-
ment Language) standard, which is a comprehensive catalog of security controls that can be used to secure
information systems.

By aligning with OSCAL, the MASVS provides a more flexible and comprehensive approach to security test-
ing. OSCAL provides a standard format for security control information, which allows for easier sharing and
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reuse of security controls across different systems and organizations. This allows for a more efficient use of
resources and a more targeted approach to mobile app security testing.

However, it is important to note that implementing these profiles fully or partially should be a risk-based deci-
sion made in consultation with business owners. The profiles should be tailored to the specific security risks
and requirements of the mobile application being developed, and any deviations from the recommended
controls should be carefully justified and documented.

Assumptions

When using the MASVS, it’s important to keep in mind the following assumptions:

• The MASVS is not a substitute for following secure development best practices, such as secure coding
or secure SDLC. These practices should be followed holistically in your development process and the
MASVS complements them specifically for mobile apps.

• The MASVS assumes that you’ve followed the relevant standards of your industry and country for all
elements of your app’s ecosystem, such as backend servers, IoT, and other companion devices.

• The MASVS is designed to evaluate the security of mobile apps that can be analyzed statically by
obtaining the app package, dynamically by running it on a potentially compromised device, and also
considers any network-based attacks such as MITM.

While the OWASP MASVS is an invaluable tool for enhancing the security of mobile applications, it cannot
guarantee absolute security. It should be used as a baseline for security requirements, but additional security
measures should also be implemented as appropriate to address specific risks and threats to the mobile
app.

Security Architecture, Design and Threat Modeling for Mobile Apps

The OWASP MASVS assumes that best practices for secure architecture, design, and threat modeling
have been followed as a foundation.

Security must be a top priority throughout all stages of mobile app development, from the initial planning and
design phase to deployment and ongoing maintenance. Developers need to follow secure development best
practices and ensure that security measures are prioritized to protect sensitive data, comply with policies
and regulations, and identify and address security issues that can be targeted by attackers.

While the MASVS and MASTG focuses on controls and technical test cases for app security assessments,
non-technical aspects such as following best practices laid out by OWASP Software Assurance Maturity Model
(SAMM) or NIST.SP.800-218 Secure Software Development Framework (SSDF) for secure architecture, design,
and threat modeling are still important. The MASVS can also be used as reference and input for a threat
model to raise awareness of potential attacks.

To ensure that these practices are followed, developers can provide documentation or evidence of adherence
to these standards, such as design documents, threat models, and security architecture diagrams. Addition-
ally, interviews can be conducted to collect information on adherence to these practices and provide an
understanding of the level of compliance with these standards.

Secure App Ecosystem
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The OWASP MASVS assumes other relevant security standards are also leveraged to ensure that all
systems involved in the app’s operation meet their applicable requirements.

Mobile apps often interact with multiple systems, including backend servers, third-party APIs, Bluetooth
devices, cars, IoT devices, and more. Each of these systems may introduce their own security risks that
must be considered as part of the mobile app’s security design and threat modeling. For example, when
interacting with a backend server, the OWASP Application Security Verification Standard (ASVS) should be
used to ensure that the server is secure and meets the required security standards. In the case of Bluetooth
devices, the app should be designed to prevent unauthorized access, while for cars, the app should be
designed to protect the user’s data and ensure that there are no safety issues with the car’s operation.

Security Knowledge and Expertise

The OWASP MASVS assumes a certain level of security knowledge and expertise among developers and
security professionals using the standard. It’s important to have a good understanding of mobile app
security concepts, as well as the relevant tools and techniques used for mobile app security testing
and assessment. To support this, the OWASP MAS project also provides the OWASP Mobile Application
Security Testing Guide (MASTG), which provides in-depth guidance on mobile app security testing and
assessment.

Mobile app development is a rapidly evolving field, with new technologies, programming languages, and
frameworks constantly emerging. It’s essential for developers and security professionals to stay current
with these developments, as well as to have a solid foundation in fundamental security principles.

OWASP SAMM provides a dedicated “Education & Guidance” domain which aims to ensure that all stakehold-
ers involved in the software development lifecycle are aware of the software security risks and are equipped
with the knowledge and skills to mitigate these risks. This includes developers, testers, architects, project
managers, executives, and other personnel involved in software development and deployment.

Applicability of the MASVS

By adhering to the MASVS, businesses and developers can ensure that their mobile app are secure and meet
industry-standard security requirements, regardless of the development approach used. This is the case for
downloadable apps, as the project was traditionally focused on, but the MAS resources and guidelines are
also applicable to other areas of the business such as preloaded applications and SDKs.

Native Apps

Native apps are written in platform-specific languages, such as Java/Kotlin for Android or Objective-C/Swift
for iOS.

Cross-Platform and Hybrid Apps

Apps based on cross-platform (Flutter, React Native, Xamarin, Ionic, etc.) and hybrid (Cordova, PhoneGap,
Framework7, Onsen UI, etc.) frameworks may be susceptible to platform-specific vulnerabilities that don’t
exist in native apps. For example, some JavaScript frameworks may introduce new security issues that don’t
exist in other programming languages. It is therefore essential to follow the security best practices of the
used frameworks.
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The MASVS is agnostic to the type of mobile application being developed. This means that the guidelines
and best practices outlined in the MASVS can be applied to all types of mobile apps, including cross-platform
and hybrid apps.

Preloads

Preloaded apps are apps that are installed on a user’s device at factory time and may have elevated priv-
ileges that leave users vulnerable to exploitative business practices. Given the large number of preloaded
apps on an average user’s device, it’s important to measure their risk in a quantifiable way.

There are hundreds of preloads that may ship on a device, and as a result, automation is critical. A subset
of MAS criteria that is automation-friendly may be a good basis.

SDKs

SDKs play a vital role in the mobile app value chain, supplying code developers need to build faster, smarter,
and more profitably. Developers rely on them heavily, with the average mobile app using 30 SDKs, and 90%
of code sourced from third parties. While this widespread use delivers significant benefits to developers, it
also propagates safety and security issues.

SDKs offer a variety of functionality, and should be regarded as an individual project. You should evaluate
how the MASVS applies to the used SDKs to ensure the highest possible security testing coverage.
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Assessment and Certification

OWASP’s Stance on MASVS Certifications and Trust Marks

OWASP, as a vendor-neutral not-for-profit organization, does not certify any vendors, verifiers or software.

All such assurance assertions, trust marks, or certifications are not officially vetted, registered, or certified
by OWASP, so an organization relying upon such a view needs to be cautious of the trust placed in any third
party or trust mark claiming (M)ASVS certification.

This should not inhibit organizations from offering such assurance services, as long as they do not claim
official OWASP certification.

Guidance for Certifying Mobile Apps

The recommended way of verifying compliance of a mobile app with the MASVS is by performing an “open
book” review, meaning that the testers are granted access to key resources such as architects and develop-
ers of the app, project documentation, source code, and authenticated access to endpoints, including access
to at least one user account for each role.

It is important to note that the MASVS only covers the security of the mobile app (client-side). It does not
contain specific controls for the remote endpoints (e.g. web services) associated with the app and they
should be verified against appropriate standards, such as the OWASP ASVS.

A certifying organization must include in any report the scope of the verification (particularly if a key com-
ponent is out of scope), a summary of verification findings, including passed and failed tests, with clear in-
dications of how to resolve the failed tests. Keeping detailed work papers, screenshots or recording, scripts
to reliably and repeatedly exploit an issue, and electronic records of testing, such as intercepting proxy logs
and associated notes such as a cleanup list, is considered standard industry practice. It is not sufficient
to simply run a tool and report on the failures; this does not provide sufficient evidence that all issues at
a certifying level have been tested and tested thoroughly. In case of dispute, there should be sufficient
supportive evidence to demonstrate that every verified control has indeed been tested.

Using the OWASP Mobile Application Security Testing Guide (MASTG)

The OWASP MASTG is a manual for testing the security of mobile apps. It describes the technical processes
for verifying the controls listed in the MASVS. The MASTG includes a list of test cases, each of which map to
a control in the MASVS. While the MASVS controls are high-level and generic, the MASTG provides in-depth
recommendations and testing procedures on a per-mobile-OS basis.

Testing the app’s remote endpoints is not covered in the MASTG. For example:

• Remote Endpoints: The OWASP Web Security Testing Guide (WSTG) is a comprehensive guide with
detailed technical explanation and guidance for testing the security of web applications and web ser-
vices holistically and can be used in addition to other relevant resources to complement the mobile
app security testing exercise.

• Internet of Things (IoT): The OWASP IoT Security Testing Guide (ISTG) provides a comprehensive
methodology for penetration tests in the IoT field offering flexibility to adapt innovations and devel-
opments on the IoT market while still ensuring comparability of test results. The guide provides an
understanding of communication between manufacturers and operators of IoT devices as well as pen-
etration testing teams that’s facilitated by establishing a common terminology.
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The Role of Automated Security Testing Tools

The use of source code scanners and black-box testing tools is encouraged in order to increase efficiency
whenever possible. It is however not possible to complete MASVS verification using automated tools alone,
since every mobile app is different. In order to fully verify the security of the app it is essential to understand
the overall architecture, business logic, and technical pitfalls of the specific technologies and frameworks
being used.

Other Uses

As Detailed Security Architecture Guidance

One of the more common uses for the Mobile Application Security Verification Standard is as a resource for
security architects. The two major security architecture frameworks, SABSA or TOGAF, are missing a great
deal of information that is necessary to complete mobile application security architecture reviews. MASVS
can be used to fill in those gaps by allowing security architects to choose better controls for issues common
to mobile apps.

As a Replacement for Off-the-shelf Secure Coding Checklists

Many organizations can benefit from adopting the MASVS, by choosing one of the two levels, or by forking
MASVS and changing what is required for each application’s risk level in a domain-specific way. We encour-
age this type of forking as long as traceability is maintained, so that if an app has passed control 4.1, this
means the same thing for forked copies as the standard evolves.

As a Basis for Security Testing Methodologies

A good mobile app security testing methodology should cover all controls listed in the MASVS. The OWASP
Mobile Application Security Testing Guide (MASTG) describes black-box and white-box test cases for each
verification control.

As a Guide for Automated Unit and Integration Tests

The MASVS is designed to be highly testable, with the sole exception of architectural controls. Automated
unit, integration and acceptance testing based on the MASVS controls can be integrated in the continuous
development lifecycle. This not only increases developer security awareness, but also improves the overall
quality of the resulting apps, and reduces the amount of findings during security testing in the pre-release
phase.

For Secure Development Training

MASVS can also be used to define characteristics of secure mobile apps. Many “secure coding” courses are
simply ethical hacking courses with a light smear of coding tips. This does not help developers. Instead,
secure development courses can use the MASVS, with a strong focus on the proactive controls documented
in the MASVS, rather than e.g. the Top 10 code security issues.
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MASVS-STORAGE: Storage
Mobile applications handle a wide variety of sensitive data, such as personally identifiable information (PII),
cryptographic material, secrets, and API keys, that often need to be stored locally. This sensitive data may
be stored in private locations, such as the app’s internal storage, or in public folders that are accessible by
the user or other apps installed on the device. However, sensitive data can also be unintentionally stored or
exposed to publicly accessible locations, typically as a side-effect of using certain APIs or system capabilities
such as backups or logs.

This category is designed to help developers ensure that any sensitive data intentionally stored by the app
is properly protected, regardless of the target location. It also covers unintentional leaks that can occur due
to improper use of APIs or system capabilities.

Controls

ID Control

MASVS-STORAGE-1 The app securely stores sensitive data.

MASVS-STORAGE-2 The app prevents leakage of sensitive data.
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MASVS-STORAGE-1

Control

The app securely stores sensitive data.

Description

Apps handle sensitive data coming from many sources such as the user, the backend, system services or
other apps on the device and usually need to store it locally. The storage locations may be private to the app
(e.g. its internal storage) or be public and therefore accessible by the user or other installed apps (e.g. public
folders such as Downloads). This control ensures that any sensitive data that is intentionally stored by the
app is properly protected independently of the target location.

MASVS-STORAGE-2

Control

The app prevents leakage of sensitive data.

Description

There are cases when sensitive data is unintentionally stored or exposed to publicly accessible locations;
typically as a side-effect of using certain APIs, system capabilities such as backups or logs. This control
covers this kind of unintentional leaks where the developer actually has a way to prevent it.
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MASVS-CRYPTO: Cryptography
Cryptography is essential for mobile apps because mobile devices are highly portable and can be easily
lost or stolen. This means that an attacker who gains physical access to a device can potentially access
all the sensitive data stored on it, including passwords, financial information, and personally identifiable
information. Cryptography provides a means of protecting this sensitive data by encrypting it so that it
cannot be easily read or accessed by an unauthorized user.

The purpose of the controls in this category is to ensure that the verified app uses cryptography according
to industry best practices, which are typically defined in external standards such as NIST.SP.800-175B and
NIST.SP.800-57. This category also focuses on the management of cryptographic keys throughout their
lifecycle, including key generation, storage, and protection. Poor key management can compromise even
the strongest cryptography, so it is crucial for developers to follow the recommended best practices to ensure
the security of their users’ sensitive data.

Controls

ID Control

MASVS-CRYPTO-1 The app employs current strong cryptography and uses it according to
industry best practices.

MASVS-CRYPTO-2 The app performs key management according to industry best practices.
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MASVS-CRYPTO-1

Control

The app employs current strong cryptography and uses it according to industry best practices.

Description

Cryptography plays an especially important role in securing the user’s data - even more so in a mobile
environment, where attackers having physical access to the user’s device is a likely scenario. This control
covers general cryptography best practices, which are typically defined in external standards.

MASVS-CRYPTO-2

Control

The app performs key management according to industry best practices.

Description

Even the strongest cryptography would be compromised by poor key management. This control covers
the management of cryptographic keys throughout their lifecycle, including key generation, storage and
protection.
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MASVS-AUTH: Authentication and Authorization
Authentication and authorization are essential components of most mobile apps, especially those that con-
nect to a remote service. These mechanisms provide an added layer of security and help prevent unautho-
rized access to sensitive user data. Although the enforcement of these mechanisms must be on the remote
endpoint, it is equally important for the app to follow relevant best practices to ensure the secure use of the
involved protocols.

Mobile apps often use different forms of authentication, such as biometrics, PIN, or multi-factor authenti-
cation code generators, to validate user identity. These mechanisms must be implemented correctly to
ensure their effectiveness in preventing unauthorized access. Additionally, some apps may rely solely on
local app authentication and may not have a remote endpoint. In such cases, it is critical to ensure that
local authentication mechanisms are secure and implemented following industry best practices.

The controls in this category aim to ensure that the app implements authentication and authorization mech-
anisms securely, protecting sensitive user information and preventing unauthorized access. It is important
to note that the security of the remote endpoint should also be validated using industry standards such as
the OWASP Application Security Verification Standard (ASVS).

Controls

ID Control

MASVS-AUTH-1 The app uses secure authentication and authorization protocols and follows
the relevant best practices.

MASVS-AUTH-2 The app performs local authentication securely according to the platform
best practices.

MASVS-AUTH-3 The app secures sensitive operations with additional authentication.
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MASVS-AUTH-1

Control

The app uses secure authentication and authorization protocols and follows the relevant best practices.

Description

Most apps connecting to a remote endpoint require user authentication and also enforce some kind of autho-
rization. While the enforcement of these mechanisms must be on the remote endpoint, the apps also have
to ensure that it follows all the relevant best practices to ensure a secure use of the involved protocols.

MASVS-AUTH-2

Control

The app performs local authentication securely according to the platform best practices.

Description

Many apps allow users to authenticate via biometrics or a local PIN code. These authentication mechanisms
need to be correctly implemented. Additionally, some apps might not have a remote endpoint, and rely fully
on local app authentication.

MASVS-AUTH-3

Control

The app secures sensitive operations with additional authentication.

Description

Some additional form of authentication is often desirable for sensitive actions inside the app. This can be
done in different ways (biometric, pin, MFA code generator, email, deep links, etc) and they all need to be
implemented securely.
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MASVS-NETWORK: Network Communication
Secure networking is a critical aspect of mobile app security, particularly for apps that communicate over
the network. In order to ensure the confidentiality and integrity of data in transit, developers typically rely
on encryption and authentication of the remote endpoint, such as through the use of TLS. However, there
are numerous ways in which a developer may accidentally disable the platform secure defaults or bypass
them entirely by utilizing low-level APIs or third-party libraries.

This category is designed to ensure that the mobile app sets up secure connections under any circumstances.
Specifically, it focuses on verifying that the app establishes a secure, encrypted channel for network commu-
nication. Additionally, this category covers situations where a developer may choose to trust only specific
Certificate Authorities (CAs), which is commonly referred to as certificate pinning or public key pinning.

Controls

ID Control

MASVS-NETWORK-1 The app secures all network traffic according to the current best practices.

MASVS-NETWORK-2 The app performs identity pinning for all remote endpoints under the
developer’s control.
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MASVS-NETWORK-1

Control

The app secures all network traffic according to the current best practices.

Description

Ensuring data privacy and integrity of any data in transit is critical for any app that communicates over the
network. This is typically done by encrypting data and authenticating the remote endpoint, as TLS does.
However, there are many ways for a developer to disable the platform secure defaults, or bypass them
completely by using low-level APIs or third-party libraries. This control ensures that the app is in fact setting
up secure connections in any situation.

MASVS-NETWORK-2

Control

The app performs identity pinning for all remote endpoints under the developer’s control.

Description

Instead of trusting all the default root CAs of the framework or device, this control will make sure that only
very specific CAs are trusted. This practice is typically called certificate pinning or public key pinning.
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MASVS-PLATFORM: Platform Interaction
The security of mobile apps heavily depends on their interaction with the mobile platform, which often
involves exposing data or functionality intentionally through the use of platform-provided inter-process com-
munication (IPC) mechanisms and WebViews to enhance the user experience. However, these mechanisms
can also be exploited by attackers or other installed apps, potentially compromising the app’s security.

Furthermore, sensitive data, such as passwords, credit card details, and one-time passwords in notifications,
is often displayed in the app’s user interface. It is essential to ensure that this data is not unintentionally
leaked through platform mechanisms such as auto-generated screenshots or accidental disclosure through
shoulder surfing or device sharing.

This category comprises controls that ensure the app’s interactions with the mobile platform occur securely.
These controls cover the secure use of platform-provided IPC mechanisms, WebView configurations to pre-
vent sensitive data leakage and functionality exposure, and secure display of sensitive data in the app’s user
interface. By implementing these controls, mobile app developers can safeguard sensitive user information
and prevent unauthorized access by attackers.

Controls

ID Control

MASVS-PLATFORM-1 The app uses IPC mechanisms securely.

MASVS-PLATFORM-2 The app uses WebViews securely.

MASVS-PLATFORM-3 The app uses the user interface securely.
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MASVS-PLATFORM-1

Control

The app uses IPC mechanisms securely.

Description

Apps typically use platform provided IPC mechanisms to intentionally expose data or functionality. Both
installed apps and the user are able to interact with the app in many different ways. This control ensures
that all interactions involving IPC mechanisms happen securely.

MASVS-PLATFORM-2

Control

The app uses WebViews securely.

Description

WebViews are typically used by apps that have a need for increased control over the UI. This control ensures
that WebViews are configured securely to prevent sensitive data leakage as well as sensitive functionality
exposure (e.g. via JavaScript bridges to native code).

MASVS-PLATFORM-3

Control

The app uses the user interface securely.

Description

Sensitive data has to be displayed in the UI in many situations (e.g. passwords, credit card details, OTP
codes in notifications). This control ensures that this data doesn’t end up being unintentionally leaked due
to platform mechanisms such as auto-generated screenshots or accidentally disclosed via e.g. shoulder
surfing or sharing the device with another person.
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MASVS-CODE: Code Quality
Mobile apps havemany data entry points, including the UI, IPC, network, and file system, whichmight receive
data that has been inadvertently modified by untrusted actors. By treating this data as untrusted input and
properly verifying and sanitizing it before use, developers can prevent classical injection attacks, such as SQL
injection, XSS, or insecure deserialization. However, other common coding vulnerabilities, such as memory
corruption flaws, are hard to detect in penetration testing but easy to prevent with secure architecture and
coding practices. Developers should follow best practices such as the OWASP Software Assurance Maturity
Model (SAMM) and NIST.SP.800-218 Secure Software Development Framework (SSDF) to avoid introducing
these flaws in the first place.

This category covers coding vulnerabilities that arise from external sources such as app data entry points,
the OS, and third-party software components. Developers should verify and sanitize all incoming data to
prevent injection attacks and bypass of security checks. They should also enforce app updates and ensure
that the app runs up-to-date platforms to protect users from known vulnerabilities.

Controls

ID Control

MASVS-CODE-1 The app requires an up-to-date platform version.

MASVS-CODE-2 The app has a mechanism for enforcing app updates.

MASVS-CODE-3 The app only uses software components without known vulnerabilities.

MASVS-CODE-4 The app validates and sanitizes all untrusted inputs.
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MASVS-CODE-1

Control

The app requires an up-to-date platform version.

Description

Every release of the mobile OS includes security patches and new security features. By supporting older
versions, apps stay vulnerable to well-known threats. This control ensures that the app is running on an
up-to-date platform version so that users have the latest security protections.

MASVS-CODE-2

Control

The app has a mechanism for enforcing app updates.

Description

Sometimes critical vulnerabilities are discovered in the app when it is already in production. This control
ensures that there is a mechanism to force the users to update the app before they can continue using it.

MASVS-CODE-3

Control

The app only uses software components without known vulnerabilities.

Description

To be truly secure, a full whitebox assessment should have been performed on all app components. However,
as it usually happens with e.g. for third-party components this is not always feasible and not typically part
of a penetration test. This control covers “low-hanging fruit” cases, such as those that can be detected just
by scanning libraries for known vulnerabilities.

MASVS-CODE-4

Control

The app validates and sanitizes all untrusted inputs.
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Description

Apps have many data entry points including the UI, IPC, the network, the file system, etc. This incoming
data might have been inadvertently modified by untrusted actors and may lead to bypass of critical security
checks as well as classical injection attacks such as SQL injection, XSS or insecure deserialization. This
control ensures that this data is treated as untrusted input and is properly verified and sanitized before it’s
used.
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MASVS-RESILIENCE: Resilience Against Reverse
Engineering and Tampering
Defense-in-depth measures such as code obfuscation, anti-debugging, anti-tampering, etc. are important
to increase app resilience against reverse engineering and specific client-side attacks. They add multiple
layers of security controls to the app, making it more difficult for attackers to successfully reverse engineer
and extract valuable intellectual property or sensitive data from it, which could result in:

• The theft or compromise of valuable business assets such as proprietary algorithms, trade secrets, or
customer data

• Significant financial losses due to loss of revenue or legal action
• Legal and reputational damage due to breach of contracts or regulations
• Damage to brand reputation due to negative publicity or customer dissatisfaction

The controls in this category aim to ensure that the app is running on a trusted platform, prevent tampering
at runtime and ensure the integrity of the app’s intended functionality. Additionally, the controls impede
comprehension by making it difficult to figure out how the app works using static analysis and prevent
dynamic analysis and instrumentation that could allow an attacker to modify the code at runtime.

However, note that the lack of any of these measures does not necessarily cause vulnerabilities - instead,
they add threat-specific additional protection to apps which must also fulfil the rest of the OWASP MASVS
security controls according to their specific threat models.

Controls

ID Control

MASVS-RESILIENCE-1 The app validates the integrity of the platform.

MASVS-RESILIENCE-2 The app implements anti-tampering mechanisms.

MASVS-RESILIENCE-3 The app implements anti-static analysis mechanisms.

MASVS-RESILIENCE-4 The app implements anti-dynamic analysis techniques.
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MASVS-RESILIENCE-1

Control

The app validates the integrity of the platform.

Description

Running on a platform that has been tampered with can be very dangerous for apps, as this may disable
certain security features, putting the data of the app at risk. Trusting the platform is essential for many of
the MASVS controls relying on the platform being secure (e.g. secure storage, biometrics, sandboxing, etc.).
This control tries to validate that the OS has not been compromised and its security features can thus be
trusted.

MASVS-RESILIENCE-2

Control

The app implements anti-tampering mechanisms.

Description

Apps run on a user-controlled device, and without proper protections it’s relatively easy to run a modified
version locally (e.g. to cheat in a game, or enable premium features without paying), or upload a back-
doored version of it to third-party app stores. This control tries to ensure the integrity of the app’s intended
functionality by preventing modifications to the original code and resources.

MASVS-RESILIENCE-3

Control

The app implements anti-static analysis mechanisms.

Description

Understanding the internals of an app is typically the first step towards tampering with it (either dynamically,
or statically). This control tries to impede comprehension by making it as difficult as possible to figure out
how an app works using static analysis.

MASVS-RESILIENCE-4

Control

The app implements anti-dynamic analysis techniques.
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Description

Sometimes pure static analysis is very difficult and time consuming so it typically goes hand in hand with
dynamic analysis. Observing and manipulating an app during runtime makes it much easier to decipher its
behavior. This control aims to make it as difficult as possible to perform dynamic analysis, as well as prevent
dynamic instrumentation which could allow an attacker to modify the code at runtime.
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MASVS-PRIVACY: Privacy
The main goal of MASVS-PRIVACY is to provide a baseline for user privacy. It is not intended to cover all
aspects of user privacy, especially when other standards and regulations such as ENISA or the GDPR already
do that. We focus on the app itself, looking at what can be tested using information that’s publicly available
or found within the app through methods like static or dynamic analysis.

While some associated tests can be automated, others necessitate manual intervention due to the nuanced
nature of privacy. For example, if an app collects data that it didn’t mention in the app store or its privacy
policy, it takes careful manual checking to spot this.

Note on “Data Collection and Sharing”:For the MASTG tests, we treat “Collect” and “Share” in a
unified manner. This means that whether the app is sending data to another server or transferring it to
another app on the device, we view it as data that’s potentially leaving the user’s control. Validating
what happens to the data on remote endpoints is challenging and often not feasible due to access
restrictions and the dynamic nature of server-side operations. Therefore, this issue is outside of the
scope of the MASVS.

IMPORTANT DISCLAIMER:

MASVS-PRIVACY is not intended to serve as an exhaustive or exclusive reference. While it provides valuable
guidance on app-centric privacy considerations, it should never replace comprehensive assessments, such
as a Data Protection Impact Assessment (DPIA) mandated by the General Data Protection Regulation (GDPR)
or other pertinent legal and regulatory frameworks. Stakeholders are strongly advised to undertake a holistic
approach to privacy, integrating MASVS-PRIVACY insights with broader assessments to ensure comprehen-
sive data protection compliance. Given the specialized nature of privacy regulations and the complexity of
data protection, these assessments are best conducted by privacy experts rather than security experts.

Controls

ID Control

MASVS-PRIVACY-1 The app minimizes access to sensitive data and resources.

MASVS-PRIVACY-2 The app prevents identification of the user.

MASVS-PRIVACY-3 The app is transparent about data collection and usage.

MASVS-PRIVACY-4 The app offers user control over their data.
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MASVS-PRIVACY-1

Control

The app minimizes access to sensitive data and resources.

Description

Apps should only request access to the data they absolutely need for their functionality and always with
informed consent from the user. This control ensures that apps practice data minimization and restricts
access control, reducing the potential impact of data breaches or leaks.

Furthermore, apps should share data with third parties only when necessary, and this should include enforc-
ing that third-party SDKs operate based on user consent, not by default or without it. Apps should prevent
third-party SDKs from ignoring consent signals or from collecting data before consent is confirmed.

Additionally, apps should be aware of the ‘supply chain’ of SDKs they incorporate, ensuring that no data is
unnecessarily passed down their chain of dependencies. This end-to-end responsibility for data aligns with
recent SBOM regulatory requirements, making apps more accountable for their data practices.

MASVS-PRIVACY-2

Control

The app prevents identification of the user.

Description

Protecting user identity is crucial. This control emphasizes the use of unlinkability techniques like data
abstraction, anonymization and pseudonymization to prevent user identification and tracking.

Another key aspect addressed by this control is to establish technical barriers when employing complex
‘fingerprint-like’ signals (e.g. device IDs, IP addresses, behavioral patterns) for specific purposes. For in-
stance, a fingerprint used for fraud detection should be isolated and not repurposed for audience measure-
ment in an analytics SDK. This ensures that each data stream serves its intended function without risking
user privacy.

MASVS-PRIVACY-3

Control

The app is transparent about data collection and usage.

Description

Users have the right to know how their data is being used. This control ensures that apps provide clear
information about data collection, storage, and sharing practices, including any behavior a user wouldn’t
reasonably expect, such as background data collection. Apps should also adhere to platform guidelines on
data declarations.
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MASVS-PRIVACY-4

Control

The app offers user control over their data.

Description

Users should have control over their data. This control ensures that apps provide mechanisms for users
to manage, delete, and modify their data, and change privacy settings as needed (e.g. to revoke consent).
Additionally, apps should re-prompt for consent and update their transparency disclosures when they require
more data than initially specified.
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