. 761736

Source

152.1658.8.121

Destination
23.204.147 . 248

Protocol
HTTP

Length Info

378 GET /wireless/mw5/rl/

1885.. 1787.788198 23.284.147.248 192.168.8.121 HTTP 236 HTTR/1.1 288 OK (PNG
1886.. 1787.852735 152.168.8.121 23.284.147.248 HTTP 448 GET Swireless/mwS/rl/:
1386.. 1787.871168 23,284,147, 248 192.168.8.121 HTTP 414 HTTP/1.1 286 Partial |
1886.. 1787.916149 192.168.8.121 23.284.147.248 HTTP 448 GET Swireless/mwS/rl/:
1886.. 1787.934768 23.284.147. 248 192.168.8.121 HTTP 414 HTTP/1.1 286 Partial |

pertext Transfer Protocol
Wl GET /wireless/mw5s/rl/images/bookmark-icons/espn icon-152%152.min.png HTTR/1.1%r\n
[Expert Info (Chat/Sequence): GET /wireless/mw5/rl/images/bookmark-icons/espn_icon-152x152.mi

Request Method:

cokmark-icons/espn_icon-152x152.min.png

spncdn. comyrin
: Mozilla/5.@8 (Linux; Android 13) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/183.8.°
AaF1=+a

Arrant _Enradinmg:s orin LT AT AN, ]

Wireshark is not capturing any traffic from the untied airlines app. Above is the example of it
capturing test ESPN traffic.



Loading flights...

Thank you for choosing United and
letting us connect you to the world.

Please wait...

ols

Devices

Discover USE devices Port forwarding...
Discover network targets

Open dedicated DevTools for Node

Remote Target siocaimosr

According to MobSF reports there are webviews for the united airlines app however | could not find

the app functionality that triggered the webview.



745

GET JSweb-sdk/5.0/braze.min.js
750 https:y//dimpacradius-event.. GET JA1323623-ff1f-47da-bf87-01a656...
731 https://sb.scorecardresearc.. GET Jcs/3000005/beacon,js
752 https://vision.fn-pz.com OPTIO... /fv2/config/wdgespcom
733 https://vision.fn-pz.com QOPTIO.. /v2/event
754 https://www.facebook.com GET Jr/2id=504412503408123&ev=Pa... + 200 447
735 https://www.espn.com GET Jservice-worker,js 304 403
736  https://secure.espn.com GET Joore/nfl/Txhr=1&render=truefd.. 200 173
737 https://sw88.espn.com GET /bfssfwdgespcom,wdgespge/1/15.
738  https://www.facebook.com GET Jr/2id=504412503408123&ev=Pa... + 200 447
733  https://sw88.espn.com GET /bfssfwdgespcom,wdgespge/1/15.
760 https://cdntaboola.com GET Jlibtre/espn-network/loader js
761  https://site.api.espn.com GET Japis/personalized/ve/scoreboard.. 200 103
762  https://dcf.espn.com GET JTWDC-DTCl/prod/serverCompon... +' 200 152
763 https://vision.fn-pz.com QOPTIO.. /v2/event
764 https://sb.scorecardresearc.. GET Jcs/3000005/beacon,js
765  https://visionfn-pz.com QOPTIO.. /v2/event
767  httpy//redirector.gvtl.com GET Jedgedl/release2/chrome_compao... 302 122
770 https://update.googleapis.c.. POST  /fservice/update2/json vy 200 918
773 httpsi//update.googleapis.c.. POST  /fservice/update2/json o 200 a0z
774 https://visionfn-pz.com QOPTIO.. /v2/event
777 httpsi//update.googleapis.c.. POST  /fservice/update2/json o 200 a0z

Same situation with the proxying http + adding ca certificate. Only test espn traffic was captured.



network_security_configxml X

» united-airlines > res

cleartextTrafficPermitted="false"
ig cleartextTrafficPermitted="true"
in includeSubdomains="true">127.0.0.1</domain
in includeSubdomains="true">172.27.4.91
in includeSubdomains="true">192.168.1.1
in includeSubdomains="true":>localhost</domain
in includeSubdomains="true">airpana.com
in includeSubdomains="true">gogoinflight
in includeSubdomains="true">inflightinternet.com
in includeSubdomains="true">ideanovatech.com
in includeSubdomains="true">inflightpanasonic.aero
in includeSubdomains="true">ufs.ltv
in includeSubdomains="true">jcb-card.jp

onfig

Evidence of preconfigured clear text traffic of the above domains

C) Event detail

Time: 22:06:45 @ Mar 2024
Type: Error
Source: Proxy

Message: [2] Unknown host: airbornemedia.inflightinternet.com

Error from on of the above domains when using the proxy



secure communication channel.

NO | ISSUE SEVERITY | STANDARDS
This App uses S5U certificate pinning
4 to detect or prevent MITM attacks in secure

OWASP MASVS: MSTG-NETWORF

This app uses SSL Pinning and therefore I’'ve been prevented from seeing any traffic from the united

airlines app, | will have to test the ssl pinning work around.



